SUPPORTING PRIVACY PROTECTION IN PERSONALIZED WEB SEARCH

ABSTRACT:
[bookmark: _GoBack]	As the size of the Internet continues to grow the users of search providers continually demand search results that are accurate to their needs. Personalized Search is one of the options available to users in order to sculpt search results returned to them based on their personal data provided to the search provider. This raises concerns of privacy issues however as users are typically uncomfortable revealing personal information to an often faceless service provider on the Internet. This paper aims to deal with the privacy issues surrounding personalized search and discusses ways that privacy can be enriched so that users can become more comfortable with the release of their personal data in order to receive more accurate search results.








EXISTING SYSTEM:
	The existing profile-based Personalized Web Search do not support runtime profiling. A user profile is typically generalized for only once offline, and used to personalize all queries from a same user indiscriminatingly. Such “one profile fits all” strategy certainly has drawbacks given the variety of queries. One evidence reported in is that profile-based personalization may not even help to improve the search quality for some ad hoc queries, though exposing user profile to a server has put the user’s privacy at risk. The existing methods do not take into account the customization of privacy requirements. This probably makes some user privacy to be overprotected while others insufficiently protected. For example, in, all the sensitive topics are detected using an absolute metric called surprise based on the information theory, assuming that the interests with less user document support are more sensitive. However, this assumption can be doubted with a simple.
DISADVANTAGE:
· All the sensitive topics are detected using an absolute metric called surprise based on the information theory.
· The existing profile-based PWS do not support runtime profiling.
· The existing methods do not take into account the customization of privacy requirements.
· Many personalization techniques require iterative user interactions when creating personalized search results.



PROPOSED SYSTEM:
		We propose a privacy-preserving personalized web search framework UPS, which can generalize profiles for each query according to user-specified privacy requirements. Relying on the definition of two conflicting metrics, namely personalization utility and privacy risk, for hierarchical user profile, we formulate the problem of privacy-preserving personalized search as Risk Profile Generalization, with its NP-hardness proved. We develop two simple but effective generalization algorithms, GreedyDP and GreedyIL, to support runtime profiling. While the former tries to maximize the discriminating power (DP), the latter attempts to minimize the information loss (IL). By exploiting a number of heuristics, GreedyIL outperforms GreedyDP significantly. We provide an inexpensive mechanism for the client to decide whether to personalize a query in UPS. This decision can be made before each runtime profiling to enhance the stability of the search results while avoid the unnecessary exposure of the profile.
ADVANTAGES:
· It enhances the stability of the search quality.
· It avoids the unnecessary exposure of the user profile.
· Increasing usage of personal and behaviour information to profile its users, this is usually gathered implicitly from query history, browsing history, click-through data bookmarks, user documents, and so forth.
· The framework allowed users to specify customized privacy requirements via the hierarchical profiles. In addition, UPS also performed online generalization on user profiles to protect the personal privacy without compromising the search quality.

SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC






