EFFICIENT INTRUSION DETECTION WITH BLOOM FILTERING IN CONTROLLER AREA NETWORKS (CAN)

ABSTRACT:
Due to its cost efficiency the Controller Area Network (CAN) is still the most wide-spread in-vehicle bus and the numerous reported attacks demonstrate the urgency in designing new security solutions for CAN. In this work we propose an intrusion detection mechanism that takes advantage of Bloom filtering to test frame periodicity based on message identifiers and parts of the data-field which facilitates detection of potential replay or modification attacks. This proves to be an effective approach since most of the traffic from in-vehicle buses is cyclic in nature and the format of the data-field is fixed due to rigid signal allocation. Bloom filters provide an efficient time-memory tradeoff which is beneficial for the constrained resources of automotive grade controllers. We test the correctness of our approach and obtain good results on an industry-standard CANoe based simulation for a J1939 commercial-vehicle bus and also on CAN-FD traces obtained from a real-world high-end vehicle. The proposed filtering mechanism is straight-forward to adapt for any other time-triggered in-vehicle bus, e.g., FlexRay, since it is built on time-driven characteristics.





EXISTING SYSTEM:
In the past few years, the number of IDS proposals for CAN has surged. The use of message periodicity seems to frequently re-occur in designing intrusion detection on CANe. Neural networks were proposed to detect intrusions on the CAN bus. However, the testbed is based on the OCTANE automotive network simulator and unfortunately contains only three CAN ids (a very small number) which make it unclear if the content of the data-field is representative for genuine in-vehicle traffic. Hidden Markov models for detecting anomalies on in-vehicle traffic were employed in. Other techniques that were recently explored include: machine learning, multivariate time series and regression learning. A more formal approach based on finite-state automatons is considered in. In the authors proposed that ECUs that see messages on the bus with their own ID should discard the message with an error flag before transmission is completed. This proposal cannot prevent the case when the genuine ECU is unplugged from the network or is in bus off.

DISADVANTAGES:
· All existing approaches use distinct datasets making it impossible to confront the success rate of the intrusion detection algorithm.
· Existing system proves that intrusion detection systems based on timing alone, may be quite fragile.


PROPOSED SYSTEM:
In proposed system, we propose an intrusion detection mechanism that takes advantage of Bloom filtering to test frame periodicity based on message identifiers and parts of the data-field which facilitates detection of potential replay or modification attacks. This proves to be an effective approach since most of the traffic from in-vehicle buses is cyclic in nature and the format of the data-field is fixed due to rigid signal allocation. Bloom filters provide an efficient time-memory tradeoff which is beneficial for the constrained resources of automotive grade controllers. We test the correctness of our approach and obtain good results on an industry-standard CANoe based simulation for a J1939 commercial-vehicle bus and also on CAN-FD traces obtained from a real-world high-end vehicle. The proposed filtering mechanism is straight-forward to adapt for any other time-triggered in-vehicle

ADVANTAGES:
· The advantage of Bloom filtering is that it sets way for a memory-efficient analysis of various parts of the data field.
· The entropy carried by each frame is a relevant indicator for the amount of bits that stay constant and can be used for filtering.



SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· [bookmark: _GoBack]Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse		:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System		:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 			:	JavaScript.
· Server side Script		:	Java Server Pages.
· IDE				:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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