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ABSTRACT:
                    Data outsourcing is a promising technical paradigm to facilitate cost-effective real-time data storage, processing, and dissemination. In such a system, a data owner proactively pushes a stream of data records to a third-party cloud server for storage, which in turn processes various types of queries from end users on the data owner’s behalf. This paper considers outsourced multi-version key-value stores that have gained increasing popularity in recent years, where a critical security challenge is to ensure that the cloud server returns both authentic and fresh data in response to end users’ queries. Despite several recent attempts on authenticating data freshness in outsourced keyvalue stores, they either incur excessively high communication cost or can only offer very limited real-time guarantee. To fill this gap, this paper introduces KV-Fresh, a novel freshness authentication scheme for outsourced key-value stores that offers strong real-time guarantee. KV-Fresh is designed based on a novel data structure, Linked Key Span Merkle Hash Tree, which enables highly efficient freshness proof by embedding chaining relationship among records generated at different time. Detailed simulation studies using a synthetic dataset generated from real data confirm the efficacy and efficiency of KV-Fresh.





EXISTING SYSTEM:
                 In Existing System is outsourcing naturally raises the issue of trust. The third-party server may act maliciously due to insider/outsider attack, software/hardware malfunctions, intentional saving of computational resources, etc. Thus, it is desirable for clients to verify the computation result provided by the server. However, designing a verifiable computation scheme for the above example is not self-explanatory due to the following challenges. The outsourced computation is data sensitive, i.e., given forged data from a source, the final computation result will be erroneous even if the corresponding query is correctly processed by the server. Cryptography provides an off-the-shelf method to tackle this problem, namely, each data source may be equipped with a unique secret key to “sign” its data contribution, from which traceability is readily derived. Clients may not be in the same trust domain with data sources. A keyless client is hopefully able to conduct the result verification. Hence, public verification property is more engaging here so as to allow any party devoid of secret keys with sources to check the outsourced computations.

DISADVANTAGES: 
· The typical signature algorithm does not serve on purpose of verifiable multi-key computation.
· Clients may not be in the same trust domain with data sources.




PROPOSED SYSTEM:
                             In Proposed System is a novel homomorphic verifiable tag technique and design an efficient and publicly verifiable inner product computation scheme on the dynamic outsourced data stream under multiple keys. To the best of our knowledge, this is the first work that addresses the problem of verifiable delegation of inner product computation over (potentially unbounded) outsourced data streams under the multi-key setting. We have presented the design and evaluation of KV-Fresh, a novel freshness authentication scheme for outsourced multi-version key-value stores. KV-Fresh is built upon LKS-MHT, a novel data structure that allows efficient proof of no update over a potentially large number of intervals. Extensive simulation studies confirm that KV-Fresh can simultaneously achieve strong real-time guarantee and high communication efficiency

ADVANTAGES:
· The inner product evaluation can be performed over any two sources’ outsourced streams, and the result can be verified using the associated tags.
· The client should be free to choose any portion of the data streams as the input of the queried computation.








SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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