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ABSTRACT:
	IoT (Internet of things) devices often collect data and store the data in the cloud for sharing and further processing; this collection, sharing, and processing will inevitably encounter secure access and authentication issues. Attribute based signature (ABS), which utilizes the signer’s attributes to generate private keys, plays a competent role in data authentication and identity privacy preservation. In ABS, there are multiple authorities that issue different private keys for signers based on their various attributes, and a central authority is usually established to manage all these attribute authorities. However, one security concern is that if the central authority is compromised, the whole system will be broken. In this paper, we present an outsourced decentralized multi-authority attribute based signature (ODMAABS) scheme. The proposed ODMA-ABS achieves attribute privacy and stronger authority-corruption resistance than existing multi-authority attribute based signature schemes can achieve. In addition, the overhead to generate a signature is further reduced by outsourcing expensive computation to a signing cloud server. We present extensive security analysis and experimental simulation of the proposed scheme. We also propose an access control scheme that is based on ODMA-ABS.
	


EXISTING SYSTEM:
	The existing system uses a feasible means is to establish a central authority that holds the common secret and allocates different parts of this secret to each attribute authority to help with private key’s generation. However this feasible means returns us to the disadvantages in a single authority scenario because once the central authority is compromised, the whole system will no longer be secure. The previous system uses a multi-authority setting leads to difficulty regarding how to generate a common secret for signature’s generation given that authorities may not trust or communicate with each other. These defects are eliminated in the upcoming proposed system.

DISADVANTAGES:
· Using a single authority makes the system unsecured and allows the attacker to take over the whole system.
· The common secret signature key generation for a multi authority also makes the system computation overhead higher.






PROPOSED SYSTEM:
	The proposed system uses the decentralized multi-authority attribute based encryption schemes. The core idea is to simulate the functionality of a central authority through interactions among different attribute authorities. We divide the private keys in two parts and let the signer outsource the “big” part of them while maintaining the “small” part as a secret. The cloud server uses the “big” part of the private keys to generate a partial signature and return it to the signer. The signer can combine the other part that is generated from the “small” private key part with the partial signature to obtain the final signature.	
	
ADVANTAGES:
· Decentralized multi-authority attribute provides higher efficiency to the proposed system.
· Dividing the private key generation in two parts eliminates the computational overhead of the system.
 






SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core/i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD


SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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