[bookmark: _GoBack]A SECURITY TECHNIQUE FOR AUTHENTICATION AND SECURITY OF MEDICAL IMAGES IN HEALTH INFORMATION SYSTEMS

ABSTRACT:	
Medical images stored in health information systems, cloud or other systems are of key importance. Privacy and security needs to be guaranteed for such images through encryption and authentication processes. Encrypted and watermarked images in this domain needed to be reversible so that the plain image operated on in the encryption and watermarking process can be fully recoverable due to the sensitivity of the data conveyed in medical images. In this paper, we proposed a fully recoverable encrypted and watermarked image processing technique for the security of medical images in health information systems. The approach is used to authenticate and secure the medical images. Our results showed to be very effective and reliable for fully recoverable images.












EXISTING SYSTEM
Advancement in information technology is playing an increasing role in the use of information systems comprising relational databases. Reversible watermarking techniques can ensure data recovery along with ownership protection. Fingerprinting, data hashing, serial codes are some other techniques used for ownership protection. Fingerprints also called transactional watermarks are used to monitor and identify digital ownership by watermarking all the copies of contents with different watermarks for different recipients. Primarily this type of digital watermarking tries to identify the source of data leakage by tracing a guilty agent. In hashing, digital contents can be saved by performing a one-way hash function whereby the data contents do not change. If the hash of the original and tampered data is the same, data authenticity can be verified but ownership cannot be proved easily. Serial or classification codes are used for filtering of inappropriate contents over the Internet and are mainly applicable to images, audio and video. Watermarking has the property that it can provide ownership protection over the digital content by marking the data with a watermark unique to the owner. The embedded watermark can subsequently be used for proving and claiming ownership.

DISADVANTAGES
· Databases used effectively in collaborative environments for information extraction.
· Databases are vulnerable to security threats concerning ownership rights and data tampering.




PROPOSED SYSTEM:
The algorithm jointly embeds two watermarks in two domains using encryption and reversible watermarking to avoid any interference between the watermarks. The authenticity and integrity of medical images can be verified in the spatial domain, the encrypted domain, or in both domains. The performance of the proposed algorithm is evaluated using test medical images of different modalities. The algorithm performs well in terms of visual quality of the watermarked images and in terms of the available embedding capacity.

ADVANTAGES:
· The design of an intelligent reversible watermarking technique for relational data that ensures data recovery without compromising data quality.
· A robust data recovery scheme that is resilient against subset alteration, subset deletion and subset insertion attacks.













SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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