HIDING DATA USING EFFICIENT COMBINATION OF RSA CRYPTOGRAPHY, AND COMPRESSION STEGANOGRAPHY TECHNIQUES

ABSTRACT:
Data compression is an important part of information security because compressed data is more secure and easy to handle. Effective data compression technology creates efficient, secure, and easy-to-connect data. There are two types of compression algorithm techniques, lossy and lossless. These technologies can be used in any data format such as text, audio, video, or image file. The main objective of this study was to reduce the physical space on the various storage media and reduce the time of sending data over the Internet with a complete guarantee of encrypting this data and hiding it from intruders. Two techniques are implemented, with data loss (Lossy) and without data loss (Lossless). In the proposed paper a hybrid data compression algorithm increases the input data to be encrypted by RSA (Rivest–Shamir–Adleman) cryptography method to enhance the security level and it can be used in executing lossy and lossless compacting Steganography methods. This technique can be used to decrease the amount of every transmitted data aiding fast transmission while using slow internet or take a small space on different storage media. The plain text is compressed by the Huffman coding algorithm, and also the cover image is compressed by Discrete wavelet transform DWT based that compacts the cover image through lossy compression in order to reduce the cover image’s dimensions. 


The least significant bit LSB will then be used to implant the encrypted data in the compacted cover image. We evaluated that system on criteria such as percentage Savings percentage, Compression Time, Compression Ratio, Bits per pixel, Mean Squared Error, Peak Signal to Noise Ratio, Structural Similarity Index, and Compression Speed. This system shows a high-level performance and system methodology compared to other systems that use the same methodology
.















EXISTING SYSTEM:
	In existing, different compression techniques that rely on traditional sensing and compression theories for color medical images. Some switching techniques such as DCT / DWT and hybridization-based transforms are used for compression. Traditional techniques take a higher processing time compared to techniques based on CS theory. Performance is measured in terms of peak-to-noise ratio, reconstruction error, and time taken to perform the reconstruction. For many decades, image compression has been the most researched area because transporting and storing photos is a real tough job. Various image compression algorithms such as JPEG, JPEG 2000, BWT, and sparse coding methods. Comparison of compressed file with DWT gives better results and good image quality than file compression with DCT. Also, compressed files that use DWT take less time to reach the destination node compare the proposed algorithm with Huffman coding.
DISADVANTAGES:
· Traditional techniques take a higher processing time compared to techniques based on CS theory.
· DCT did not give better results and good image quality. Also, compressed files that use DCT take more time to reach the destination node compare. 




PROPOSED SYSTEM:
In proposed system, hybrid data compression algorithm increases the input data to be encrypted by RSA (Rivest–Shamir–Adleman) cryptography method to enhance the security level and it can be used in executing lossy and lossless compacting Steganography methods. This technique can be used to decrease the amount of every transmitted data aiding fast transmission while using slow internet or take a small space on different storage media. The plain text is compressed by the Huffman coding algorithm, and also the cover image is compressed by Discrete wavelet transform DWT based that compacts the cover image through lossy compression in order to reduce the cover image’s dimensions. The least significant bit LSB will then be used to implant the encrypted data in the compacted cover image. We evaluated that system on criteria such as percentage Savings percentage, Compression Time, Compression Ratio, Bits per pixel, Mean Squared Error, Peak Signal to Noise Ratio, Structural Similarity Index, and Compression Speed.
ADVANTAGES:
· DWT gives better results and good image quality than file compression with DCT. Also, compressed files that use DWT take less time to reach the destination node.
· key processes are involved, embedding the information process, and also getting or extracting the message process.



SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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