BRINGING INTELLIGENCE TO SOFTWARE DEFINED NETWORKS: MITIGATING DDOS ATTACKS

 ABSTRACT:
DNS, one of the most critical elements of the Internet, is among these protocols. It is vulnerable to DDoS attacks mainly because all exchanges in this protocol use User Datagram Protocol (UDP). These attacks are difficult to defeat because attackers spoof the IP address of the victim and flood him with valid DNS responses coming from legitimate DNS servers. In this paper, we propose an efficient and scalable solution, called WisdomSDN, to effectively mitigate DNS amplification attack in the context of software defined networks (SDN). WisdomSDN covers both detection and mitigation of illegitimate DNS requests and responses. WisdomSDN consists of: (1) a novel proactive and stateful scheme (PAS) to perform one-to-one mapping between DNS requests and DNS responses; it operates proactively by sending only legitimate responses, excluding amplified illegitimate DNS responses; (2) a machine learning DDoS detection module to detect, in real-time, illegitimate DNS requests. This module consists of (a) Flow statistics collection scheme (FSC) to gather the features of flows in an efficient and scalable way using sFlow protocol; (b) Entropy calculation scheme (ECS) to measure randomness of network traffic; and (c) Bayes Network based Filtering scheme (BNF) to classify, based on entropy values, illegitimate DNS requests; and (3) DNS Mitigation scheme (DM) to effectively mitigate illegitimate DNS requests. The experimental results show that compared to state-of-art, WisdomSDN can effectively detect/mitigate DNS amplification attack quickly 



EXISTING SYSTEM:
The existing system requires the global routing information to defend IP spoofing effectively.  The existing SDMN control channel is to TCP DoS and reset attacks. We observed that it was not possible to establish connections with the controller during TCP SYN DoS attacks and during the TCP reset attack it was not possible to update the flow tables.

DISADVANTAGES:
· It just reduces, does not prevent use of forged source address of another host within permitted prefix filter range.
· There is wastage of resources of domain where packet originates.
















PROPOSED SYSTEM:
We propose a novel proactive and stateful scheme (PAS) to perform one-to-one mapping between DNS requests and DNS responses. And a flow statistics collection scheme (FSC) to gather the features of flows in an efficient way using sFlow protocol. We introduce an entropy calculation scheme (ECS) to measure the disorder/randomness of network traffic. We propose a Network based Filtering scheme (BNF) to classify, based on entropy values, illegitimate DNS requests. We propose a DNS Mitigation scheme (DM) to effectively mitigate illegitimate DNS requests. The architecture consists of an SDN Openflow switch (OFS) connecting network servers to the Internet through a core network or directly via a gateway. By taking advantage of SDN, in this paper, we propose an SDN-based Integrated IP Source Address Validation Architecture (ISAVA) which can cover both intra- and inter-domain areas and effectively lower SDN devices deployment cost, while achieve desirable control granularities in the meantime.

ADVANTAGES:
· Thus the most exciting advantage of this plan is that it can gain the maximal IP source address validation effect by deploying the minimal SDN switches into traditional networks, which can keep existing network assets to the maximal degree that can promote system incremental deployment.







SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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