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ABSTRACT
Efficient bot detection is a crucial security matter and widely explored in the past years. Recent approaches supplant flow-based detection techniques and exploit graphbased features, incurring however in scalability issues, with high time and space complexity. Bots exhibit specific communication patterns: they use particular protocols, contact specific domains, hence can be identified by analyzing their communication with the outside. A way we follow to simplify the communication graph and avoid scalability issues is looking at frequency distributions of protocol attributes capturing the specificity of botnets behavior. We propose a bot detection technique named BotFP, for BotFingerPrinting, which acts by (i) characterizing hosts behavior with attribute frequency distribution signatures, (ii) learning benign hosts and bots behaviors through either clustering or supervised Machine Learning (ML), and (iii) classifying new hosts either as bots or benign ones, using distances to labeled clusters or relying on a ML algorithm. We validate BotFP on the CTU-13 dataset, which contains 13 scenarios of bot infections, connecting to a Command-and-Control (C&C) channel and launching malicious actions such as port scanning or Denial-of-Service (DDoS) attacks. Compared to state-of-the-art techniques, we show that BotFP is more lightweight, can handle large amounts of data, and shows better accuracy.




EXISTING SYSTEM
A botnet is a network of compromised computers controlled by a “botmaster.” Botnets are typically used for Distributed Denial-of-Service (DDoS) attacks, click fraud, or spamming. DDoS attacks flood the victim with packets/requests from many bots, effectively consuming critical resources and denying service to legitimate users. Botnet attacks are widespread. In a recent survey, 300 out of 1000 surveyed businesses have suffered from DDoS attacks and 65%of the attacks cause up to $10,000 loss per hour. Both click fraud and spamming are harmful to the web economy.

DISADVANTAGES
· Both click fraud and spamming are harmful to the web economy. Because of these losses, botnet detection has received considerable attention.
· These techniques suffer from high time and space complexity, as they need to compute complex features over very large graphs.












PROPOSED SYSTEM
We propose an attribute frequency distribution design to characterize hosts communication, where bots exhibit specific behaviors. We design two BotFP variants for the training and classification. BotFP-Clus clusters similar host signatures of each host to group similar instances of traffic, hence avoiding data overfitting and reducing the complexity. BotFP-ML applies a supervised ML algorithm to learn from the signatures and detect new bots. The detection results are very promising, since BotFP detected all bots from the CTU-13 dataset with very few false positives, outperforming alternative techniques at the state of the art. Community detection is done by maximizing a modularity measure in this graph. The modularity maximization problem is non-convex. We propose a convex relaxation, an effective randomization algorithm, and establish sharp bounds on the sub optimality gap. We apply our method to real-world botnet traffic and compare its performance with other methods.

ADVANTAGES
· Network anomalies that are associated with the presence of a botnet while the secondstage identifies the bots by analyzing these anomalies.
· Botmasters or attack targets are easier to detect because they communicate with manyother nodes, and the activities of infected machines are more correlated with each other than those of normal machines.






SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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