ONE TIME PASSWORD GUSSING ATTACKS

ABSTRACT
A fundamental premise of SMS One-Time Password (OTP) is that the used pseudo-random numbers (PRNs) are uniquely unpredictable for each login session. Hence, the process of generating PRNs is the most critical step in the OTP authentication. An improper implementation of the pseudorandom number generator (PRNG) will result in predictable or even static OTP values, making them vulnerable to potential attacks. In this paper, we present a vulnerability study against PRNGs implemented for Android apps. A key challenge is that PRNGs are typically implemented on the server-side, and thus the source code is not accessible. To resolve this issue, we build an analysis tool, OTP-Lint, to assess implementations of the PRNGs in an automated manner without the source code requirement. Through reverse engineering, OTP-Lint identifies the apps using SMS OTP and triggers each app's login functionality to retrieve OTP values. It further assesses the randomness of the OTP values to identify vulnerable PRNGs. By analyzing 6,431 commercially used Android apps downloaded from Google Play and Tencent Myapp, OTP-Lint identified 399 vulnerable apps that generate predictable OTP values. Even worse, 194 vulnerable apps use the OTP authentication alone without any additional security mechanisms, leading to insecure authentication against guessing attacks and replay attacks.



EXISTING SYSTEM:
A pseudo-random number generator (PRNG) is commonly used to generate unpredictable OTP values. Some cryptographically insecure randomness algorithms, such as Mersenne Twister (MT) and Linear Congruential Generator (LCG), have been used in practice. A PRNG using any of these insecure randomness algorithms would generate highly predictable OTP values. Even though the utilized randomness algorithm is secure, the generated PRNs may still be problematic if the algorithm is not implemented correctly (e.g., seeding the randomness algorithm by using a constant). The techniques existed for assessing the PRNG implementations mainly focus on open-source systems (e.g., Linux, OpenSSL). However, these techniques rely on code analysis and thus cannot be applied to analyze PRNGs of Android apps.
DISADVANTAGES:
· First and for most issues in this existing system is the security, the generated OTP is not secured.
· These algorithms rely on code analysis and thus cannot be applied to analyze PRNGs of Android apps.






PROPOSED SYSTEM:
This paper focuses on the following two goals: 1) exploring security vulnerabilities in SMS OTP values generated by Android apps; 2) gaining insights into potential implementation issues of PRNGs used by these vulnerable apps, without accessing the source code of the PRNGs. Towards fulfilling our goals, we first study the algorithms and functions for generating PRNs to understand what types of vulnerabilities may occur in PRNGs. Next, based on the official RFC documents and research work we introduce three critical randomness rules: Rule 1 - Do not use a static OTP value; Rule 2 - Do not generate OTP values according to specific patterns; Rule 3 - Do not use a constant or predictable seed to initialize a randomness function. We develop a novel analysis tool, OTP-Lint, to assess the randomness of OTP values and analyze the potential implementation vulnerabilities of the corresponding PRNGs without having access to the PRNG source code.

ADVANTAGES:
· Without accessing the implementation source code, we collected PRNG implementation codes shared by other developers to learn the most common implementations.
· [bookmark: _GoBack]OTP-Lint, to investigate the randomness of OTP values generated by PRNGs.



SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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