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ABSTRACT
As an industrial application of Internet of Things (IoT), Internet of Vehicles (IoV) is one of the most crucial techniques for Intelligent Transportation System (ITS), which is a basic element of smart cities. The primary issue for the deployment of ITS based on IoV is the security for both users and infrastructures. The Intrusion Detection System (IDS) is important for IoV users to keep them away from various attacks via the malware and ensure the security of users and infrastructures. In this paper, we design a data-driven ID by analyzing the link load behaviors of the Road Side Unit (RSU) in the IoV against various attacks leading to the irregular fluctuations of traffic flows. A deep learning architecture based on the Convolutional Neural Network (CNN) is designed to extract the features of link loads, and detect the intrusion aiming at RSUs. The proposed architecture is composed of a traditional CNN and a fundamental error term in view of the convergence of the back-propagation algorithm. Meanwhile, a theoretical analysis of the convergence is provided by the probabilistic representation for the proposed CNN-based deep architecture. We finally evaluate the accuracy of our method by way of implementing it over the tested.



EXISTING SYSTEM:
In existing system, IoVs provides the higher bandwidth for users. Subsequently, an increasing number of users’ private information is transmitted over IoVs. Furthermore, the IoV is an open network for each user, though the user may be a possible attacker. Due to the openness of the IoV, it is usually attacked by various malware (e.g., the worm and the Trojan horse). Meanwhile, the Distributed Denial of Service (DDoS) attack has been a main menace for vehicles, in which the flooding DDoS attack known as a brute-force attack exhausts the cache and computing resources of vehicles.

DISADVANTAGES:
· Due to the openness of the IoV, it will be attacked by various malware (e.g., the worm and the Trojan horse)
· The main issue of the signature-based methods is the weakness for the intrusions from the novel and unknown attacks.







PROPOSED SYSTEM:
We propose an intrusion detection approach based on the anomalous traffic of RSUs. In detail, we consider network resources of OBUs, and design an intrusion detection mechanism utilizing the link loads of RSUs. Moreover, a CNN-based architecture is built to extract the spatio-temporal feature of link loads. Aiming at the convergence of the deep architecture for intrusion detection, it contains a traditional CNN architecture and a redundant error term in the output layer. Subsequently, we provide a theoretical analysis of the proposed deep architecture in convergence via representing it by a Bayesian hierarchical model. Simultaneously, each layer can be modeled by a Gibbs distribution, which means that the optimal objective of the back-propagation algorithm can be converted into a posterior distribution based on an energy function.

ADVABTAGES:
· We evaluate the sensitivity and precision of our method at last, and compare it with three state-of-the-art methods.
· Though the anomaly-based methods are able to detect unknown attacks from novel malware, they suffer from the high false alarm rate.





SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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