VIRTUAL MACHINE INTROSPECTION FOR ANOMALY-BASED KEYLOGGER DETECTION
 
ABSTRACT:
Software Keyloggers are dominant class of malicious applications that surreptitiously logs all the user activity to gather confidential information. Among many other types of keyloggers, API-based keyloggers can pretend as unprivileged program running in a user-space to eavesdrop and record all the keystrokes typed by the user. In a Linux environment, defending against these types of malware means defending the kernel against being compromised and it is still an open and difficult problem. Considering how recent trend of edge computing extends cloud computing and the Internet of Things (IoT) to the edge of the network, a new types of intrusiondetection system (IDS) has been used to mitigate cybersecurity threats in edge computing. Proposed work aims to provide secure environment by constantly checking virtual machines for the presence of keyloggers using cutting edge artificial immune system (AIS) based technology. The algorithms that exist in the field of AIS exploit the immune system’s characteristics of learning and memory to solve diverse problems. We further present our approach by employing an architecture where host OS and a virtual machine (VM) layer actively collaborate to guarantee kernel integrity. This collaborative approach allows us to introspect VM by tracking events (interrupts, system calls, memory writes, network activities, etc.) and to detect anomalies by employing negative selection algorithm (NSA).


EXISTING SYSTEM:
 	Cloud users can install vulnerable software on their VMs, which essentially contributes to loopholes in cloud security. The challenge is to establish an effective vulnerability/attack detection and response system for accurately identifying attacks and minimizing the impact of security breach to cloud users. In a cloud system where the infrastructure is shared by potentially millions of users, abuse and nefarious use of the shared infrastructure benefits attackers to exploit vulnerabilities of the cloud and use its resource to deploy attacks in more efficient ways. Such attacks are more effective in the cloud environment since cloud users usually share computing resources, e.g., being connected through the same switch, sharing with the same data storage and file systems, even with potential attackers. The similar setup for VMs in the cloud, e.g., virtualization techniques, VM OS, installed vulnerable software, networking, etc., attracts attackers to compromise multiple VMs.
 
DISADVANTAGES OF EXISTING SYSTEM: 
· No detection and prevention framework in a virtual networking environment.
· Not accuracy in the attack detection from attackers.
 



PROPOSED SYSTEM: 
Our work focused on development of a distributed application by using negative selection algorithm (NSA) derived from artificial immune system (AIS). This software will reside on a host machine and constantly introspect multiple virtual machines. Once the suspicious process detected based on anomalous behavior, the application in real-time will notify the system administrator about potential threat. The crucial part of this software is Virtual Machine Introspection (VMI), which addresses several security issues from outside the guest OS without relying on functionality that can be rendered unreliably by advanced malware. VMI tool (KV Monitor) acts by tracking the events (interrupts, memory read/writes, network activities, and so on). Collected data is being processed by AIS based Intrusion Detection System (IDS) for anomaly detection.
ADVANTAGES OF PROPOSED SYSTEM:
· Key factor of proposed work is employing evolutionary technique using a genetic algorithm.
· Encapsulating VMI and artificial immune system based approach for detecting malicious activities on Linux stationed virtual machines provides efficient way of monitoring VMs, and therefore cloud-based systems.
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SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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