DEFENDING LINK FLOODING ATTACKS UNDER INCOMPLETE INFORMATION: A BAYESIAN GAME APPROACH
ABSTRACT:
     The link flooding attack (LFA) arises as a new class of Distributed Denial of Service (DDoS) attacks in recent years. By aggregating low-rate protocol-conforming traffic to congest selected links, LFAs can degrade the connectivity of target servers indirectly. Due to the fast proliferation of insecure Internet of Things (IoT) devices, the deployment of botnets is getting easier, which dramatically increases the risk of LFAs. Since the attacking traffic may not reach the victims directly and seems to be legitimate, LFAs are extremely difficult to detect and defend using traditional methods. In this work, we model the interaction between the LFA attacker and the defender as an extensive form game with incomplete information. By using action space compression and the divide and conquer method, we analyze the Nash equilibrium of the sub-game on each link, which reveals the rational behaviors of attackers and the optimal strategies of defenders. Furthermore, we concretely expound how to adopt local optimal strategies in the Internet-wide scenario. Experimental results show the effectiveness and robustness of our proposed decision-making method in explicit LFA defending scenarios.














EXISTING SYSTEM:
In Existing system, a number of puzzle-based defense mechanisms have been proposed against flooding denial-of-service (DoS) attacks in networks. These mechanisms have not been designed through formal approaches and thereby some important design issues such as effectiveness and optimality have remained unresolved. A reactive mechanisms endeavor to alleviate the impact of a flooding attack on the victim by detecting the attack and responding to it. 

DISADVANTAGES OF EXISTING SYSTEM:
· Effectiveness and optimality of those mechanisms have remained unresolved.
· Reactive mechanisms suffer from the scalability problem and difficulty of attack traffic identification.
· Existing system is not secure.
· Flooding attacks can cause failure in computer system.











PROPRSED SYSTEM:
We have modeled the interplay of LFAs as a two-person extensive form Bayesian game. We have analyzed and solved the LFA game using the divide and conquer method, deduced the local optimal strategies for both players link by link. Then we have discussed how to integrate the local optimal strategies to a global one under resource constraints. Moreover, we have verified the effectiveness as well as the robustness of our proposed strategy, which has further confirmed that the model and methods proposed in this work, is available for practical cyber security confrontation.
ADVANTAGES:
· Proposed system handling increasingly sophisticated flooding attack than in existing.
· Effectiveness and optimality of those mechanisms have remained resolved.
· The estimations made by a reactive mechanism can be used in tuning the mechanisms proposed in this paper.
· Increased in scalability and security.




SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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