IRS-BASED WIRELESS JAMMING ATTACKS: WHEN JAMMERS CAN ATTACK WITHOUT POWER

ABSTRACT:
 	This paper proposes to use Intelligent Reflecting Surface (IRS) as a green jammer to attack a legitimate communication without using any internal energy to generate jamming signals. In particular, the IRS is used to intelligently reflect the signals from the legitimate transmitter to the legitimate receiver (LR) to guarantee that the received signals from direct and reflecting links can be added destructively, which thus diminishes the Signal-to-Interference-plus-Noise Ratio (SINR) at the LR. To minimize the received signal power at the LR, we consider the joint optimization of magnitudes of reflection coefficients and discrete phase shifts at the IRS. Based on the block coordinate descent, semi definite relaxation, and Gaussian randomization techniques, the solution can be obtained efficiently. Through simulation results, we show that by using the IRS-based jammer, we can reduce the signal power received at the LR by up to 99%. Interestingly, the performance of the proposed IRS-based jammer is even better than that of the conventional active jamming attacks in some scenarios.






EXISTING SYSTEM:
Conventional anti-jamming techniques rely extensively on spread-spectrum (SS) communications or some form of jamming evasion (e.g., slow frequency hopping, or spatial retreats). SS techniques provide bit-level protection by spreading bits according to a secret pseudo-noise (PN) code, known only to the communicating parties. These methods can only protect wireless transmissions under the external threat model.

DISADVANTAGE OF EXISTING SYSTEM:
· Broadcast communications are particularly vulnerable under an internal threat model because all intended receivers must be aware of the secrets used to protect transmissions.
· Hence, the compromise of a single receiver is sufficient to reveal relevant cryptographic information.








PROPOSED SYSTEM:
An intuitive solution to selective jamming would be the encryption of transmitted packets (including headers) with a static key. Our proposed IRS jammer can leverage directly the LT’s signals to reduce the SINR at the LR. However, for broadcast communications, this static decryption key must be known to all intended receivers and hence, is susceptible to compromise. Moreover, even if the encryption key of a hiding scheme were to remain secret, the static portions of a transmitted packet could potentially lead to packet classification. We propose an IRS to minimize the total transmit power at the access point (AP) subject to the signal-to-interference-plus-noise ratio (SINR) constraints at the users, for which the active beam forming at the AP and continuous phase shifts at the IRS are jointly optimized. 

ADVANTAGES OF PROPOSED SYSTEM:
· Relatively easy to actualize by exploiting knowledge of network protocols and cryptographic primitives extracted from compromised nodes.
· Our findings indicate that selective jamming attacks lead to a DOS with very low effort on behalf of the jammer.
· The IRS has been extensively investigated to improve the performance of wireless communication system



SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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