REVISTING DEFENSES AGAINST LARGE-SCALE ONLINE PASSWORD GUSSING ATTACKS
ABSTRACT
Brute force and dictionary attacks on password-only remote login services are now widespread and ever increasing. Enabling convenient login for legitimate users while preventing such attacks is a difficult problem. Automated Turing Tests (ATTs) continue to be an effective, easy-to-deploy approach to identify automated malicious login attempts with reasonable cost of inconvenience to users. In this project, we discuss the inadequacy of existing and proposed login protocols designed to address large-scale online dictionary attacks. We propose a new Password Guessing Resistant Protocol (PGRP), derived upon revisiting prior proposals designed to restrict such attacks. While PGRP limits the total number of login attempts from unknown remote hosts to as low as a single attempt per username, legitimate users in most cases (e.g., when attempts are made from known, frequently-used machines) can make several failed login attempts before being challenged with an ATT with an image authentication method using Persuasive Cued Click-Points(PCCP). We analyze the performance of PGRP with two real-world data sets and find it more promising than existing proposals.









EXISTING SYSTEM
· Wire Sniffing: Most of the time when we talk of passive online attack we consider it as sniffing the password on wired or wireless networks. The password is captured during authentication phase and then compared to dictionary file or word list. 
· The majority of Sniffer tools are ideally suited to sniff data in hub environment. These tools are also known as passive sniffers as they passively wait for data to be sent before capturing the information. User account passwords are commonly hashed or encrypted when sent on the network to prevent unauthorized access and use. In such cases hacker uses his special tools to crack password.
· Brute Force: The most time-consuming type of attack is a brute-force attack, which tries every possible combination of uppercase and lowercase letters, numbers, and symbols. 
· A brute-force attack is the slowest of the three types of attacks because of the many possible combination of characters in the password. However, brute force is effective; given enough time and processing power, all passwords can eventually be identified.

DISADVANTAGES OF EXISTING SYSTEM

· Existing system are time consuming process.

· During these attacks user can’t find the attackers.
PROPOSED SYSTEM:
· Our method of protection against online password-guessing attacks and related denial-of-service attacks, the owner and the users granted administrative privileges are referred to as administrators. Only the owner registers with the application provider other user accounts are created by administrators using a Web interface.
· Each user logs in with three credentials rather than the usual two: 

· The application instance name, which is considered a secret shared by the users of the application instance. The instance name can be changed by the owner. 

· A user ID, which is known only to the user and the administrators. The user ID is chosen by the administrator who creates the user account, and can be changed by an administrator (by any administrator if the user has no administrative privileges, by the owner if the user is herself an administrator). 

· A password, known only to the user. 

· After a certain number of consecutive bad guesses against a password, the user is locked out. Bad guesses are considered to be consecutive if there is no intervening successfully completed login to the user's account. All the consecutive bad guesses must be against the same password; counting starts over if the password is changed.
ADVANTAGES OF THE PROPOSED SYSTEM
· A user who has been locked out is allowed to log in again once her password has been reset.
· When the user changes her password, she is not allowed to select as the new password a password that has previously been used as a permanent or temporary password on her user account.
· This method provides protection against online guessing attacks and related denial-of-service attacks, including attacks by ex-users, and other security benefits.
· The ATT method comes with an image authentication process known as Persuasive Cued Click-Points (PCCP).
· In this process the user will be forwarded to an image authentication page which contains a list of images. The user has to select the image matching the image given during the registration process.







SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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