DEFENDING AGAINST FLOOD ATTTACKS IN DELAY TOLERANT NETWORKS (DTNs)
ABSTRACT:
Disruption Tolerant Networks (DTNs) utilize the mobility of nodes which consist of the limited buffer space& also it is vulnerable to flood attacks. By using rate limiting we employ defend against flood attack in DTN.Clain-carry-and-check adopts that each node counts the number of packets and sent the count to other nodes. The receiving node uses the claims and cross-check to find the inconsistent when nodes are contact. Disruption Tolerant Networks utilize the mobility of nodes and the opportunistic contacts among nodes for data communications. Due to the limitation in network resources such as contact opportunity and buffer space, DTNs are vulnerable to flood attacks in which attackers send as many packets or packet replicas as possible to the network, in order to deplete or overuse the limited network resources. In this paper, we employ rate limiting to defend against flood attacks in DTNs, such that each node has a limit over the number of packets that it can generate in each time interval and a limit over the number of replicas that it can generate for each packet. We propose a distributed scheme to detect if a node has violated its rate limits. To address the challenge that it is difficult to count all the packets or replicas sent by a node due to lack of communication infrastructure, our detection adopts claim-carry-and check: each node itself counts the number of packets or replicas that it has sent and claims the count to other nodes; the receiving nodes carry the claims when they move, and cross-check if their carried claims are inconsistent when they contact. The claim structure uses the pigeonhole principle to guarantee that an attacker will make inconsistent claims which may lead to detection. 
EXISTING SYSTEM:
The black hole attack in which malicious nodes forge routing metrics to attract packets and drop all received packets. Their approach uses a primitive called encounter ticket to prove the existence of contacts and prevent the forgery of routing metrics, but encounter ticket cannot be used to address flood attacks. A node receives some packets; it stores these packets in its buffer, carries them around until it contacts another node, and then forwards them. The contacts between nodes are opportunistic and the duration of a contact may be short because of mobility, the usable bandwidth which is only available during the opportunistic contacts is a limited resource. Also, mobile nodes may have limited buffer space.
 DISADVANTAGES OF EXISTING SYSTEM:
· The limitation in bandwidth and buffer space, DTNs are vulnerable to flood attacks.
· A node has violated its rate limits.
· In flood attacks maliciously or selfishly motivated attackers inject as many packets as possible into the network, or instead of injecting different packets the attacker forward replicas of the same packet to as many nodes as possible.





PROPOSED SYSTEM:
To defend against flood attacks on the Internet and in wireless sensor networks, they assume persistent connectivity and cannot be directly applied to DTNs that have intermittent connectivity. A scheme to detect resource misuse in DTNs. In their scheme, the gateway of a DTN monitors the activities of nodes and detects an attack if there is deviation from expected behavior. Different from their work that requires a special gateway for counting, our scheme works in a totally distributed manner and requires no special nodes .A scheme which exploits claim-carry-and-check to probabilistically detect the violation of rate limit in DTN environments. Our scheme uses efficient constructions to keep the computation, communication and storage cost low. Also, we analyzed the lower bound and upper bound of detection probability. Extensive trace-driven simulations showed that our scheme is effective to detect flood attacks and it achieves such effectiveness in an efficient way. A distributed manner, not relying on any online central authority or infrastructure, which well fits the environment of DTNs
 ADVANTAGES OF PROPOSED SYSTEM:
· If a node violates its rate limits, it will be detected and its data traffic will be filtered.
· Our basic idea of detection is claim-carry-and-check.
· We use different cryptographic constructions to detect packet flood and replica flood attacks.




SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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