DETECT THE REPLICA NODE IN MOBILE WIRELESS SENSOR NETWORKS

ABSTRACT:
Security is the main issue in WSN applications. One of the important attacks in WSN is Node Replication Attacks. The adversary can capture the genuine nodes. After capturing the node, the attacker collects all the information like keys and identity. In the existing method, the replica node is detected by the parameter’s mobility speed, node id and energy. The parameters used in the existing system are not able to detect the exact replica node. Speedily detecting a replicated node will avoid the misbehavior activities such as collecting all the credentials, etc. The proposed approach (FEC) will overcome the issues of existing system. It detects the replica node with speed of the sensor node. The detection accuracy is high.








EXISTING SYSTEM:
	In existing system, extremely Efficient Detection (XED), EDD  scheme is to detect the clone nodes from the mobile sensor networks. If it happens to meet the node again then it should be check for replica which is discussed in XED approach. UTLSE and MTLSD protocol is detect the replica node based on location and time. SDDLWC in which the nodes exchange information is common in both their locally maintained tables. Some detection methods use the hybrid approach. In hybrid approach, it combines two parameters such as node id, location id. If two parameters are same then there is no replica node. The detection accuracy is less. 

DISADVANTAGES:
· It combines two parameters such as node id, location id. If two parameters are same then there is no replica node.
· The detection accuracy is less. 








PROPOSED SYSTEM:
	The proposed Fast, Efficient Centralized scheme can identify the clones with better communication cost and energy consumption. A novel detection scheme for static mobile nodes based on the FEC approach is proposed and compared with the existing SPRT method. The detection uses speed, location, direction and tested by using a SPRT. The various cases are for detecting replica node. The existing system has a drawback, if a clone node is less, the detection rate is less. The proposed system has 100% accuracy if the number of clone node is increasing above 6. The detection accuracy of the proposed system has 99.8%.

ADVANTAGES:
· This proposed system is used to detect the replica node in high detection accuracy.








SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· [bookmark: _GoBack]Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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