A DECENTRALIZED LOCATION PRIVACY-PRESERVING SPATIAL CROWDSOURCING FOR INTERNET OF VEHICLES

ABSTRACT:
 With the rapid development of Internet of Vehicles (IoV), vehicle-based spatial crowdsourcing (SC) applications have been proposed and widely applied to various fields. However, location privacy leakage is a serious issue in spatial crowdsourcing because workers who participate in a crowdsourcing task are required to upload their driving locations. In this paper, we propose a decentralized location privacy-preserving SC for IoV, which allows vehicle users to securely participate in SC with ensuring the task’s location policy privacy and providing multi-level privacy preservation for workers’ locations. Specifically, we introduce block chain technology into SC, which can eliminate the control of vehicle user data by SC-server. We combine the additively holomorphic encryption and circle-based location verification to ensure the confidentiality of task’s location policy. To achieve multi-level privacy preservation for workers’ driving locations, we only reveal a grid where workers are located in. The size of the grid represents the level of privacy preservation. We leverage the order-preserving encryption and non-interactive zero-knowledge proof to prevent workers from illegally obtaining rewards by forging their driving locations. The security analysis results show that our framework can satisfy the above requirements. In addition, the experiment results demonstrate that our framework is efficient and feasible in practice.


EXISTING SYSTEM:
	In recent years, several related schemes and approaches have been proposed to cope with the location privacy issue for spatial crowdsourcing, i.e., by adding noise to the uploaded driving location data. Most of them require a trusted-third-party (TTP) to process location information which is unrealistic in the real world. Additionally, most existing location privacy-preserving schemes treat privacy as a one size fits all concept, which cannot satisfy the different privacy demands of users. It is challenging to ensure the confidentiality of the task’s location policy and provide multi-level privacy preservation for workers’ location while ensuring their verifiability.
DISADVANTAGES:
· Cannot satisfy the different privacy demands of users.
· It is challenging to ensure the confidentiality of the task’s location policy and provide multi-level privacy preservation for workers’ location.








PROPOSED SYSTEM:
	In this paper, to address the above-mentioned privacy issues in spatial crowdsourcing, we propose a decentralized location privacy-preserving spatial crowdsourcing for IoV called PriSC, which can ensure the confidentiality of the task’s location policy and provide multi-level privacy preservation for workers’ driving location. We introduce block chain technology instead of the traditional SC-server. The block chain network is constructed by road side units (RSUs). Both requester and workers submit information to the block chain via the nearby RSU. No third-party platform is required in PriSC. 
ADVANTAGES:
· Both requester and workers submit information to the block chain via the nearby RSU. No third-party platform is required in PriSC. 
· Workers can determine whether they satisfy the task’s location policy based on the location policy cipher text.







SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· [bookmark: _GoBack]Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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