OBSERVER-BASED EVENT-TRIGGERED APPROACH FOR STOCHASTIC NETWORKED CONTROL SYSTEMS UNDER DENIAL OF SERVICE ATTACKS

ABSTRACT:
[bookmark: _GoBack]In this article, we investigate the stability analysis and controller synthesis problems for a class of stochastic networked control systems under aperiodic denial-of-service (DoS) jamming attacks. First, an observer is constructed to estimate the immeasurable states, and then a new adaptive event-triggered mechanism on the basis of the observer is proposed to eliminate the adverse effects of DoS attacks and schedule the transmission instants so as to realize a reduction of transmission burden in the network. Under the proposed event-driven communication scheme, an observer-based controller is designed, and a new switched system with time-varying delays is introduced. Conditions for the underlying systems to be mean-square exponentially stable with a weighted L2-gain are established. Also, conditions to co-design the observer, the controller, and the event-triggered scheme are developed. A mass-spring-damper mechanical system is used to demonstrate the effectiveness and advantages of the new design techniques.




EXISTING SYSTEM:
	In existing, network security, a key issue is to gain a deeper understanding of cyber threat actors. Cyberattacks are classified into denial-of-service (DoS) attacks and deception attacks. The former aims to make a network resource inaccessible to its intended users by continually sending superfluous requests to cause network congestion or paralysis; and the latter attempts to destroy the integrity of the transmitted data by injecting false or misleading information to mask the original data. Compared with deception attacks, DoS attacks need no prior knowledge of the system, but they can seriously affect the timeliness of information exchange and lead to system performance degradation or even instability. Many efforts have been made to design security measures against DoS attacks.
DISADVANTAGES:
· can seriously affect the timeliness of information exchange and lead to system performance degradation or even instability.
· Many efforts have been made to design security measures against DoS attacks.






PROPOSED SYSTEM:
	In proposed system, we aim to address the problems of mean-square exponential stability and weighted L2-gain performance analysis for a class of nonlinear stochastic NCSs with immeasurable states and subject to dual-channel aperiodic DoS jamming attacks. The main idea of this article is to transfer the concerned NCS to a switched system with time-varying delays by developing new state observer, event-triggered communication scheme and control strategy, and establishing a method to integrate the proposed techniques into a unified framework.
ADVANTAGES:
· An improved observer-based adaptive event-triggered mechanism is presented in this article to reduce the amount of transmitted data packets.
· A secure controller is designed to guarantee that the resultant closed-loop system is not only exponentially stable in the mean-square sense.








SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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