DDOS ATTACK USING KPG-MT TECHNIQUE

ABSTRACT
	The transformation of traditional energy networks to smart grids can assist in revolutionizing the energy industry in terms of reliability, performance and manageability. However, increased connectivity of power grid assets for bidirectional communications presents severe security vulnerabilities. In this letter, we investigate Chi-square detector and cosine similarity matching approaches for attack detection in smart grids where Kalman filter estimation is used to measure any deviation from actual measurements. The cosine similarity matching approach is found to be robust for detecting false data injection attacks as well as other attacks in the smart grids. Once the attack is detected, system can take preventive action and alarm the manager to take preventative action to limit the risk. Numerical results obtained from simulations corroborate our theoretical analysis.








EXISTING SYSTEM
[bookmark: _GoBack]In a lightweight message authentication method. This work was supported in part by the U.S. National Science Foundation (NSF) under Grant CNS-1405670. The associate editor coordinating the review of this manuscript and approving it for publication was Prof. Yan Sun. Digital Object Identifier 10.1109/LSP.2015.2421935 has been used to secure smart grid systems where distributed meters are mutually authenticated using Diffie-Hellman key establishment protocol and hash-based authentication code. In, a generalized likelihood ratio detector has been proposed for smart grid security with limited number of meters compromised. Note that the generalized likelihood ratio detector depends on parametric inferences but is not applicable to nonparametric inferences based on function estimation. In, smart grid security techniques have been proposed by using supervised learning algorithms. These techniques rely on a training dataset which is used as a reference to detect the attacks in new measurements. This approach could be compromised during training phase and/or the newer attacks including false data injection attacks could go undetected. None of these methods consider security techniques for false-data injection attacks in smart grid systems.
DISADVANTAGES
· False data injection cannot be detected.
· That the generalized likelihood ratio detector depends on parametric inferences but is not applicable to nonparametric inferences based on function estimation.
· It is not applicable for many situations.

PROPOSED SYSTEM
	This paper investigate and compare Chi-square detector and cosine similarity matching for attack detection in smart grids where expected values are estimated using Kalman filter that are used to measure deviation from actual measurements. Note that both approaches are capable of detecting random attacks (e.g., reply of denial-of-communication) whereas the cosine similarity approach is also capable of detecting false data injection attacks in the smart grid. Numerical results obtained from simulations corroborate our theoretical analysis presented in this letter. Throughout this document, the following notation is used. The boldfaced upper-case letter (e.g. H) represents a matrix and boldfaced lower-case letter (e.g. x) represents a vector. The letters (e.g. N and n) denote scalars. The notations [.]-1 and [.]T, respectively, denote the inverse and the transpose of a matrix. The symbol E (.) is the expected operator. 
 
ADVANTAGES
· False data injection can directly detected
· Once the attack is detected, system can take preventive action and alarm the manager to take preventative action to limit the risk.
· Smart meters are well suitable than the normal meters.




SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD
	
SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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