PERFORMANCE IMPROVEMENT BASED ON MODIFIED LOSSLESS QUANTIZATION (MLQ) FOR SECRET KEY GENERATION EXTRACTED FROM RECEIVED SIGNAL STRENGTH

ABSTRACT:
[bookmark: _GoBack]In symmetric cryptography systems have problems in the distribution of secret keys. The two users who will communicate require sharing keys through the public channel. The proposed solution to overcome these problems is to utilize information from the physical layer (e.g. RSS). Received Signal Strength (RSS) is an indicator for measuring the power received by wireless devices. The advantage of secret key extraction using physical layer information from a wireless channel is that it allows both devices within the transmission range to extract the secret key together. In this paper, we propose a secret key generation scheme adopted from an existing scheme with modifications to improve performance. Our proposed system is applied to static and dynamic conditions to test performance. The proposed algorithm is able to obtain a reduction in KDR (Key Disagreement Rate) up to 48.42% and an increase in the KGR (Key Generation Rate) up to 23.35% when compared to the existing scheme. Our proposed system also successfully passed the randomness using the NIST test with the approximate value of entropy generated 0.80 in static conditions and 0.81 in dynamic conditions.




EXISTING SYSTEM:
In existing, various kinds of implementations and experiments have been carried out by utilizing received signal strength (RSS) as a source of data to extract secret keys. We use RSS as a data source because it is easily available using the available network card adapters. To get RSS that will be used for secret key generation both devices send probing frames. There are several factors that make it possible for two devices to not have a truly identical channel, such as the no simultaneous measurement with half-duplex mode, device limitations, and the different types of devices used. This can be overcome by reconciliation information, to correct the difference in bits between the two devices.
DISADVANTAGES:
· Application of quantum cryptography in recent years is still very rare and very expensive.
· It is very difficult to get the same key in diverse environments.





PROPOSED SYSTEM:
	In proposed system, we propose a secret key generation SKG scheme using RSS on wireless communication to extract secret keys. The method used in the quantization phase is the adoption and modification of the method. By eliminating the process of division per block and utilizing the mode value to determine the threshold value, it can reduce the KDR and increase the KGR value compared to the existing method. The SKG scheme that we propose has four phases, channel probing, quantization, information reconciliation, privacy amplification. Through the RSS probing channel is obtained by sending the ping command via ICMP protocol. After getting RSS (in dB) the device performs a quantization process to convert into bits. The two devices allow differences in bits affected by various factors and then corrected in the reconciliation information phase. In the privacy amplification phase bits increase in randomness.

ADVANTAGES:
· We propose a secret key generation scheme adopted from the scheme with modifications to improve performance and apply to static and dynamic conditions.
· Successfully passed the randomness test using the NIST test with the approximate entropy value.



SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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