AUTHENTICATION BY ENCRYPTED NEGATIVE PASSWORD

ABSTRACT:
	Secure password storage is a vital aspect in systems based on password authentication, which is still the most widely used authentication technique, despite its some security flaws. In this paper, we propose a password authentication framework that is designed for secure password storage and could be easily integrated into existing authentication systems. In our framework, first, the received plain password from a client is hashed through a cryptographic hash function. Then, the hashed password is converted into a negative password. Finally, the negative password is encrypted into an Encrypted Negative Password using a symmetric-key algorithm, and multi-iteration encryption could be employed to further improve security. The cryptographic hash function and symmetric encryption make it difficult to crack passwords from ENPs. Moreover, there are lots of corresponding ENPs for a given plain password, which makes pre-computation attacks infeasible. The algorithm complexity analyses and comparisons show that the ENP could resist lookup table attack and provide stronger password protection under dictionary attack. It is worth mentioning that the ENP does not introduce extra elements (e.g., salt); besides this, the ENP could still resist pre-computation attacks. Most importantly, the ENP is the first password protection scheme that combines the cryptographic hash function, the negative password and the symmetric-key algorithm, without the need for additional information except the plain password.


EXISTING SYSTEM:
         In the Existing system using network-based detection systems can be classified into two main categories, namely misuse based detection systems and anomaly-based detection systems. Misuse-based detection systems detect attacks by monitoring network activities and looking for matches with the existing attack signatures. In spite of having high detection rates to known attacks and low false positive rates, misuse-based detection systems are easily evaded by any new attacks and even variants of the existing attacks
DISADVANTAGE:
· Most existing IDS are optimized to detect attacks with high accuracy. 
· Large amount of alerts produced.
· Less security.











PROPOSED SYSTEM:
           In the proposed system using anomaly based detection in attack recognition. This method is capable of detecting known and unknown DoS attacks effectively by learning the patterns of legitimate network traffic only .And the technique is triangle-area-based technique is proposed to enhance and to speed up the process of MCA.
ADVANTAGE:
· More detection accuracy
· Less false alarm
· Accurate characterization for traffic behaviors and detection of known and unknown attacks respectively.











SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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