AUTHENTICATED GROUP KEY TRANSFER PROTOCOL BASED ON SECRET SHARING


ABSTRACT:

Key transfer protocols rely on a mutually trusted key generation center (KGC) to select session keys and transport session keys to all communication entities secretly. Most often, KGC encrypts session keys under another secret key shared with each entity during registration. In this paper, we propose an authenticated key transfer protocol based on secret sharing scheme that KGC can broadcast group key information to all group members at once and only authorized group members can recover the group key; but unauthorized users cannot recover the group key. The confidentiality of this transformation is information theoretically secure. We also provide authentication for transporting this group key. Goals and security threats of our proposed group key transfer protocol will be analyzed in detail.


EXISTING SYSTEM
Harney et al. proposed a group key management protocol that requires O(n), where n is the size of group, encryptions to update a group key when a user is evicted or added if backward and forward secrecy are required.Fiat and Naor  proposed a k-resistant protocol, i.e., coalitions of up to k users are secure, with each user storing O(k log k log n) keys and the server broadcasting O(k2 log2 k log n) messages per rekeying. Eltoweissy et al. proposed a protocol based on Exclusion Basis Systems (EBS), a combinatorial formulation of the group key management problem, which allows protocol user to trade-off between the number of keys needed to be stored and the number of messages needed to be transmitted for each key update with no counter collusion solution provided. In 2006, Bohli developed a framework for robust group key agreement that provides security against malicious insiders and active adversaries in an unauthenticated point-to-point network. Tzeng proposed a conference key agreement protocol based on discrete logarithm (DL) assumption with fault tolerance in recent years. The protocol can establish a conference key even if there are several malicious participants among the conference participants.

DISADVANTAGES OF EXISTING SYSTEM

· Where encryptions needed to share secret key is more.
· Where key sharing process reduces the security by sharing the plain key.
· It makes possible passive attack.




PROPOSED SYSTEM
We have proposed an efficient group key transfer protocol based on secret sharing. Every user needs to register at a trusted KGC initially and pre-share a secret with KGC. KGC broadcasts group key information to all group members at once. We list following unique features of our proposed group key transfer protocol using secret sharing scheme. Each user needs to register at KGC to subscribe the group key transfer service and to establish a secret with KGC. Thus, a secure channel is needed initially to share this secret with each user. Later, KGC can transport the group key and interact with all group members in a broadcast channel. The confidentiality of group key distribution is information theoretically secure; that is, the security of this transfer of group key to each group member does not depend on any computational assumption. The authentication of the group key is achieved by broadcasting a single authentication message to all group members. 
ADVANTAGES OF PROPOSED SYSTEM
· Where the keys are transferred in the form of encrypted data.
· Where registered user only recover the key. Unauthorized user cannot get the key.
· Where the message sharing uses the session key that can be active only for specific period. 







[bookmark: _GoBack]SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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