CLICK TRAFFIC ANALYSIS OF SHORT URL SPAM ON TWITTER



ABSTRACT:
[bookmark: _GoBack]                  With an average of 80% length reduction, the URL shortness have become the norm for sharing URLs on Twitter, mainly due to the 140-character limit per message. Unfortunately, spammers have also adopted the URL shortness to camouflage and improve the user click-through of their spam URLs. In this paper, we measure the misuse of the short URLs and analyze the characteristics of the spam and non-spam short URLs. We utilize these measurements to enable the detection of spam short URLs. To achieve this, we collected short URLs from Twitter and retrieved their click traffic data from Bitly, a popular URL shortening system. We first investigate the creators of over 600,000 Bitly short URLs to characterize short URL spammers. We then analyze the click traffic generated from various countries and referrers, and determine the top click sources for spam and non-spam short URLs. Our results show that the majority of the clicks are from direct sources and that the spammers utilize popular websites to attract more attention by cross-posting the links. We then use the click traffic data to classify the short URLs into spam vs. non-spam and compare the performance of the selected classifiers on the dataset. We determine that the Random Tree algorithm achieves the best performance with an accuracy of 90.81% and an F-measure value of 0.913.

EXISTING SYSTEM 
              Social networks attract millions of users who want to share information and connect with people. Twitter, a popular social network, has over 400 million members and it allows them to post 140-character tweets (messages) to their network of followers. Given the limited length of a tweet, URL shortness has quickly become the de facto method to share links on Twitter. Twitter, due to its large audience and information reach, attracts spammers. Even though spammers have limited flexibility with the 140-character limit for a tweet, they utilize URL sharpeners to camouflage their spam links. This enables spammers to hide the true domain of the URL, thereby might prevent Twitter from effectively applying blacklists to filter out such spam. The popular URL shortened websites such as Bit.ly (henceforth referred to as bigly) provide interfaces that allow users to convert long URLs into short URL. After receiving a long URL, the services typically use a hash function to map the long URL to a short string of alphanumeric characters, which is then appended to the domain name of the shortened and returned as the short URL.
DISADVANTAGES:
· Spammers to hide the true domain of the URL
· Techniques do not work effectively when spammers employ short URLs. This is because blacklists based on domains and IP addresses incorrectly flag the short URL generated by the URL shortening service instead of the long, malicious URL behind by the short URL, and furthermore, spammers generate a new short URL as soon as the previous one is blacklisted.


PROPOSED SYSTEM:
        In this paper, we perform an analysis on short URL spam by investigating their click traffic with the following goals. First, we aim to determine the feasibility of efficiently collecting the click traffic of short URLs. This is important because a social network typically contains a massive number of short URLs and an efficient mechanism is needed to collect their click traffic. Second, we aim to discover significant patterns in the click traffic of a given set of spam short URLs. Third, we aim to determine the feasibility of detecting short URL spam effectively. This is particularly important because spam can lead to loss and damage.
The highlights of our work can be summarized as follows: 
· We generate a large-scale click traffic dataset for short URL spam; 
· We obtain several findings about short URL spam through an in-depth analysis of creators and click sources of short URLs; 
· We demonstrate the feasibility of detecting short URL spam by classification based on the click traffic features.
ADVANTAGES:
· To determine the feasibility of efficiently collecting the click traffic of short URLs
· To discover significant patterns in the click traffic of a given set of spam short URLs.
· To determine the feasibility of detecting short URL spam effectively.


SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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