ANOMALY DETECTION AND ATTRIBUTION IN NETWORKS WITH TEMPORALLY CORRELATED TRAFFIC

ABSTRACT:
 Anomaly detection in communication networks is the first step in the challenging task of securing a network, as anomalies may indicate suspicious behaviors, attacks, network malfunctions, or failures. In this paper, we address the problem of not only detecting the anomalous events but also of attributing the anomaly to the flows causing it. To this end, we develop a new statistical decision theoretic framework for temporally correlated traffic in networks via Markov chain modeling. We first formulate the optimal anomaly detection problem via the generalized likelihood ratio test (GLRT) for our composite model. This results in a combinatorial optimization problem which is prohibitively expensive. We then develop two low-complexity anomaly detection algorithms. The first is based on the cross entropy (CE) method, which detects anomalies as well as attributes anomalies to flows. The second algorithm performs anomaly detection via GLRT on the aggregated flows transformation—a compact low-dimensional representation of the raw traffic flows. The two algorithms complement each other and allow the network operator to first activate the flow aggregation algorithm in order to quickly detect anomalies in the system. Once an anomaly has been detected, the operator can further investigate which specific flows are anomalous by running the CE-based algorithm. We perform extensive performance evaluations and experiment our algorithms on synthetic and semi-synthetic data, as well as on real Internet traffic data obtained from the MAWI archive, and finally make recommendations regarding their usability.
EXISTING SYSTEM:
Anomalies in data network are patterns that deviate from the ‘normal’ expected behavior of the network. These patterns might consist of suspicious behaviors such network scans for vulnerable ports/services, attacks such as TCP SYN flooding, DDoS amplification attacks, etc., or they could also be the result of spurious traffic caused by network failures. Anomaly detection has many applications in various areas of research. These include change detection in sensor networks, location spoofing detection in IoT networks, fraud detection, etc. We concentrate on anomalies in data network, but the model and algorithms we develop can be applied to other domains as well. There are numerous works that have attempted to solve the problem of network anomaly detection. In the past works, a number of features with granularities varying from packets to flows to sessions have been considered. Similarly, a number of models have been used to analyze these features with the aim of detecting anomalies in network traffic.
DISADVANTAGES:
· Patterns might consist of suspicious behaviors such network scans for vulnerable ports/services, attacks.
· While the principle of maximum entropy is clearly a good summary for detecting network traffic anomaly, it has no direct interpretation in terms of the final decision;




PROPOSED SYSTE:
	We concentrate on temporally correlated features of network traffic which we model via a Markov Chain, with the aim of studying the feasibility and performance of such a model in detecting network anomalies. In the process, we choose as our working example one important feature—state transitions of TCP (Transmission Control Protocol) flows—for modeling traffic data. TCP state transitions for normal flows are based on TCP’s Finite State Machine (FSM) which evolves stochastically according to a first order Markov Chain. We note that our model is general to encompass any feature that can be accurately modeled as Monrovian FSM (e.g.,. traffic rate). In the simplest model for anomalies, one defines two mutually exclusive hypotheses: in the first, all the traffic in the network is normal; and in the second, there are one or more anomalous flows. This constitutes a binary hypotheses testing, which can be solved via the classical decision theory framework. However, this approach may be too restrictive in many practical cases; since in practice, we also need to identify the flows that are anomalous, in order to trigger actions and also for further investigations. The realistic requirement makes the problem much more difficult as it involves multiple competing models, and this is the scenario we tackle in this paper.
ADVANTAGES:
· We formulate the problem of jointly detecting anomalies in communication network traffic and attributing to the subset of flows causing the anomalies.
· Algorithm not only detects the presence of anomaly, but also identifies the subset of flows causing it.


SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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