DECENTRALIZING PRIVACY: USING BLOCKCHAIN TO PROTECT PERSONAL DATA


ABSTRACT
The recent increase in reported incidents of surveillance and security breaches compromising users’ privacy call into question the current model, in which third-parties collect and control massive amounts of personal data. Bit coin has demonstrated in the financial space that trusted, auditable computing is possible using a decentralized network of peers accompanied by a public ledger. In this paper, we describe a decentralized personal data management system that ensures users own and control their data. We implement a protocol that turns a block chain into an automated access-control manager that does not require trust in a third party. Unlike Bit coin, transactions in our system are not strictly financial – they are used to carry instructions, such as storing, querying and sharing data. Finally, we discuss possible future extensions to block chains that could harness them into a well-rounded solution for trusted computing problems in society.






EXISTING SOLUTION:
	The first such system was Bit coin, which allows users to transfer currency (bit coins) securely without a centralized regulator, using a publicly verifiable open ledger (or block chain). Since then, other projects (collectively referred to as Bit coin 2.0) demonstrated how these block chains can serve other functions requiring trusted computing and auditability.
DRAWBACKS:
· Due to lose of security, data are stolen.
·  Fully holomorphic encryption (FHE) schemes allow any computation to run over encrypted data, but are currently too inefficient to be widely used in practice.
	













PROPOSED SOLUTION:
	We begin with an overview of our system. As illustrated the three entities comprising our system are mobile phone users, interested in downloading and using applications; services, the providers of such applications who require processing personal data for operational and business-related reasons (e.g., targeted ads, personalized service); and nodes, entities entrusted with maintaining the block chain and a distributed private key-value data store in return for incentives. Note that while users in the system normally remain (pseudo) anonymous, we could store service profiles on the block chain and verify their identity.
ADVANTAGE:
· Access-control policies would be securely stored on a block chain, where only the user is allowed to change them.
· The off-block chain key-value store is an implementation a distributed hash table (or DHT), with added persistence using LevelDB2 and an interface to the block chain.










SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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