SECURE DATA AGGREGATION TECHNIQUE FOR WIRELESS SENSOR NETWORKS IN THE PRESENCE OF COLLUSION ATTACKS

ABSTRACT:
At present, due to limited computational power and energy resources of sensor nodes, aggregation of data from multiple sensor nodes done at the aggregating node is usually accomplished by simple methods such as averaging. However, such aggregation has been known to be highly vulnerable to node compromising attacks. Since WSN are usually unattended and without tamper resistant hardware, they are highly susceptible to such attacks. Thus, ascertaining trust- worthiness of data and reputation of sensor nodes has become crucially important for WSN. As the performance of very low power processors dramatically improves and their cost is drastically reduced, future aggregator nodes will be capable of performing more sophisticated data aggregation algorithms, which will make WSN less vulnerable to severe impact of compromised nodes. Iterative altering algorithms hold great promise for such a purpose. Such algorithms simultaneously aggregate data from multiple sources and provide trust assessment of these sources, usually in a form of corresponding weight factors assigned to data provided by each source. In this paper we demonstrate that a number of existing iterative altering algorithms, while significantly more robust against collusion attacks than the simple averaging methods, are nevertheless susceptive to a novel sophisticated collusion attack we introduce. To address this security issue, we propose an improvement for iterative altering techniques by providing an initial approximation for such algorithms which makes them not only collusion robust, but also more accurate and faster converging. We believe that so muddied iterative altering algorithms have a great potential for deployment in the future WSN.
EXISTING SYSTEM:
In the existing approaches, compromised sensor nodes are usually detected as outliers from some form of average of all readings. Instead, we propose a analysis based on a sequence of sensor readings, by considering how deference between readings of the individual sensor nodes and the estimate obtained by an iterative altering technique are distributed.

DISADVANTAGE:
· The results show that our method provides both higher accuracy and better collusion resistance than the existing methods.

· Existing IF algorithms based on the false data injection. In such an attack scenario, colluders attempt to skew the aggregate value by forcing such IF algorithms to converge to skewed values provided by one of the attackers.

PROPOSED SYSTEM:
In this paper we limit our attention to the lower layer problem of false data being sent to the aggregator node by compromised individual sensor nodes, which has received much less attention in the existing literature.
ADVANTAGE:
· A novel collusion detection method based on an estimate of normality of sensor errors in the proposed robust aggregation framework.
· Enhanced IF schemes able to protect against sophisticated collusion attacks by providing an initial estimate of trustworthiness of sensors using inputs from contributions.
SYSTEM SPECIFICATION

HARDWARE REQUIREMENTS:

· Processor

:
Intel Core i3 Processor

· Speed


:   
2.5 GHz

· RAM


:   
2GB(min)

· Hard Disk

:
500MB

· Key Board

:   
Standard Windows Keyboard

· Mouse
        
:    
Two or Three Button Mouse

· Monitor

:    
LCD
SOFTWARE REQUIREMENTS:
· Operating System
  
:
Windows7/10.

· Application Server  
: 
Tomcat6.0/7/8.X.

· Front End


: 
Java , HTML,CSS

· Scripts 

  
:
JavaScript.

· Server side Script
  
:
Java Server Pages.

· IDE

      

:
Net beans 

· Back End


:
MYSQL 5.0/ Heidi SQL 8.1 

· Database Connectivity
:
JDBC
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