A PROBABILISTIC MISBEHAVIOR DETECTION SCHEME TOWARDS EFFICIENT TRUST ESTABLISHMENT IN DELAY-TOLERANT NETWORKS

ABSTRACT:

Adversary detection in DTNs is very useful for scores of applications such as military, satellite and interplanetary, disaster rescue. Malicious and selfish behaviors represent a serious threat against routing in Delay/Disruption Tolerant Networks (DTNs). Due to the unique network characteristics, designing a misbehavior detection scheme in DTN is regarded as a great challenge. In this paper, we propose iTrust, a probabilistic misbehavior detection scheme, for secure DTN routing towards efficient trust establishment. The basic idea of iTrust is introducing a periodically available Trusted Authority (TA) to judge the node’s behavior based on the collected routing evidences and probabilistically checking. We model iTrust as the Inspection Game and use game theoretical analysis to demonstrate that, by setting an appropriate investigation probability, TA could ensure the security of DTN routing at a reduced cost. To further improve the efficiency of the proposed scheme, we correlate detection probability with a node’s reputation, which allows a dynamic detection probability determined by the trust of the users. The extensive analysis and simulation results show that the proposed scheme substantiates the effectiveness and efficiency of the proposed scheme.





EXISTING SYSTEM:

In Existing System DTNs, a node could misbehave by dropping packets intentionally even when it has the capability to forward the data (e.g., sufficient buffers and meeting opportunities Routing misbehavior can be caused by selfish (or rational) nodes that try to maximize their own benefits by enjoying the services provided by DTN while refusing to forward the bundles for others, or malicious nodes that drop packets or modifying the packets to launch attacks. The recent researches show that routing misbehavior will significantly reduce the packet delivery rate and thus pose a serious threat against the network performance of DTN. Therefore, a misbehavior detection and mitigation protocol is highly desirable to assure the secure DTN routing as well as the establishment of the trust among DTN nodes in DTNs.

DISADVANTAGE OF EXISTING SYSTEM

· Misbehaviors detection in DTNs , most of which are based on forwarding history verification , which are costly in terms of transmission overhead and verification cost. 
· The security overhead incurred by forwarding history checking is critical for a DTN since expensive security operations will be translated into more energy consumptions, which represents a fundamental challenge in resource constrained DTN. 




PROPOSED SYSTEM:

The Proposed System consists of either of misbehavior detection or incentive scheme, we jointly consider the misbehavior detection and incentive scheme in the same framework. The proposed iTrust scheme is inspired from the Inspection Game, a game theory model in which an inspector verifies if another party, called inspected, adheres to certain legal rules.
 In this model, the inspected has a potential interest in violating the rules while the inspector may have to perform the partial verification due to the limited verification resources. Therefore, the inspector could take advantage of partial verification and corresponding punishment to discourage the misbehaviors of inspected. Furthermore, the inspector could check the inspected with a higher probability than the Nash Equilibrium points to prevent the offences, as the inspected must choose to comply the rules due to its rationality.
We model iTrust as the Inspection Game and use game theoretical analysis to demonstrate that TA could ensure the security of DTN routing at a reduced cost via choosing an appropriate investigation probability.
ADVANTAGE OF PROPOSED SYSTEM:

· ITrust, a Probabilistic Misbehavior Detection Scheme to achieve efficient trust establishment in DTNs.

· We propose a general misbehavior detection framework based on a series of newly introduced data forwarding evidences.
·  The proposed evidence framework could not only detect various misbehaviors but also be compatible to various routing protocols.
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SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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