PRIVACY-PRESERVING AUTHENTICATED KEY-EXCHANGE OVER INTERNET

ABSTRACT:
	Key-exchange, in particular Diffie–Hellman key exchange (DHKE), is among the core cryptographic mechanisms for ensuring network security. For key-exchange over the Internet, both security and privacy are desired. In this project, we develop a family of privacy-preserving authenticated DHKE protocols named deniable Internet key-exchange (DIKE), both in the traditional PKI setting and in the identity-based setting. The newly developed DIKE protocols are of conceptual clarity and practical (online) efficiency. They provide useful privacy protection to both protocol participants, and add novelty and new value to the IKE standard.









EXISTING SYSTEM:

	The standard of IKE has gone through two generations. The first generation IKEv1 uses public-key encryption as the authentication mechanism. The second generation IKEv2 uses signatures as the authentication mechanism, with the SIGMA protocol serving as the basis. The IKEv2 protocol is based on DHKE [20], and works in the “post-specified peer” setting, where the information of who the other party is does not necessarily exist at the session initiation stage and is learnt by the party only after the protocol run evolves (even just in the last round). Actually, this is quite a common case for KE protocols in practice, particularly for the purpose of preserving players’ privacy. For example, the key-exchange session may take place with any one of a set of servers sitting behind a (url/ip) address specified in the session activation; Or, a party may respond to a request (for a KE session) coming from a peer that is not willing to reveal its identity over the network and, sometimes, even not to the responder before the latter has authenticated itself (e.g., a roaming mobile user connecting from a temporary address, or a smart-card that authenticates the legitimacy of the card reader before disclosing its own identity). For key-exchange protocols, both security and privacy are desired. Actually, providing a certain level of privacy protection serves as one of the major criteria underlying the evolution of a list of important industrial standards of KE protocols, which is particularly witnessed by the evolution of IKE that is based on the SIGMA protocol.
DISADVANTAGE:
· Confidentiality Problem, 
· Authentication and privacy for communication Problem.
PROPOSED SYSTEM:

	In this work, develop a family of privacy-preserving (particularly, deniable) authenticated DHKE protocols, named deniable Internet key-exchange (DIKE), in the traditional PKI setting and in the identity-based setting. The newly developed DIKE protocols are of conceptual clarity, practical (online) efficiency, provide useful privacy protection to both protocol participants, and add novelty and new value to the IKE standard and the SIGMA protocol. The security of DIKE is analyzed in accordance with the Canetti-Krawczyk framework (CK-framework) with post-specified peers in the random oracle (RO) model. We also make discussions on a list of concrete yet essential security properties of DIKE, most of which are beyond the CK-framework. We then define CNMSZK for DHKE , along with detailed clarifications and justifications. To our knowledge, our formulations of CNMSZK for DHKE stand for the strongest definition of deniability, to date, for key-exchange protocols.
ADVANTAGE:
· Authentication
· Security and privacy are enhanced.







SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC




REFERENCES: 
[1] S. Al-Riyami and K. Paterson, “Certificateless public-key cryptography,” in Proc. Asiacrypt 2003, pp. 452–473. 
[2] M. Bellare and P. Rogaway, “Entity authentication and key distribution,” in Proc. CRYPTO 1993, pp. 273–289. 
[3] M. Bellare and P. Rogaway, “Random oracles are practical: A paradigm for designing efficient protocols,” in Proc. ACM CCS 1993, pp. 62–73. 
[4] D. Boneh and M. Franklin, “Identity-based encryption from the weil pairing,” in Proc. CRYPTO 2001, pp. 213–229. 
[bookmark: _GoBack][5] C. Boyd, W. Mao, and K. G. Paterson, “Deniable authenticated key establishment for Internet protocols,” in Proc. SPW 2003, pp. 255–271.
