A DISTRIBUTED PRIVATE-KEY GENERATOR FOR IDENTITY-BASED CRYPTOGRAPHY

ABSTRACT:
	Identity-based cryptography can greatly reduce the complexity of sending encrypted messages over the Internet. However, it necessarily requires a private-key generator (PKG), which can create private keys for clients, and so can passively eavesdrop on all encrypted communications. Although a distributed private-key generator has been suggested as a way to mitigate this problem, to date there have been no practical implementations provided for one. This paper presents the first realistic architecture and an implementation for a distributed private-key generator for use over the Internet. Recognizing the utility of modifying the set of nodes and the security threshold in a distributed PKG, we present protocols for these operations.












EXISTING SYSTEM:
	In the existing system, a sender can encrypt a message for a receiver knowing just the identity of the receiver and importantly, without obtaining and verifying the receiver’s public-key certificate.

DISADVANTAGES OF EXISTING SYSTEM:
· Consequently, with a standardized public-key string format, an IBC scheme completely eliminates the need for public-key certificates.
· Not capable of generating a private key for her identity and there is a trusted party called a private-key generator (PKG) which performs the system setup and provides private keys to system clients.
















PROPOSED SYSTEM:
	In the proposed system, a private key generator will generate the public key and private key for the certified users. So that the users will receive each other’s public key for identification and the data has been encrypted through private key.


ADVANTAGES OF PROPOSED SYSTEM:
· Architecture uses a verifiable bulletin board and a PKI to implement the distributed PKG in a partially synchronized network such as the Internet.
· Provided efficient protocols for non-traditional group and threshold modification operations, along with traditional share secret renewal and recovery protocol.

















[bookmark: _GoBack]SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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