FIRECOL: A COLLABORATIVE PROTECTION NETWORK FOR THE DETECTION OF FLOODING DDOS ATTACKS

ABSTRACT: 
    Distributed denial-of-service (DDoS) attacks remain a major security problem, the mitigation of which is very hard especially when it comes to highly distributed botnet-based attacks. The early discovery of these attacks, although challenging, is necessary to protect end-users as well as the expensive network infrastructure resources. In this paper, we address the problem of DDoS attacks and present the theoretical foundation, architecture, and algorithms of FireCol. The core of FireCol is composed of intrusion prevention systems (IPSs) located at the Internet service providers (ISPs) level. The IPSs form virtual protection rings around the hosts to defend and collaborate by exchanging selected traffic information. The evaluation of FireCol using extensive simulations and a real dataset is presented, showing FireCol effectiveness and low overhead, as well as its support for incremental deployment in real networks.










EXISTING SYSTEM

To countering DDoS attacks by fighting the underlying vector which is usually the use of botnets. A botnet is a large network of compromised machines (bots) controlled by one entity (the master). The master can launch synchronized attacks, such as DDoS, by sending orders to the bots a Command & Control channel. Unfortunately, detecting a botnet is also hard, and efficient solutions may require to participate actively to the botnet itself, which raises important ethical issues, or to first detect botnet-related malicious activities (attacks, infections, etc.), which may delay the mitigation.

DISADVANTAGES OF EXISTING SYSTEM

· Distributed denial-of-service (DDoS) attacks remain a major security problem to implementing complex access control policies for accessing data. 
· Huge traffic to transit through the Internet and only detect/block it at the host IDS/IPS may severely strain Internet resources.
· The mitigation of network delay is very hard especially when it comes to highly distributed botnet-based attacks






PROPOSED SYSTEM
It is performed as close to attack sources as possible, providing a protection to subscribed Customers and saving valuable network resources. Experiments showed good performance and robustness of FireCol and highlighted good practices for its configuration. FireCol: relies on a distributed architecture composed of multiple IPSs forming overlay networks of protection rings around subscribed customers. FireCol is designed in a way that makes it a service to which customers can subscribe. Participating IPSs along the path to a subscribed customer collaborate (vertical communication) by computing and exchanging belief scores on potential attacks. The IPSs form virtual protection rings around the host they protect. The virtual rings use horizontal communication when the degree of a potential attack is high.

ADVANTAGES OF PROPOSED SYSTEM

· A future work to plan and extend FireCol to support different IPS rule structures.
· The core of FireCol is composed of intrusion prevention systems (IPSs) located at the Internet service providers (ISPs) level.
· The IPSs form virtual protection rings around the hosts to defend and collaborate by exchanging selected traffic information.

 


SYSTEM SPECIFICATION
HARDWARE REQUIREMENTS:
· Processor		:	Intel Core i3 Processor
· Speed			:   	2.5 GHz
· RAM			:   	2GB(min)
· Hard Disk		:	500MB
· Key Board		:   	Standard Windows Keyboard
· Mouse	        	:    	Two or Three Button Mouse
· Monitor		:    	LCD

SOFTWARE REQUIREMENTS:
· Operating System	  	:	Windows7/10.
· Application Server  	: 	Tomcat6.0/7/8.X.
· Front End			: 	Java , HTML,CSS
· Scripts 		  	:	JavaScript.
· Server side Script	  	:	Java Server Pages.
· IDE		      		:	Net beans 
· Back End			:	MYSQL 5.0/ Heidi SQL 8.1 
· Database Connectivity	:	JDBC
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