CYBER THREAT DETECTION USING MACHINE LEARNING TECHNIQUES A PERFORMANCE EVALUATION PERSPECTIVE

ABSTRACT:
The present-day world has become all dependent on cyberspace for every aspect of daily living. The use of cyberspace is rising with each passing day. The world is spending more time on the Internet than ever before. As a result, the risks of cyber threats and cybercrimes are increasing. The term 'cyber threat' is referred to as the illegal activity performed using the Internet. Cybercriminals are changing their techniques with time to pass through the wall of protection. Conventional techniques are not capable of detecting zero-day attacks and sophisticated attacks. Thus far, heaps of machine learning techniques have been developed to detect the cybercrimes and battle against cyber threats. The objective of this research work is to present the evaluation of some of the widely used machine learning techniques used to detect some of the most threatening cyber threats to the cyberspace. Three primary machine learning techniques are mainly investigated, including deep belief network, decision tree and support vector machine. We have presented a brief exploration to gauge the performance of these machine learning techniques in the spam detection, intrusion detection and malware detection based on frequently used and benchmark datasets.




EXISTING SYSTEM:
Cybercrimes describe cases of indictable offences and misdemeanours in which computer or any communication tools are involved as targets, commission instruments, incidental to, or that cases are associated with the prevalence of computer technology. Common forms of cybercrimes could be child pornography, cyber talking, identity theft, cyber laundering, credit card theft, cyber terrorism, drug sale, data leakage, sexually explicit content, phishing and other cyber hacking. These kinds of cybercrimes are mostly leading to breaching users’ privacy, security violation, business loss, financial fraud, or damage in public as well as government properties. Hence, this paper intensively reviews cybercrime detection and prevention methods. It first explores the different types of cybercrimes then discusses their threats against privacy and security in computer systems. It also describes the strategies that cybercriminals might utilize in committing these crimes against individuals, organizations, and societies.
DISADVANTAGES:
· Chances of getting stuck in a loop are high
· [bookmark: _GoBack]Algorithms are Time consuming.
· Difficult to show Branching and Looping in Algorithms.
· Big tasks are difficult to put in Algorithms.




PROPOSED SYSTEM:
The present-day world has become all dependent on cyberspace for every aspect of daily living. The use of cyberspace is rising with each passing day. The world is spending more time on the Internet than ever before. As a result, the risks of cyber threats and cybercrimes are increasing. The term 'cyber threat' is referred to as the illegal activity performed using the Internet. Cybercriminals are changing their techniques with time to pass through the wall of protection. Conventional techniques are not capable of detecting zero-day attacks and sophisticated attacks. Thus far, heaps of machine learning techniques have been developed to detect the cybercrimes and battle against cyber threats. The objective of this research work is to present the evaluation of some of the widely used machine learning techniques used to detect some of the most threatening cyber threats to the cyberspace. Three primary machine learning techniques are mainly investigated, including deep belief network, decision tree and support vector machine. We have presented a brief exploration to gauge the performance of these machine learning techniques in the spam detection, intrusion detection and malware detection based on frequently used and benchmark datasets.
ADVANTAGES:
· Machine learning algorithm given good accuracy in prediction
· AI Bot which is operated by the AI algorithms




SYSTEM SPECIFICATION
HARDWARE CONFIGURATION:
1. Processor         -	 I5
1. Speed		-    	3 GHz
1. RAM		-    	8 GB(min)
1. Hard Disk        -         500 GB
1. Key Board	-        Standard Windows Keyboard
1. Mouse		-    	Two or Three Button Mouse
1. Monitor	          -    	LCD


SOFTWARE CONFIGURATION
1. Operating System: Linux, Windows/7/10
1. Server: Anaconda, Jupyter,pycharm
1. Front End: tkinter |GUI toolkit
1. Server side Script: Python , AIML
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