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A NEW VIDEO STEGANOGRAPHY SCHEME BASED ON SHI-TOMASI CORNER DETECTOR

ABSTRACT:
Recent developments in the speed of the Internet and information technology have made the rapid exchange of multimedia information possible. However, these developments in technology lead to violations of information security and private information. Digital steganography provides the ability to protect private information that has become essential in the current Internet age. Among all digital media, digital video has become of interest to many researchers due to its high capacity for hiding sensitive data. Numerous video steganography methods have recently been proposed to prevent secret data from being stolen. Nevertheless, these methods have multiple issues related to visual imperceptibly, robustness, and embedding capacity. To tackle these issues, this paper proposes a new approach to video steganography based on the corner point principle and LSBs algorithm. The proposed method first uses Shi-Tomasi algorithm to detect regions of corner points within the cover video frames. Then, it uses 4-LSBs algorithm to hide confidential data inside the identified corner points. Besides, before the embedding process, the proposed method encrypts confidential data using Arnold’s cat map method to boost the security level. 



EXISTING SYSTEM:
Steganography is a process that involves hiding important information or message inside other carrier data to protect the message from unauthorized users. The mixed data also called as stego objects will be seen by the Human Visual System (HVS) as one piece of data because the HVS will not be able to recognize the small change that occurs in the cover data. Message and cover data can be any data format such as text, audio, image, and video . The basic steganographic system has different components like cover media, message and the main component which is the algorithm.. Any successful steganography system should consider three main important factors: embedding capacity, imperceptibility, and robustness against attacks .
DISADVANTAGES:
· The eye has limited size and therefore limited light-gathering power.
· The eye has limited frequency response, since it can only see electromagnetic radiation in the visible wavelengths.







PROPOSED SYSTEM:
To address these issues, the science of steganography and cryptography has emerged. Steganography is a science that takes video, image, audio, or other digital media as a medium and then conceals secret data into the medium through a particular algorithm. Whereas, cryptography is a science that converts a secret message into a meaningless form so that eavesdroppers cannot interpret it. Although both steganography and cryptography attempt to protect data, the use of either one alone is not an ideal solution. Thus, sometimes, it is recommended that both approaches be integrated. In such a case, even if the attacker had doubts about the existence of the communication and managed to defeat the steganography technique, the attacker would still need to break the encrypted message to obtain the secret message.
ADVANTAGES:
· The analysis part is made easier because one can input various syntax rules for easier understanding by all the people involved in a particular project
· Arnold’s cat map, also referred to as Arnold’s transformation, is one of the chaotic maps that operates in the discrete-time domain, which can be used only with square images







SYSTEM SPECIFICATION
HARDWARE CONFIGURATION:
1. Processor         -	 I5
1. Speed		-    	3 GHz
1. RAM		-    	8 GB(min)
1. Hard Disk        -         500 GB
1. Key Board	-        Standard Windows Keyboard
1. Mouse		-    	Two or Three Button Mouse
1. Monitor	          -    	LCD

SOFTWARE CONFIGURATION
1. Operating System: Linux, Windows/7/10
1. Server: Anaconda, Jupyter,pycharm
1. Front End: tkinter |GUI toolkit
1. Server side Script: Python , AIML
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