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ABSTRACT:
The security of any public key cryptosystem depends on the private key thus, it is important that only an authorized person can have access to the private key. The paper presents a new algorithm that protects the private key using the transposition cipher technique. The performance of the proposed technique is evaluated by applying it in the RSA algorithm’s generated private keys using 512-bit, 1024-bit, and 2048-bit, respectively. The result shows that the technique is practical and efficient in securing private keys while in storage as it produced high avalanche effect.









EXISTING SYSTEM:
Homomorphic encryption is a paradigm that refers to the ability, given encryptions of some messages, to generate an encryption of a value that is related to the original messages. Specifically, this ability means that from encryptions of k messages m1, . . . , mk it is possible to generate an encryption of m∗ = f(m1, . . . , mk) for some (efficiently computable) function f. Ideally, one may want the homomorphically generated encryption of m∗ to be distributed identically (or statistically close) to a standard encryption of m∗ . We call schemes that have this property strongly homomorphic. Indeed, some proposed encryption schemes are strongly homomorphic w.r.t some algebraic operations such as addition or multiplication (e.g. Goldwasser-Micali [GM84], El-Gamal [Gam84]). For some applications, it seems as though strongly homomorphic encryption is an overkill. 
DISADVANTAGES:
· One of the most significant disadvantages is that homomorphic encryption requires either application modifications or dedicated and specialized client-server applications in order to make it work functionally.






PROPOSED SYSTEM:
Transmitting sensitive data on the internet poses security threats thus, it is essential for an individual and businesses to search for ways to maintain the confidentiality and integrity of data during communication and those data in storage as well. Likewise, it is necessary to encrypt data before using it in communication Cryptography is one of the popular approaches that provide data security that involves encryption and decryption processes.Encryption is the process of converting the information into an unrecognizable form, the ciphertext while decryption is the reverse process that will recover the original message. The plaintext is the original message and the coded message is the ciphertext. Only the intended recipient will be able to read or decrypt the file. There are two types of cryptography: the symmetric and asymmetric key cryptography. Symmetric Cryptography performs encryption and decryption using the same key .Asymmetric or public key cryptography involves two mathematically linked keys: the public key and the private key .

ADVANTAGES:
· RSA transforms basic, readable data into something scrambled and twisted
· RSA (Rivest–Shamir–Adleman) is an algorithm used by modern computers to encrypt and decrypt messages.



SYSTEM SPECIFICATION
HARDWARE CONFIGURATION:
1. Processor         -	 I5
1. Speed		-    	3 GHz
1. RAM		-    	8 GB(min)
1. Hard Disk        -         500 GB
1. Key Board	-        Standard Windows Keyboard
1. Mouse		-    	Two or Three Button Mouse
1. Monitor	          -    	LCD

SOFTWARE CONFIGURATION
1. Operating System: Linux, Windows/7/10
1. Server: Anaconda, Jupyter,pycharm
1. Front End: tkinter |GUI toolkit
1. Server side Script: Python , AIML
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