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KeyD: Secure Key-Deduplication with
Identity-Based Broadcast Encryption

Ling Liu, Yuqing Zhang and Xuejun Li

Abstract—Deduplication, which can save storage cost by enabling us to store only one copy of identical data, becomes
unprecedentedly significant with the dramatic increase in data stored in the cloud. For the purpose of ensuring data confidentiality, they
are usually encrypted before outsourced. Traditional encryption will inevitably result in multiple different ciphertexts produced from the
same plaintext by different users’ secret keys, which hinders data deduplication. Convergent encryption makes deduplication possible
since it naturally encrypts the same plaintexts into the same ciphertexts. One attendant problem is how to reliably and effectively
manage a huge number of convergent keys. Several deduplication schemes have been proposed to deal with the convergent key
management problem. However, they either need to introduce key management servers or require interaction between data owners. In
this paper, we design a novel client-side deduplication protocol named KeyD without such an independent key management server by
utilizing the identity-based broadcast encryption (IBBE) technique. Users only interact with the cloud service provider (CSP) during the
process of data upload and download. Security analysis demonstrates that KeyD ensures data confidentiality and convergent key
security, and well protects the ownership privacy simultaneously. A thorough and detailed performance comparison shows that our
scheme makes a better tradeoff among the storage cost, communication and computation overhead.

Index Terms—Data Deduplication, Convergent Encryption, Convergent Key Management, Identity-Based Broadcast Encryption.

✦

1 INTRODUCTION

THE stored data is growing intensely with the advent of
the era of Big Data. We need to constantly increase the

storage devices if we continue using the traditional storage
way. Alternatively, more and more users are prone to out-
source their storage to cloud such as Amazon Web Services
(AWS) [1] for economic savings. The ever-increasing data
and users, coupled with multiple backup and other factors,
result in more and more duplication of files or blocks in the
cloud. In order to improve the storage efficiency in the pay-
as-you-go model [2], deduplication operation is adopted for
eliminating duplicate copies of redundant data on the cloud-
side. Consider an example that m users outsource the same
data copies1 of n TB to the CSP. With data deduplication,
only one copy is actually stored in the cloud, and the
subsequent instances are referenced back to the saved copy
for reducing storage roughly from mn to n TB. However, in
order to protect the safety of the outsourced data, they are
usually encrypted by their owners before outsourced to the
CSP. Then it comes the problem, how can the CSP perform
deduplication when these same data copies are encrypted
into different ciphertexts by different users ?

Convergent encryption (CE) [3], which encrypts a data
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1. A data copy can represent a whole file or a more fine-grained data
block, depending on different granularities.

copy with a convergent key derived by computing the cryp-
tographic hash value of the content of the data copy itself
and thus can produce identical ciphertext from identical
plaintext, brings the hope to realize deduplication while
ensuring data confidentiality. This property of convergent
encryption allows the CSP to perform deduplication on
encrypted data. In particular, users encrypt their data copies
using corresponding convergent keys and outsource en-
crypted data to the CSP. They just need to keep convergent
keys locally so that they can later restore the data. However,
the number of convergent keys increases linearly with the
number of data copies since a data copy corresponds to a
convergent key. As we all know, in practical file storage
systems such as Google File System GFS [4] and Hadoop
Distribute File System HDFS [5], data files are usually
divided into fine-grained blocks to facilitate deduplication
management, which makes the convergent key storage even
more serious. Suppose the n TB data in the above example
is divided into blocks of size 4 KB each, and that each
convergent key is the hash value of SHA-256. Then each
owner has to store a total size of 8n GB2 of convergent keys.
Such a storage overhead is still a great burden for the user.

A naive solution to this problem is described in [6].
Each data owner encrypts all his data copies using the
corresponding convergent keys and further encrypts these
convergent keys using his master key. Both encrypted data
copies and convergent keys are stored in the cloud, and
users keep their master keys and the metadata about the
outsourced data locally. Although the encrypted data can be
deduplicated by the cloud, the storage of encrypted conver-
gent keys will increase linearly with the number of users.

2. This storage space is calculated by the following equation: n TB /
4KB (per block) * 256 bits (per convergent key) = 8n GB.
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Performing deduplication on these encrypted convergent
keys is just as important as performing deduplication on
encrypted data copies.

Several attempts have been made to reduce the con-
vergent key management complexity from O(m) to O(1),
namely the cost of storing convergent keys is indepen-
dent of the number of owners. Li et al. [6] employs the
Ramp secret sharing scheme (RSSS) [7] [8] to construct
secret shares for the convergent keys and distribute them
across multiple independent Key Management Cloud Ser-
vice Providers (KM-CSPs). To recover data copies, a user
must access a minimum number of key servers through
authentication and obtain the secret shares to reconstruct
the convergent keys. The premise of the scheme security is
that the number of colluded KM-CSPs is not more than a
predefined threshold, such that a convergent key cannot be
guessed by the colluded KM-CSPs. Wen et al. [9] propose
a session-key-based convergent key management scheme
and an improved version. A trustable gateway is needed
to check the duplication and buffer the new data blocks
for periodically uploading them to the cloud storage server
(CSS). As far as we know, there is no deduplication scheme
that can effectively manage convergent keys, without the
aid of additional independent key management servers or
other trusted parties like Gateway. For the purpose of per-
forming secure deduplication on encrypted convergent keys
effectively and practically, we propose a new deduplication
scheme KeyD without such a strong assumption. The three
main contributions of this paper are summarized as follows.

• We propose a novel client-side deduplication
scheme. Specifically, we make a combination of con-
vergent encryption (CE) and ID-based broadcast en-
cryption (IBBE) to achieve secure and efficient con-
vergent key management, without introducing any
other independent key management servers or trust-
ed third parties.

• Security analysis demonstrates that our scheme en-
sures the confidentiality of data files and the security
of convergent keys.

• A comprehensive performance comparison between
KeyD and several present works is given, showing
that our scheme makes a better tradeoff among the
storage cost, communication overhead and computa-
tion overhead.

2 RELATED WORK

Data deduplication in cloud storage [10] [11] is an effective
technique to improve storage space utilization by eliminat-
ing duplicate copies. According to the location where it
is performed, deduplication strategies can be divided into
server-side deduplication and client-side deduplication. In
server-side schemes, the CSP performs deduplication after
it receives all data, thus part of the network bandwidth
will be wasted to upload duplicate copies. In client-side
schemes, each data copy is uploaded just once. When users
upload duplicate data, they will be informed by the CSP
about the duplication and do not need to upload the data
any longer. Another categorization criteria is the data gran-
ularity and deduplication strategies can be divided into file-
level deduplication and block-level deduplication. File-level

deduplication eliminates duplicate data files, while block-
level deduplication eliminates duplicate blocks in different
files. Block-level deduplication systems are undoubtedly
more flexible and efficient to handle nonidentical files with
identical blocks. Our work falls in the category of client-side
deduplication and can work in both file-level and block-
level, without the aid of key management servers or other
trusted third parties.

A majority of existing deduplication schemes are based
on Convergent Encryption (CE) [3], which was proposed
by Douceur et al. in 2002 and later formalized as Message-
Locked Encryption (MLE) in [12] [13]. Storer et al. are
the first to use CE to implement deduplication [14]. They
proposed two secure deduplication schemes in single-server
storage and distributed storage systems, while an indepen-
dent metadata server is needed to store metadata in the later.
Anderson et al. [15] designed a deduplication scheme for
fast and secure laptop backups, which successfully reduced
the number of files to be scanned and hence decreased back-
up times. A local server is needed to implement multi-user
authentication to shared data. Both [14] and [15] works on
file-level. More fine-grained block-level deduplication was
achieved in [16], with a metadata manager introduced to
implement key management. [17] reduces the linear pairing
comparison times of the scheme in [13] to nearly logarithmic
times. All the above schemes based on convergent encryp-
tion are server-side deduplication.

Several client-side deduplication schemes have been
made based on the Proof of Ownership (PoW) [18] tech-
nique. PoW enables users to prove their ownership of data
when duplication happens and then users do not need
to upload duplicate data, thus greatly saving the upload
bandwidth. The state-of-the-art PoW was further extended
by Pietro et al. [19], but neither [18] nor [19] addressed data
privacy. The private data deduplication [20] can be viewed
as a complement of [18], requiring a trusted coordinator
be allowed to help users perform decryption. [21] allows a
bounded amount one-time leakage of a target file compared
with [18] that allows a bounded amount multi-time leakage,
without block-level deduplication in consideration. Stanek
et al. [22] achieved a better tradeoff between the efficiency
and security by providing different security level for popu-
lar and unpopular data, but two trusted entities are needed
to identify duplication and manage data information.

There is another line of works for secure data dedu-
plication based on a trusted third party without MLE/CE.
[25], [26] and [9] achieve data confidentiality by transmitting
predictable messages into unpredictable ones. [25] intro-
duces a key server to derive keys, instead of setting keys
to be hashes of messages. Miao et al. [26] argue that the
DupLESS does not work when the key server is corrupted
by the cloud server and they propose a new multi-server-
aided deduplication scheme based on the threshold blind
signature. However, both of the two schemes work on
server-side. [9] realizes client-side deduplication to support
dynamic updates by introducing a trusted third party.

Schemes making a combination of CE and PoW [6]
[23]are able to ensure data privacy and achieve client-side
deduplication simultaneously, while facing the problem of
how to manage a large number of convergent keys accord-
ing to Li et al. [6]. Storing convergent keys locally is quite a
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heavy burden for users, but encrypting them with different
master keys and outsourcing them will lead to the dupli-
cation of encrypted convergent keys on the server side. To
realize convergent key deduplication securely and reliably,
Li et al. [6] introduce multiple key management servers.
They compute secret shares for each convergent key and
distribute these shares to key management servers, instead
of encrypting the convergent key. [9] also aims at man-
aging convergent keys and supporting dynamic updates.
A trustable gateway is needed to check the duplication
and buffer the new data blocks for periodically uploading
them to the cloud storage server. To our best knowledge,
[24] is currently the only solution that supports client-side
deduplication without additional independent servers. Un-
fortunately, either [9] or [24] involves complex interactions
between clients for key sharing, which violates the own-
ership privacy during the data deduplication. Therefore,
designing a secure and effective client-side deduplication
scheme without other independent servers or trusted third
parties is still an open problem.

3 PRELIMINARY

We utilize convergent encryption (CE) technique to en-
crypt files and blocks, proof of ownership (PoW) for a
client to prove that he does have the file, and identity-
based broadcast encryption (IBBE) combined with a sym-
metric encryption (SE) scheme to encrypt convergent keys.
As is well-known, a SE scheme is a triple of algorithms
(KeyGen(1λ)→ k,Encrypt(k,M)→ C,Decrypt(k, C)→
M), where λ is a security parameter and k, M , C are the key,
plaintext and ciphertext respectively. Note that our plaintext
data are unpredictable for adversaries who do not own
them, and they cannot be feasibly enumerated by adver-
saries. Therefore, our data encryption scheme supports an
arbitrary form of Message-Locked Encryption (MLE) [13]
but not limited to Convergent Encryption (CE), despite of
the determinacy of MLE and CE.

3.1 Convergent Encryption

Convergent encryption, introduced by Douceur et.al. [3],
has been widely used in the deduplication of data stored
in the cloud. It is a cryptosystem that produces identical
ciphertext files from identical plaintext files, irrespective of
their encryption keys. To encrypt a data copy (a file or a
block) using convergent encryption, a user first computes
a cryptographically strong hash value from the data copy,
and then using this hash value as the convergent key to
encrypt the data copy. The user could also derive a tag for
the data copy, which will be used to detect duplication.
In this way, the same data copy will be encrypted by the
same key, resulting in the same ciphertext and tag. Then
the ciphertext and the tag are given to the server and the
user retains the convergent key. The server can now perform
deduplication on the ciphertext, checking whether or not it
is already stored [12]. Note that both the convergent key
and the tag are independently derived, and the tag cannot
be used to deduce the convergent key and compromise data
confidentiality [6]. A convergent encryption scheme can be
formally defined as a tetrad of the following four algorithms
(KeyGen, Encrypt, Decrypt, TagGen) :

• KeyGen(M) → K is the key generation algorithm
that maps a data copy M to a convergent key K ;

• Encrypt(K,M) → C is the symmetric encryption
algorithm that takes both the convergent key K
and the data copy M as inputs and then outputs a
ciphertext C;

• Decrypt(K,C) → M is the decryption algorithm
that takes both the ciphertext C and the convergent
key K as inputs and then outputs the original data
copy M ;

• TagGen(M)→ T (M) is the tag generation algorith-
m that maps the original data copy M and outputs a
tag T (M).

3.2 Proof of Ownership

Deduplication requires that if two or more users own the
same file, only a single copy should be stored in the cloud.
When users upload a file that has been existing, he will
prove his ownership of the file to the user and obtains
the information associated with the storage, such as the
pointer of the copy. The user directly sending a hash value
of the data copy to the server for verification seems like a
possible solution. However, as the data is encrypted, the
cloud server cannot compute the hash value of the data
copy and needs to store many hash values along with data
copies, especially when the amount of data is huge. Halevi
et.al. [18] first proposed the notion of proof of ownership
(PoW), which enables the client to prove to the server that
he has a copy of the file, without actually sending the file.
It’s essentially an interactive protocol performed between a
prover (user) and a verifier (server). The verifier first derives
a short value φ(M) from the data copy M . In order to prove
the ownership of a data copy M , the prover is supposed to
send φ′ to the verifier. If φ′ = φ(M), the verifier will believe
that the prover indeed has M . In this way, a bandwidth
efficient prove and verification is achieved between user and
server. For simplicity, we also use the notations of POWF

and POWB as in [6] to denote PoW for a file F and block
B, respectively.

3.3 Identity-based Broadcast Encryption

We adopt the Identity-Based Broadcast Encryption (IBBE)
[27] to encrypt convergent keys before sending them to
the Cloud Service Provider (CSP). A necessary authority
involved in an IBBE is the Private Key Generator PKG.
Using its master secret key MSK , the PKG can generate
a decryption key skIDi

for each new member with identity
IDi to decrypt messages. An attractive feature of the IBBE
scheme is that the broadcaster does not hold any private
information. Messages can be encrypted with the help of a
public key PK and the set S of identities of the receivers.
Then all the identities in S are able to decrypt the messages.

Given security parameter λ and maximal size m of the
target set, an identity-based broadcast encryption scheme
IBBE can be formally described as a tuple of algorithms
(Setup, Extract, Encrypt, Decrypt):

• Setup(λ,M). Takes as input the security parameter λ
and m the maximal size of the set of receivers for one
encryption, and outputs a master secret key MSK
and a public key PK .
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• Extract(MSK, IDi). Takes as input the master se-
cret key MSK and a user identity IDi. Extract
generates a user private key skIDi

.
• Encrypt(S, PK). Takes as input the public key PK

and a set of included identities S = {ID1, . . . , IDs}
with s ≤ m, and outputs a pair (Hdr,K). When
a message M ∈ {0, 1} is to be broadcast to user-
s in S, the broadcaster generates (Hdr,K) ←
Encrypt(S, PK), computes the encryption CM of
M under the symmetric key K ∈ K and broadcasts
(Hdr,S, CM ). We will refer to Hdr as the head-
er (which actually encapsulates the identity-based
broadcast encryption key K) of broadcast ciphertext,
K as the message encryption key and CM as the
broadcast body.

• Decrypt(S, ID, skID, Hdr, PK). Takes as input a
subset S = {ID1, . . . , IDs} (with s ≤ m), an iden-
tity ID and the corresponding private key skID , a
header Hdr, and the public key PK . If ID ∈ S,
the algorithm outputs the message encryption key
K which is then used to decrypt the broadcast body
CM and recover M .

4 PROBLEM FORMULATION

4.1 System Model

Fig. 1. The system model of KeyD

There are two types of entities in our data storage
outsourcing model, including the user and the cloud service
provider (CSP), as shown in Fig.1. Both file-level and block-
level deduplication are supported in our system. Specifi-
cally, file-level deduplication can be reduced to block-level
deduplication and we will put emphasis on the latter.

• The user owns a large amount of data, and he is
usually limited in his storage space and computing
capability. So he wants to outsource the data to the
cloud and access them later. For the purpose of sav-
ing network bandwidth in the data upload phase, the
user only uploads the data that has not been stored
in the cloud. If duplication happens, he runs the
PoW protocol with the CSP to prove his ownership,
and updates materials related to the convergent key
(CK)’s identity-based broadcast encryption (IBBE)
with the help of CSP. Otherwise, he CE-encrypts the
data and IBBE-encrypts the convergent key respec-
tively and then uploads them, namely “Data’s CE
and CK’s IBBE Initialization” in Fig.1. In our setting,
the user only needs to protect his secret key and

maintain his ID so that he can later decrypt the
convergent keys to further retrieve the outsourced
blocks.

• The CSP is an entity that provides cloud storage
services, including data, convergent keys and other
relative materials. It maintains a list of tags of da-
ta files and blocks for checking deduplication, and
helps the user to do some expensive computations.
When the CSP receives a file upload request, it first
checks if the file duplicates. If yes, it informs the user
to prove his ownership of the file, returns the file
pointer to the user, and updates the materials related
to CKs’ IBBE version of all the blocks making up this
file.

4.2 Security Model

We mainly consider two types of security threats from the
CSP and outside attackers respectively. The CSP in our
system is assumed to be “honest-but-curious”, namely that
it will honestly execute the assigned tasks in the dedu-
plication protocol, but would like to learn as much secret
information as possible. For instance, it may attempt to
extract useful information of data or convergent keys. An
outside attacker refers to a malicious user that intends to
obtain some knowledge about data files not owned by him
through interactions with the CSP. Therefore, all the data
files and convergent keys are sensitive and need to be fully
protected against outside attackers and the CSP.

4.3 Design Goal

In this paper, we construct a secure deduplication scheme
to manage convergent keys, which bears the following
function and security goals.

• No Additional Independent Servers or Trusted Third
Parties. Our primary goal is to achieve secure and
reliable convergent key deduplication, without ad-
ditional independent servers or trusted third parties.
The scheme should support client-side deduplication
by interactions between only the users and the cloud
server.

• Confidentiality of Data. Our scheme should guarantee
the confidentiality of data, implying that the user
cannot get the ownership of the data from the CSP
by running the PoW protocol if he does not have the
data, and the user who cannot prove his ownership
should be unable to decrypt the ciphertext stored in
the cloud storage. The data should also be protected
well against the curious server.

• Semantic Security of Convergent Keys. The security
of convergent keys should fulfill that even if an
adversary obtains some encrypted convergent keys,
he is unable to recover the convergent keys for files
that he does not own, and he cannot distinguish
convergent keys according to their corresponding
encrypted versions. The convergent keys should be
semantically secure against the honest-but-curious
cloud server as well.

• Ownership Privacy. The ownership of a data copy by
a user should be private to both malicious users and
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other users who share the identical copy. It means
users who do not own the data cannot know who
has/have it in any way, and data owners cannot
know who share(s) the data with them when dupli-
cation happens, even through interactions with the
CSP during ownership update process.

5 CONSTRUCTION OF KEYD
We consider two processes of file upload and file download
in our KeyD. In order to save upload bandwidth, users only
upload new data that do not exist in cloud storage. Upon
receiving a file upload request T (F ) with a user identity ID,
the CSP first checks if it has stored F . If not, then it performs
block-level duplication check and only unique blocks need
to be uploaded. Before outsourcing the storage of data to
the CSP, the user first encrypts data using convergent keys,
which will guarantee that the same data copy will result
in the same ciphertext. In terms of the large number of
convergent keys, we utilize the Identity-Based Broadcast
Encryption (IBBE) key instead of the user’s master secret
key to encrypt them. Let S be a set of identities of the users
sharing the same convergent key (i.e the same data copy).
Specifically, the encrypt algorithm of IBBE will produce an
IBBE key kB and a broadcast header Hdr to encapsulate
kB . The convergent key will be encrypted using kB and
sent to the CSP. All users in S are capable of recovering
this convergent key using their own private keys. For those
duplicate blocks, the user runs the Proof of Ownership
(Pow) protocol with the CSP to prove his ownership. Then
the ownership of these blocks (i.e. S and Hdr) will be
updated through interactions between the user and the CSP.
If F is duplicate, then all its blocks will be duplicate as well,
and the ownership of each block needs to be updated. File
download is a single-round interaction between the user
and the CSP. Upon receiving a file download request from
a user, the CSP checks if the user is eligible. If not, the
download process will be aborted. Else, the CSP returns
encrypted blocks and encrypted convergent keys along with
IBBE headers and receiver sets of all blocks constructing
this file. And the user can finally restore the entire file step
by step. The construction details of KeyD are described as
follows.

5.1 System Setup

In this phase, various necessary system parameters are
initialized.

The three encryption schemes will be used are initial-
ized as follows:(1) A symmetric encryption scheme with
the primitive functions (KeyGenSE, EncSE , DecSE); (2) A
convergent encryption scheme consisted of four algorithms
(KeyGenCE, EncCE, DecCE, T agGenCE); (3) An identity-
based broadcast encryption (IBBE) scheme of four algo-
rithms (SetupIBBE, ExtractIBBE , EncIBBE, DecIBBE).
To facilitate the scheme description later, it is necessary
to emphasize that the SetupIBBE algorithm will produce
the following materials: a bilinear map group system B =
(p,G1, G2, GT , e(·, ·)) and a hash function H as system
public parameters, (g, γ) as the master key MSK , and
(ω, ν, h, hγ , . . . , hγm

) as the public key PK . Here, |p| is the

security parameter λ, g and h are the generators of groups
G1 and G2, γ is a secret value, ω = gγ , and ν = e(g, h). And
ExtractIBBE(MSK, IDi) produces a private key

skIDi
= g

1
γ+H(IDi) (1)

for the user with identity IDi. In addition, a Proof of
Ownership (PoW) algorithm for files and blocks, denoted by
PoWF and PoWB respectively, will be initialized as well.

The CSP needs to initialize its storage system for data
copy and other relevant information. More specifically, the
CSP maintains a list for every file F , with each item be-
ing {T (F ), {T (Bi)}, {ci}, {di}, {cki}, {Hdri}, {Si}}. Here,
T (F ) is the tag of F , {T (Bi)} is the set of tags of all blocks
of F , {ci} is the set of encrypted blocks, {di} is the set
of encrypted random numbers that are randomly selected
from Z∗

q by the first uploader of each block Bi. {cki} is
the set of encrypted (by identity-based broadcast encryption
scheme) convergent keys, {Hdri} is the set of the headers
used to encapsulate the IBBE keys, and each Si is the set of
receivers of block Bi (i.e. the set of users owning Bi). The
list is initialized to be ⊥.

5.2 File Upload

Initially, the user with identity ID precomputes H(ID).
When he wants to upload a file F , he is supposed to interact
with the Cloud Service Provider (CSP) following the steps
below.

Step-1: The user computes a tag T (F ) = TagGenCE(F )
for F and sends it along with ID to the CSP.

Step-2: Upon receiving the T (F ), the CSP stores ID
and checks whether it has stored the same tag. If so, it
responds to the user “file duplicates”, or “no file duplicates”
otherwise.

Step-3: If the user receives the response “no file dupli-
cates”, it proceeds to Step-7 to perform block-level dedupli-
cation. Otherwise, the user runs the PoW protocol PoWF

on T (F ) with the CSP to prove his ownership of file F .
Step-4: If PoWF fails, the CSP aborts the upload opera-

tion. Otherwise, the CSP believes that the user indeed has
the file F . In this case, the user does not need to upload F
but simply adds his identity into the receiver set of each
block constructing F . It is known that the server stores
{T (F ), T (Bi), ci, di, cki, Hdri,Si} for all blocks of F , where
Hdri and Si contains all the identities of users owning block
Bi. According to the description of IBBE scheme,

Hdri = (Ci1, Ci2) = (ω−ki , h
ki

si∏

j=1
(γ+H(IDj))

) (2)

. For the user, adding his identity ID into Si is easy, while
updating the header Hdri to include ID is too expensive
a computation for him. Therefore, the major computation is
undertaken by the CSP in our protocol. Since ki is a secret
value randomly chosen by the first uploader of block Bi, the
CSP can not directly compute a new

Ci2
′ = Ci2

γ+H(ID) = h
ki

si∏

j=1
(γ+H(IDj))(γ+H(ID))

(3)

for the user. Instead, it computes a

Ci = h

si∏

j=1
(γ+H(IDj))(γ+H(ID))

(4)
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for each block3 and returns {di}, {Hdri}, {Ci} along with
the file pointer of F to the user.

Step-5: Upon receiving {di}, {Hdri = (Ci1, Ci2)}, {Ci},
the user needs to check whether all Cis are correctly com-
puted by the CSP. He first computes the convergent key
kci = KeyGenCE(Bi) for each Bi and uses kci to decrypt
di to obtain ki. Then he computes Ci2

′ = Ci
ki and verifies

if
e(Ci2

′, h) = e(Ci2, h
γ+H(ID)) (5)

for all blocks. If the verification passes, the user stores the
file pointer of F and sets Hdri

′ = (Ci1, Ci2
′). Finally, he

sends all new headers {Hdr′i} to the CSP.
Step-6: The CSP replaces all Hdri and Si corresponding

to T (Bi) with Hdri
′ and Si

′ = Si + {ID}, respectively. At
this point, the user successfully adds his identity ID into the
receiver set of each block of the file F , which will guarantee
that he can decrypt the ciphertext of Bi stored by the CSP
later. He just keeps the file pointer of F and does not need
to upload the file.

Step-7: This step means that the file to be uploaded does
not duplicate and it is necessary to further detect block
duplication. The user divides F into a set of blocks {Bi} and
computes T (Bi) = TagGenCE(Bi) for each block. Then he
sends all the tags {T (Bi)} to the server.

Step-8: Upon receiving {T (Bi)}, the CSP checks whether
it has stored the same blocks and creates a vector DB to
indicate whether a block duplicates or not. If the same tag
exists, it sets DB[i] = 1, else it sets DB[i] = 0 and stores
T (Bi). Finally, it returns the vector DB to the user.

Step-9: The user checks all items of DB . IF DB[i] = 0,
the system proceeds to Step-12. Else if DB[i] = 1, the user
runs PoWB on T (Bi) with the CSP to prove the ownership
of Bi.

Step-10: Once all PoWBs are finished, the server com-
putes Ci for these duplicating blocks as in Step-4. Then it
returns {block pointer of Bi, di, Hdri, Ci} to the user.

Step-11: Upon receiving these information, the user s-
tores the block pointers of {Bi} and interacts with the CSP
as from Step-5 to Step-6 to add himself into the receiver sets
of these blocks. We just finish the block deduplication of the
file to be uploaded.

Step-12: From this step, we deal with the blocks of F that
have not been stored by the CSP, namely, the user needs
to upload blocks corresponding to DB[i] = 0. For each
block, he first randomly chooses ki ∈ Z∗

q and computes the
convergent key kci = KeyGenCE(Bi) used to encrypt the
data block Bi. Different from [6], which directly encrypts a
data block using the convergent key, we encrypt the data

3. According to the IBBE scheme, γ is a secret value
unknown to the CSP. But h, hγ , ..., hγm

are parts of PK, and
Si = {IDj |j = 1, ..., si} is kept by the CSP. Note that m is the
maximal size of the set of receivers and si < m. So the CSP can

compute Ci in Equation 3 by Ci = h

si∏

j=1
(γ+H(IDj))(γ+H(ID))

=

h(γ+H(ID1))(γ+H(ID2))···(γ+H(IDsi
))(γ+H(ID))

IDsi+1=ID
==========

h
γsi+1+γsi

si+1∑

j=1
H(IDj)+γsi−1

si+1∑

j=t=1,j 6=t

H(IDj)H(IDt)+···+
si+1∏

j=1
H(IDj)

= hγsi+1
· hγsi

si+1∑

j=1
H(IDj)

· hγsi−1

si+1∑

j=t=1,j 6=t

H(IDj)H(IDt)

· . . . ·

h

si+1∏

j=1
H(IDj)

.

block in the form ci = EncCE(kci , Bi||ki). This is to ensure
that even though a user occasionally intercepts some blocks
stored on the CSP, he can never know whether he owns any
of these blocks. We additionally encrypt ki using convergent
key kci in the form di = EncSE(kci , ki) to make sure that
when a user uploads the same data copy, he can decrypt di
he receives from the CSP to obtain ki, so that he can add
himself into the receiver set. It is worth mentioning that a
user can certainly recover ki from ci, but the communication
overhead for the CSP to send ci to a user is much larger
than di. Since he is the first and only one to upload Bi

so far, the user sets Si = {ID} and calls the algorithm
EncIBBE(Si, PK) with ki to compute the header4

Hdri = (Ci1, Ci2) = (ω−ki , hki(γ+H(ID))) (6)

and the IBBE key kBi
= νki . He uses kBi

to symmetrically
encrypt the convergent key kci , i.e. cki = EncSE(kBi

, kci).
Finally, the user sends {ci, di, cki, Hdri} along with the file
tag T (F ) to the CSP.

Step-13: Upon receiving these materials from the
user, the CSP sets Si = {ID} and finally stores
{T (F ), T (Bi), ci, di, cki, Hdri,Si} for each block Bi.

5.3 File Download

When a user wants to download a file F that he stored on
the server side, he sends a download request for F to the
server. Upon receiving the download request for a file F ,
the CSP first checks whether the user is eligible to download
F . For example, the CSP can check if the user is in receiver
sets of blocks making up F . If the user is not eligible, the
CSP will return an “abort” signal to inform the user of
the failure. Otherwise, the CSP returns {ci, cki, Hdri,Si}
corresponding to all blocks {Bi} of the file F .

Having received these materials from the CSP, the user
performs the following operations in sequence.

(1) Recovers the identity-based broadcast encryption key
kBi

using these information with his own identity ID by
calling the algorithm DecIBBE(Si, ID, skID, Hdri, PK).

(2) Calls the decryption algorithm of the SE scheme to
compute convergent key kci = DecSE(kBi

, cki).
(3) Uses kci to decrypt ci as DecCE(kci , ci) = Bi||ki,

thus the user obtains all the blocks of F .
(4) Finally, the user utilizes {Bi} to obtain the original

file F .

6 CORRECTNESS AND SECURITY

6.1 Correctness

We say that the secure deduplication scheme based on the
identity-based broadcast encryption (IBBE) is correct only
if (1) a data owner can successfully add himself into the
receiver set of a block if it duplicates, without leaking the
master key of the system and the IBBE key, and (2) the user
in the receiver set of a block can successfully recover the
block using his secret key. The correctness analysis of our
KeyD is given below.

4. The second part Ci2 = hki(γ+H(ID)) of this header will become

the form of h
ki

si∏

j=1
(γ+H(IDj))

in Equation 2 as more users upload Bi

later, as described in Step-4.
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(1) The process of adding an identity into the receiver
set of a block is done through the interaction between the
CSP and user, as is shown from Step-4 to Step-6 in Section
5.2. Taking a duplicate block Bi as an example, the uploader
hopes that his identity ID will be added into both the set
Si and the header Hdri = (Ci1, Ci2). Ci1 is independent
of ID and Si is easy to update, while Ci2 requires a lot
of computation to update. As can be seen from Section 5.1,
(h, hγ , . . . , hγm

) are public, and Si containing identities of
all the other owners is stored in the cloud. Therefore, the

CSP can compute a Ci = h

si∏

j=1
(γ+H(IDj))(γ+H(ID))

for the
user, without knowing the master key γ. The user then
recovers the random number ki chosen by the first uploader,
using Bi owned by him and di he received from the CSP.
He computes C′

i2 = Ci
ki and performs the verification

e(Ci2
′, h)

?
== e(Ci2, h

γ+H(ID)) based on the bilinear prop-
erty of bilinear map [28]. The verification could pass only
if Ci is correctly computed by the server. Thus the new
header Hdr′i including ID is also correctly computed since
C′

i2 happens to be the new Ci2.

(2) When a user downloads {ci, cki, Hdri,Si} from the
server, he hopes to recover the corresponding block Bi.
The first material that he has to obtain is the IBBE key
kBi

. Then he can use kBi
to symmetrically decrypt cki

to obtain convergent key kci , thus can CE-decrypt ci to
obtain Bi. Therefore, whether the user can correctly recover
Bi depends mainly on whether he can correctly compute
kBi

. According to Section 3.1 in [27], the user with identity
ID and the corresponding private key skID could call the
algorithm DecIBBE(Si, ID, skID, Hdri, PK) to correctly
compute

[e(Ci1, h
pS(γ)) · e(skID, Ci2)]

1

s′
i∏

j=1
H(IDj )

= [e(ω−ki , h
1
γ
(

s′
i∏

j=1
(γ+H(IDj))−

s′
i∏

j=1
H(IDj))

)·

e(g
1

γ+H(ID) , h
ki

si∏

j=1
(γ+H(IDj))

)]

1

s′
i∏

j=1
H(IDj )

= [e(g−kiγ , h
1
γ
(

s′
i∏

j=1
(γ+H(IDj))−

s′
i∏

j=1
H(IDj))

)·

e(g, h)
1

γ+H(ID) ·ki

si∏

j=1
(γ+H(IDj))

]

1

s′
i∏

j=1
H(IDj )

= [e(g, h)
−ki(

s′
i∏

j=1
(γ+H(IDj))−

s′
i∏

j=1
H(IDj))+ki

s′
i∏

j=1
(γ+H(IDj))

]

1

s′
i∏

j=1
H(IDj )

= [e(g, h)
ki

s′
i∏

j=1
H(IDj)

]

1

s′
i∏

j=1
H(IDj )

= e(g, h)ki = vki = kBi

(7)

with pS(γ) = 1
γ
(

s′i
∏

j=1
(γ + H(IDj)) −

s′i
∏

j=1
H(IDj)), where

S ′i denotes the set that removing ID from Si and s′i =
|S ′i|. It should be noted that computing hpS(γ) , namely

h
1
γ
(

s′
i∏

j=1
(γ+H(IDj))−

s′
i∏

j=1
H(IDj))

will overburden the user sig-
nificantly, so this computation can also be finished by the
CSP similarly as it computes Ci in Equation 3. Therefore, it
can be concluded that in our secure deduplication scheme
KeyD, as long as the user’s identity ID is included in Si
and Hdri, he can correctly recover Bi.

6.2 Security Analysis

Our scheme is designed to solve the data privacy and key
management problems in deduplication in secure storage
outsource model. As is described in Section 4.2, the security
goal of our scheme is to realize data confidentiality, semantic
security of convergent keys and ownership privacy. We will
demonstrate that KeyD fulfills the security requirements in
the security analysis below.

6.2.1 Data Confidentiality

In our system, a user data block B is encrypted in the form
of EncCE(kc, B||k) before being outsourced to the cloud
server, where kc is the convergent key and k is randomly
chosen by the first user to upload B. Therefore, the confiden-
tiality of data can be achieved if convergent encryption is
secure and kc is well protected against the adversary. The se-
curity of the convergent encryption adopted in our scheme
has been proved in [3], which guarantees that no more ex-
cept a controlled amount of information will be deliberately
leaked for determining whether or not the plaintexts of two
encrypted data files are identical. This means not only the
confidentiality of data, but also the security of k. Otherwise,
an adversary can easily compute IBBE key kB = vk and then
symmetrically decrypts encrypted convergent key to obtain
kc. In our KeyD, kc is encrypted utilizing the identity-based
broadcast encryption (IBBE) technique, and its security will
be demonstrated in Section 6.2.2. The identities of users who
do not own B are not in the receiver set, meaning that they
cannot use correct Hdr and S to compute kB and recover
kc.

6.2.2 Semantic Security of Convergent Keys

According to the scheme construction in Section 5, conver-
gent keys in our scheme KeyD are encrypted utilizing the
Identity-Based Broadcast Encryption (IBBE) keys. The se-
mantic security of convergent keys requires that it is compu-
tationally hard for an adversary to distinguish convergent
keys according to their corresponding encrypted versions.
It also implies that he cannot distinguish the convergent
key is encrypted using an IBBE key or a random value
in K by its encryption, where K is the key space of an
IBBE scheme, namely GT . Formally, The semantic security
of convergent keys is defined using the following game
between a challenger C and an attacker A, and the security
parameter λ in IBBE scheme is given to both players:

1. C runs algorithm SetupIBBE(λ,m) to generate system
master key MSK and public key PK , where m is the
maximum number of owners of a data block.

2. C randomly chooses a data block B and calls the
algorithm KeyGenCE(B) to generate the corresponding
convergent key kc. And he also randomly constructs a
receiver set S, the number of identities in which is supposed
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to be s. Then C calls the algorithm EncIBBE(S, PK) to
generate an IBBE key kB and randomly selects b ∈ {0, 1}.
He sets kb = kB and k1−b to a random value in K.
Finally, he computes two encryptions ck0 = EncSE(kb, kc),
ck1 = EncSE(k1−b, kc) and gives B, ck0, ck1 to the attacker.

3. The attacker outputs b′ and wins the game if b = b′.
In other words, the attacker wins if he correctly guesses

whether the convergent key kc of B is encrypted under kB
or a random value in K. And we define attacker A’s advan-
tage in winning the game as AdvA = |Pr[b = b′]− 1/2|.

Since the IBBE scheme has been demonstrated to be
IND − sID − CPA secure in [27] using the General Deci-
sional Diffie-Hellman Exponent (GDDHE) framework [29],
we can easily obtain the following theorem.

Theorem 1. Convergent keys in KeyD are semantically se-
cure if the IBBE scheme is secure under the GDDHE
assumption.

Proof 1. Let the data block is all included in a dictionary
S. Suppose we have a semantic security attacker A for
which AdvA > ε. We build an attacker B that breaks
the IND− sID−CPA security of IBBE where AdvB >
ε/(Cs

s′ · |S|).
The reduction is immediate: B is given a block B and
two encryptions ck0, ck1 (one of them is an encryption
under an IBBE key and the other is under a random
value in K) of B’s convergent key kc, with the IBBE
receiver set S of B, where |S| = s. B randomly chooses
another s′ − s identities and combine them with S to
construct a “whole” receiver set S ′. B sends S ′ and s
to A who then responds with a data block Bi and a
receiver set Si on which A wishes to be challenged. If
Bi 6= B or Si 6= S algorithm B reports failure and aborts.
Otherwise, B sends the challenge B, ck0, ck1 to A who
then responds with a b′ ∈ {0, 1}. The algorithm outputs
b’ as its response to the semantic security challenge. We
can observe that b′ = b if algorithm B did not abort
and A’s response was correct. This probability is at least
1/2 + ε/(Cs

s′ · |S|). Hence AdvB > ε/(Cs
s′ · |S|).

6.2.3 Ownership Privacy

Users’ ownership should be private to all other users, no
matter they are malicious or honest users sharing identical
data. In our KeyD scheme, the CSP is the only entity that
knows the ownership of a data copy besides its owners.
When a user with identity ID uploads a new data block
B, he is apparently the first uploader, namely the IBBE
broadcaster. The CSP will set the receiver set S = {ID}
after finishing the whole uploading process. Note that ID is
sent to the CSP as early as the upload request is launched,
but not with the encrypted data. Else if B is existing on
the cloud-side, the user will be informed of the dupli-
cation. At this time, the receiver set S and broadcaster
header Hdr of B need to be updated. The former can be
easily accomplished by the CSP setting the new receiver
set S ′ = S + {ID}. And the latter is computed through
the user’s interaction with the CSP. Specifically, the CSP

computes C = h

s∏

j=1
(γ+H(IDj))(γ+H(ID))

and sends C and
the old Hdr to the user, then the user computes the new
Hdr′ = Ck and returns Hdr′ to the CSP. It can be seen from

the above analysis that S will not appear in any communica-
tion. Therefore, the user cannot know who share(s) B with
him during ownership updating process, and the malicious
users cannot violate users’ ownership privacy. On the other
hand, deriving identities from Hdr or C is equivalent to
solving the discrete logarithm problem for all users.

7 PERFORMANCE ANALYSIS

In this section, we evaluate the performance of our secure
deduplication scheme KeyD in terms of the storage cost and
the overhead of computation and communication. Since Li’s
Dekey [6], Wen’s SKC and CKS [9], and our scheme all focus
on the convergent key management problem of baseline
approach in [6], we will give a comprehensive comparison
between these schemes through theoretical and piratical
analysis. In terms of the storage cost, we mainly focus on
the cost that a data owner should pay for a block that he
stores in the cloud. For communication and computation
overhead, we will lay emphasis on the overhead for a data
owner to upload a block. Some notations that will be used
in the analysis of storage cost and communication overhead
are listed in TABLE I. In order to facilitate comparison,
we assume the default sizes of data file and data block
are 10MB and 4 KB respectively. Since the scheme we
proposed is a universal deduplication protocol, meaning
which can generally handle all datasets with redundancy,
we did not specify a dataset in the experiment. We use
the hash function SHA-256 to generate a convergent key
of size 32 bytes for each block, and also set the size of a tag
to be 256 bits for the clearness of comparison. Moreover,
we adopt the symmetric-key encryption algorithm AES-
256 in Cipher-Block Chaining (CBC) mode as the default
algorithm to encrypt convergent key as in [6]. For simplicity,
we utilize PBC library [30] and choose type A paring with
80-bit security level to conduct the experiment on Linux
Debian 4.6.0 with Intel Core i7-4790 CPU @ 3.60GHz and
20G memory. Finally, we use Amazon Web Service (AWS)
as the cloud server and Amazon Elastic File System (EFS)
[31] as the file storage system, which exactly takes 4 KB as
the block size and can be accessed easily.

TABLE 1
Notations

|Tag| Size of a file tag or a block tag
|c| Size of an encrypted block
|ck| Size of an encrypted convergent key
|G1| Size of an element in group G1 or G2

|Z∗
q | Size of an element in group Z∗

q

m Number of owners of a block
n, k, r Three parameters in the Ramp secret sharing scheme (RSSS)

7.1 Storage Cost

In our KeyD, the CSP stores {T (Bi), ci, di, cki, Hdri} for
each block Bi. Here di is the symmetric encryption of ki ∈
Z∗
q using the convergent key kci , so its length is O(|ck|).

Hdri consists of Ci1 and Ci2, which are elements in groups
G1 and G2 respectively. Therefore, our total storage cost is
|Tag| + |c| + 2|ck| + 2|G1|. In Li’s Dekey [6], they utilize
(n, k, r)-RSSS (where n > k > r ≥ 0) to generate n shares
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from a convergent key, so their storage cost on the S-CSP
and n KM-CSP is more than |c| + 2n|Tag| + 2|ck|, where
n ≥ 3 in their scheme. In Wen’s SKC [9], the CSP stores
{T (Bi), Chi

, Cbi} for each block Bi, and the trusted GW
has to store an O(|q|)-long session key K and a secret prime
ri ∈ Z∗

q . Therefore, the total storage cost of SKC is |Tag|+
|ck| + |c| + 2|Z∗

q |. In their improved scheme CKS, the CSP
just needs to store T (Bi) and Cbi for each Bi, but every GW
needs to store m key shares Ci,j , which length is O(|Z∗

q |).
Then the actual storage cost of CKS is |Tag|+ |c| +m|Z∗

q |,
indicating that the storage cost that every owner needs to
pay for Bi increases with the number of owners of Bi.

The storage cost for a data block of four schemes is
listed in Table 2. According to our experiment hypothesis,
|Tag| = |ck| = 256 bits, |G1| = 512 bits and |Z∗

q | = 160
bits. Therefore, the storage cost of Dekey is more than our
KeyD since the number of key-management servers n is
at least 3. And the storage cost of SKC is just a little less
than KeyD. The storage cost of Wen’s improved scheme
CKS is related to the number of data owners, making the
comparison between CKS and KeyD not so intuitive. We
suppose that each duplicate block is owned by m users,
and define the duplication percentage PD as the ratio of the
number of duplicate blocks in a data file to the total number
of blocks in that. The influence of PD and m on the storage
cost for a data file is shown in Fig.2. It can be seen from the
figure that the storage cost in the CKS scheme increases with
m, and we can compute that only when m = 9.6 (namely
m <= 9) is the storage cost of CKS less than KeyD. Suppose
that a 1GB data file owned by 1000 or 10000 users duplicates,
their storage cost is much more than ours.

7.2 Communication Overhead

With regard to communication overhead, we consider two
conditions, namely the block duplicates or not. In KeyD,
if a data owner uploads a duplicated block Bi, he needs
to interact with the CSP to add his identity ID into Bi’s
receiver set Si. If Bi is unique, the user just encrypts the
block Bi and corresponding convergent key kci and then
uploads them. In Dekey, if Bi duplicates, the user just
proves to the S-CSP and n KM-CSP his ownership and
obtains secret shares, instead of sending anything else. But
he should first send T (Bi) to every KM-CSP and Tj(F )
to the j-th KM-CSP. If Bi is a new block, the user should
compute n secret shares for the corresponding convergent
key and then sends them to the S-CSP and n KM-CSP
respectively. In SKC, if Bi duplicates, the trusted GW (a
powerful user) will compute xj = (kj)

rn mod q for other
m − 1 owners and broadcasts all of them to every owner.
The owner will use the new common session key to encrypt
the convergent key and sends it to the GW, who will further
inform the CSS to replace the encrypted convergent key. If
Bi does not duplicate, the session key will be established
only between this user and the GW. In Wen’s CKS, if Bi

duplicates in two local communication networks (LCNs),
four users in two LCNs need to exchange their key shares
with the help of two GWs. Else the data block will be
encrypted and sent to the GW, who will then forward it to
the CSS. The concrete communication head of each scheme
is given in Table 2.

TABLE 3
Comparison of Communication Overhead (Byte)

duplicate not duplicate
Dekey [6] 64n > 4160 + 96n
SKC [9] 148 8424
CKS [9] 384 + 40m 8416
KeyD 384 4264

Combining the communication overhead in Table 2 and
our experiment hypothesis, we can obtain Table 3. It can be
easily concluded that our KeyD is better than Li’s Dekey.
This is because that the number of Key-Management Cloud
Service Providers n in their scheme is at least 3. Their com-
munication overhead for uploading a new block is at least
4.34KB (when n = 3) and increases with n, while ours is
always 4.16KB. And only when n <= 5 is their communica-
tion overhead for uploading a duplicate block less than ours.
With regard to SKC and CKS, their common disadvantage
is that their communication overhead for uploading a new
block is much more than ours. After all, the size of Tag,
ck, element in G1 and Z∗

q is much smaller compared with
that of c. Take SKC as an example, their communication
overhead for uploading a data file of 10MB is as small as
us only when the duplication percentage PD reaches 94.6%,
computed by 10MB

4kB × PD × 148B + 10MB
4kB × (1 − PD) ×

8424B = 10MB
4kB ×PD × 384B+ 10MB

4kB × (1−PD)× 4264B.
It means that 94.6% blocks of the data file to be uploaded
have the same copies stored in the cloud, almost the whole
file is duplicate.

7.3 Computation Overhead

We evaluate the computation overhead on client-side, based
on whether the block to be uploaded duplicates or not. Let
Exp denote one exponentiation in group G1, Pair be one
pairing operation on e : G1 ×G2 → GT , Mul represent one
multiplication in group G1, and Add indicate a modular
addition in group Z∗

q .
In our KeyD, if the user is informed “block duplicates”

when he uploads block Bi, he needs to interact with the
CSP to compute a new header Hdri. If Bi is a new block,
the user just encrypts it and the corresponding convergent
key. And the user also needs to compute a header Hdri to
include himself in the receiver set of Bi. If block duplicates
in Li’s Dekey, the user does not need to compute anything.
However, if the block is a new one, the user needs to call
(n, k, r)-RSSS to compute n secret shares for convergent key
kci . In SKC, if Bi duplicates, the GW and the user will
interact with each other to negotiate a new common session
key, which will be used to encrypt the convergent key. Oth-
erwise, the user just computes a session key sharing with
the GW, and uses this session key to encrypt convergent key
and sends it to the GW. While in their second scheme CKS,
when a user wants to upload a duplicate block, there are
four users in two local communication networks needing to
re-compute their secret shares. Else if the block is a new one,
the user only needs to compute his own share. The specific
computation overhead of four schemes is listed in Table 2.

Our experiment results of the time required by a modu-
lar addition in Zq∗, multiplication and exponentiation in G1,
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TABLE 2
Performance Comparison

Storage Cost
Communication Overhead Computation Overhead

duplicate not duplicate duplicate not duplicate
Dekey [6] > 2n|Tag|+ |c|+ 2|ck| 2n|Tag| > 3n|Tag|+ |c|+ 2|ck| 0 n[(k − 2)Exp + (k − 1)Mul + (k − 1)Add]
SKC [9] |Tag|+ |c|+ |ck|+ 2|Z∗

q | 2|Tag|+ 2|ck|+ |Z∗
q | 4|Tag|+ 2|c|+ 2|ck|+ 2|Z∗

q | Exp + (m− 1)Mul Exp+Mul

CKS [9] |Tag|+ |c|+m|Z∗
q | 2|Tag|+ (2m+ 16)|Z∗

q | 7|Tag|+ 2|c| 4Exp + 8Mul Exp+Mul

KeyD |Tag|+ |c|+ 2|ck|+ 2|G1| |Tag|+ |ck|+ 5|G1| 2|Tag|+ |c|+ 2|ck|+ 2|G1| 2Exp + 2Pair + Mul 4Exp + Mul
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Fig. 2. Influence of duplication percentage and number of data owners on the storage cost. Because “m = 1” means that the data file is owned only
by one user, the storage cost is independent of the duplication percentage and the “variation” is described by a dashed line.

and paring on e : G1×G2 → GT are 2.72 us, 3.17 us, 1.08 ms
and 0.75 ms, respectively. Therefore, the computation over-
head caused by addition and multiplication is negligible
compared to that by exponentiation and pairing operation.
And a comparison of computation overhead of four schemes
is given in Fig.3. Since the total computation time of scheme
Dekey is related to n and k, we illustrate it in Fig.3.(a) and
the other three schemes in Fig.3.(b). It can be seen from
Fig.3 that computation overhead of Dekey increases with
both n and k, and only when both of them are small is
their computation overhead comparable with ours. Wen’s
first scheme SKC is better than ours, while their improved
scheme CKS is not so practical. According to the figure, it
is obvious that the computation overhead of CKS increases
with duplication percentage PD. It means that more blocks
of the file that user wants to upload duplicate, should he
spend more time in computation, which is apparently not a
desirable scheme. Our computation overhead of uploading
a duplicate file may be intuitively considered to be close
to that of CKS, according to the column of computation
overhead (duplicate) in Table 2 and the rightmost side of
KeyD and CKS variation curves in Fig.3.(b). However, we
can simplify multiple pairing operations as only one due
to the bilinear property of bilinear map. Thus multiple
verifications on client-side as described by Eq.8 can be
realized by computing only twice bilinear paring as Eq.9,
and our computation cost can be significantly reduced with
the help of this batch verification. It can be seen from the
variation curves of KeyD and KeyD (Batch verification) in
Fig.3.(b) that the reduction of computation cost grows with
duplication percentage PD. In the most extreme case when
the whole file is duplicate, the computation cost can be
reduced from 9.37s to 5.55s, with a reduction of more than
40%.
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According to the analyses above, KeyD is a little inferior
compared to Wen’s SKC in storage cost and computation
overhead, but much better than their improved scheme CKS
and Li’s Dekey. For communication overhead, our scheme
performs better than other three schemes taking both du-
plicate and unique data upload into consideration. Besides,
both SKC and CKS need trusted gateways to assist users in
key agreement, with user interactions involved. And n key
management servers are introduced in Dekey to manage
convergent keys. Note that the space complexity of storage
cost and communication overhead are all O(n) in all four
schemes if we use n to denote the file size, which can be
easily seen from Fig.2 and Table 3. Besides, the computation
overhead of four schemes has a relationship of at most
twenty times according to Fig.3. In other words, the space
complexity of storage cost and communication overhead
of four schemes are in the same order of magnitude, so
is the time complexity of computation overhead of them.
Therefore, we do not emphasize the order of the complexity
of storage cost, communication overhead, and computation
overhead in this paper.

8 CONCLUSION AND FUTURE WORK

In this paper, we propose a secure client-side deduplication
scheme KeyD to effectively manage convergent keys. Data
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deduplication in our design is achieved by interactions
between data owners and the Cloud Service Provider (CSP),
without participation of other trusted third parties or Key
Management Cloud Service Providers. The security analysis
shows that our KeyD ensures the confidentiality of data
and security of convergent keys, and well protects the user
ownership privacy at the same time. Experimental results
demonstrate that the security of our scheme is not at the
expense of the performance. For our future work, we will try
to seek ways to protect the identity privacy of data owners,
which is not considered in our scheme.
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