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Abstract—With the pervasiveness of mobile devices and the development
of biometric technology, biometric identification, which can achieve individ-
ual authentication relies on personal biological or behavioral characteris-
tics, has attracted widely considerable interest. However, privacy issues of
biometric data bring out increasing concerns due to the highly sensitivity
of biometric data. Aiming at this challenge, in this paper, we present a
novel privacy-preserving online fingerprint authentication scheme, named
e-Finga, over encrypted outsourced data. In the proposed e-Finga scheme,
the user’s fingerprint registered in trust authority can be outsourced to
different servers with user’s authorization, and secure, accurate and efficient
authentication service can be provided without the leakage of fingerprint
information. Specifically, an improved homomorphic encryption technology
for secure Euclidean distance calculation to achieve an efficient online
fingerprint matching algorithm over encrypted FingerCode data in the out-
sourcing scenarios. Through detailed security analysis, we show that e-
Finga can resist various security threats. In addition, we implement e-Finga
over a workstation with a real fingerprint database, and extensive simulation
results demonstrate that the proposed e-Finga scheme can serve efficient
and accurate online fingerprint authentication.

Index Terms—privacy-preserving, online authentication, fingerprint, out-
source.

1 Introduction

B iometric-based identification which relies on personal bio-
logical or behavioural characteristics is receiving more and

more attention as a convenient method of identifying people [1]
[2]. Owing to the universality, uniqueness and permanence of bio-
metric data [3], biometric recognition systems have been widely
used in a multitude of applications without concerning about lost,
stolen or forgotten, offer greater convenience than the traditional
methods, e.g., PINs, passwords, ID cards. Recently, more banks
are ramping up efforts to incorporate biometric technology(iris
scanner, fingerprint readers, etc) into their systems [4] [5]. Con-
sidering the online payment and other access control scenarios,
biometric authentication is always used as double authentication
or two-factor authentication, to further certification. As the most
popular biometric technology, fingerprint identification has been
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widely used in not only the criminal identification and police work,
but also civilian applications like access control, online payment
verification and driver license applications [6]–[8].

Despite the proliferation of fingerprint authentication, there
are also increasing concerns over its associated privacy and legal
issues, since the fingerprint data is highly sensitive and is im-
possible to be revoked and replaced once leaked [9], [10]. For
example, if a fingerprint used as a password is compromised,
it can never be used again because the fingerprint can not be
changed like traditional passwords. Moreover, we might use the
same fingerprint in different applications since we have a limited
number of fingers, which means that a fingerprint stolen from
one application could be misused in some other applications [11].
According to the CNN news, hackers stole 5.6 million government
fingerprints in 2015, which means that millions of people can
no longer rely on their fingerprints as security mechanism, given
that smartphones and buildings are increasingly use biometric
scanners to grant access [12]. Hence, appropriate security and
privacy protection mechanism should be in place to defend against
disclosure or misuse of fingerprint data.

In this sense, the privacy-preserving of online fingerprint
authentication is still a challenging work considering the re-
quirements of practical systems on security and efficiency. Since
fingerprint identification allows some uncertainty or distortion,
fingerprint data is inappropriate to be encrypted by Hash algorithm
which has the extremely high “avalanche effect”. To address the
challenge, several typical schemes including Fuzzy Vault and
BioHashing have been proposed [13] [14], which can achieve
the privacy of templates during the storage and matching process.
However, in the above schemes, the servers are considered trusted,
and these privacy-preserving techniques will affect the accuracy
of the underling identification system. Moreover, homomorphic
encryption and searchable encryption technique are introduced to
solve the problem [15]–[19]. These relevant schemes have high
time complexities or only support basic arithmetic, cannot support
the multiple complex computation online fingerprint matching
service [20] [21]. Considering the outsourced scenario, some
schemes [22]–[24] exploits matrix-based encryption so that it
avoids heavy computation overhead while allowing the cloud to
locate the best match without decryption. However, these schemes
assumes the database is trusted which is not conform the actual
situation.

In this paper, aiming at the above challenges, we propose
a novel efficient and privacy-preserving online fingerprint au-
thentication scheme, named e-Finga, over encrypted outsourced
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data. As to the template used to represent the users’ fingerprint,
we adopt the FingerCode representation [25]. Considering the
server is honest-but-curious, and the online authentication need
quick responses, the proposed e-Finga is characterized by em-
ploying an improved homomorphic encryption technology for
secure Euclidean distance calculation under composite order group
to protect users’ fingerprint information and the confidentiality
of the matching templates with low overhead in computation.
Specifically, the main contributions of this paper are threefold.

• First, our proposed e-Finga scheme provides secure and
privacy-preserving online fingerprint authentication ser-
vice. With e-Finga, the users can access fingerprint authen-
tication service without leaking their sensitive fingerprint
data. The matching templates are encrypted and stored in
a trusted authority to ensure the storage security. Besides,
the communication packages are encrypted and signed to
ensure data security in the transmission.

• Second, the scheme provides the efficient and accurate
fingerprint matching service. Different from other time-
consuming homomorphic encryption techniques, we con-
struct a special homomorphic encryption algorithm over an
efficient filter-based fingerprint identification method. By
using Pollard’s lambda method and constructing trapdoor,
the proposed scheme will not affect the accuracy of the
underling biometric identification system, that is, it can
provide efficient and accurate fingerprint authentication
service.

• Third, to evaluate the effectiveness of the proposed
scheme, we also develop a custom simulator built in Java
with the FVC2006(Forth Fingerprint Verification Compe-
tition) database [26]. Performance evaluation demonstrates
that our proposed e-Finga can provide an efficient and
privacy-preserving fingerprint authentication in real life.

The remainder of this paper is organized as follows: In Section
2, we introduce the system model, security requirements, and
design goal. In Section 3, we recall the bilinear pairings, 2DNF
cryptosystem and FingerCode-based id matching as preliminaries,
and present our e-Finga scheme in Section 4. The security analysis
and performance evaluation are followed in Section 5 and 6,
respectively. We also review some related works in Section 7.
Finally, we draw the conclusions in Section 8.

2 System model, Security requirements and design goals
In this section, we formalize the system model, security

requirements, and identify our design goals.

2.1 System Model

In our system model, we mainly focus on how servers provide
accurate and efficient fingerprint authentication with encrypted
user queries and templates. In particular, the system consists of
three parts: trusted authority (T A), online authentication servers
of Internet service (OAS ers) and users, as shown in Fig. 1.

• T A is a trusted authority, such as a government depart-
ment, bootstraps the system initialization by generating
and sending system parameters to registered OAS ers and
users respectively. T A is responsible for encryption and
storage of sensitive fingerprint templates collected from
users. Moreover, T A sends certain encrypted templates to

TAUser A

 System parameters

 Fingerprint acquisition

OASers

Fingerprint 
authentication

Initialization

Encrypted template 
authorization

 

Template

Fig. 1. System model under consideration.

registered OAS ers with users’ authorization. T A performs
two functions: system initialization and encrypted template
authorization.

• OAS ers provide personal authentication, such as enter-
prises like Amazon, Alibaba, etc. OAS ers should register
in T A in advance to be qualified to provide fingerprint
authentication service. OAS ers receive users’ register in-
formation and requests to T A for related templates. After
receiving the encrypted fingerprint templates, OAS ers
can provide personal authentication by using fingerprint
matching technique over ciphertext.

• After fingerprint acquisition by T A, the users can register
in OAS ers and query the privacy-preserving online finger-
print authentication service by their fingerprints. Consider-
ing the fingerprints contain sensitive information of users,
and sending the query in plaintext to OAS ers may lead to
privacy leakage, the users should perform some encryption
operations during the process of generating query.

2.2 Security requirements

In our security model, we consider T A is trusted, but OAS ers
are honest-but-curious. Specifically, OAS er will honestly execute
the operations to identify users’ identity, but it also tries to analyse
the encrypted templates received from T A and the queries received
from users to obtain the original fingerprint data. Besides, an
OAS er may have malicious behaviors like trying to impersonate
another OAS er to offer service or have collusion behavior with
other OAS ers. In addition, we assume an active adversary A who
may eavesdrop on all communication links to obtain encrypted
data, guess plaintext values and impersonate an legal user or an
OAS er.

The security of fingerprint data in storage, transmitting and
calculation is crucial for the success of privacy-preserving fin-
gerprint authentication scheme. Therefore, in order to guarantee
the security of sensitive data and communication packages, the
following security requirements should be satisfied.

• Privacy. On the one hand, the proposed scheme should
protect the users’ fingerprint information in the query
request, i.e., even if an OAS er or an adversary obtains
all the queries from users, it cannot obtain the original
fingerprint information. In addition, when an OAS er per-
forms the computing operation to determine whether the
query fingerprint and the fingerprint template match, it



2168-7161 (c) 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TCC.2018.2866405, IEEE
Transactions on Cloud Computing

JOURNAL OF LATEX CLASS FILES, VOL. 6, NO. 1, JANUARY 2007 3

cannot get more information except the matching result.
Moreover, the matching result should be protected from
adversaries.

• Confidentiality. The proposed e-Finga scheme should keep
the sensitive fingerprint templates assets. Even if an OAS er
or an adversary stores all the data about user Ui re-
ceived from T A, it cannot get the original fingerprint
information of the related template. Moreover, the scheme
should prevent the collusion behavior between OAS ers or
templates leak, even an illegal OAS er gets the encrypted
templates assets from another, but it cannot be able to offer
fingerprint authentication service.

• Authentication. Authenticating an encrypted query/re-
sponse that is really sent by a legal OAS er/user and has
not been altered during the transmission, e.g., if an illegal
user forges a query or response, this malicious operation
should be detected. In this sense, only the legal queries and
responses can be accepted.

2.3 Design Goal

Under the aforementioned system model and security re-
quirements, our design goal is to develop efficient and privacy-
preserving online fingerprint authentication scheme with accu-
rate matching results. Specifically, the following three objectives
should be achieved.

• The security requirements should be guaranteed. As stated
above, if the scheme does not consider the security, the
users’ sensitive fingerprint information could be disclosed.
Therefore, the proposed system should achieve the confi-
dentiality in storage, transmitting and calculation process.

• The fingerprint authentication with high accuracy should
be guaranteed. The accuracy is the most critical aspects
of personal authentication system, and cannot be lowered
when protecting users’ privacy. Therefore, the proposed
scheme should also provide the highly precise and reliable
fingerprint authentication.

• Low communication overhead and low computation com-
plexity should be guaranteed. Considering the real-time
requirements of online fingerprint authentication service,
the proposed scheme should have low overhead in terms
of communication and computation.

3 Preliminaries
In this section, we review the bilinear pairing technique and the

2DNF cryptosystem, and then describe the FingerCode-based id
matching algorithm which will serve as the basis of our proposed
scheme.

3.1 Bilinear Pairing

Let G, GT be two cyclic groups of the same finite order n, and
g be a generator of G. Suppose G and GT are equipped with a
pairing, and a non-degenerated and efficiently computable bilinear
map e : G × G→ GT has the following properties.

1) Bilinearity. For all u, v ∈ G and a, b ∈ Z∗q, we have e(ua, vb) =

e(u, v)ab;
2) Non-degeneracy. e(g, g) , 1GT ;
3) Computability. e(u, v) can be computed efficiently for all

u, v ∈ G.

3.2 2DNF

The 2DNF Cryptosystem [27] can achieve the homomorphic
properties, which is similar to the Paillier [28] encryption schemes.
Concretely, the 2DNF Cryptosystem is comprised of three algo-
rithms: key generation, encryption and decryption.

• Key Generation(Gen(l)). Given a security parameter l ∈
Z+, two l-bit prime numbers q1, q2 are first chosen, and
compute N = q1 · q2 ∈ Z. Generate a bilinear group G of
order N, and let g, u be two generators of G. Then, h = uq2

is calculated as a random generator of the subgroup of G
with order q1. Finally, private key S K = q1 and public key
PK = (N,G,GT , e, g, h) are outputted.

• Encryption. Assume that the message space consists of
integers in the set {0, 1, ...,T } with T < q2, then, to encrypt
a message m with public key PK, we select a random r
from {0, 1, ...,N − 1} and the ciphertext can be calculated
by C = gm · hr ∈ G.

• Decryption. To decrypt a ciphertext C with privacy key
K = q1, be aware of Cq1 = (gm · hr)q1 = (gq1 )m, let ĝ =

gq1 . To achieve the corresponding message m, it suffices to
compute the discrete logarithm of cq1 base ĝ. Since 0 ≤
m ≤ T takes expected time Ô(

√
T ) using Pollard’s lambda

method to get the message m.

Note that the decryption time in scheme is the polynomial
time in the size of the message space M. Hence, the cryptosystem
obviously can be efficiently suitable for short messages.

3.3 FingerCode-Based ID Matching

The FingerCode-based id matching algorithm uses a bank
of Gabor filters to capture both local and global details in a
fingerprint as a compact fixed length FingerCode [25]. FingerCode
for each fingerprint is a n-dimensional feature vector(topically
n = 640), each element of which is an 8-bit integer. To match
two fingerprints, the Euclidean distance between their correspond-
ing FingerCodes are computed and compared with a threshold.
For example, given two FingerCodes x = (x1, x2, ..., xn) and
y = (y1, y2, ..., yn), their Euclidean distance is:

dxy =

√√ n∑
j=1

(xi − yi)2

If the Euclidean distance between the two FingerCodes is below
the threshold ∆d, the corresponding fingerprints can be considered
from the same person. The equal error rate of this filter-based algo-
rithm is in the range of 3-5%, and has a much lower computational
complexity and more suitable for online fingerprint authentication.

4 Proposed e-Finga Scheme
In this section, we propose e-Finga, an efficient and privacy-

preserving online fingerprint authentication scheme, which mainly
consists of following four parts: System Initialization, Encrypted
Template Authorization, Authentication Query Generation, Fin-
gerprint Matching. Specially, T A bootstraps the system, and
provides registration for users and OAS ers, and collects the
registered users’ fingerprints as matching templates in the System
Initialization phase. After that, T A encrypts the collected tem-
plates, sends the templates of registered users to OAS er with
users’ authorization in the Encryption Template Authorization
phase. Then, the registered users generate queries to OAS er in
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the Query Generation phase. Finally, when OAS er receives the
user’s query, it process the matching calculation to judge whether
the fingerprints match and response the result to the user in the
Fingerprint Matching phase. Meanwhile, for easier expression, we
give the description of notations used in e-Finga by the following
subsections in Table. 1.

TABLE 1
Variables and their descriptions

Variables Description

l the secure parameter chosen by T A
q1, q2 parameters of bilinear groups
G,GT the bilinear groups with order N
H1(),H2() the secure cryptographic hash function
E() the secure asymmetric encryption algorithm, such as

ECC
S B S B = gq1

PB PB = e(g, g)q1

∆d the threshold of matching judgement
T A a trusted authority, such as a government department
OAS er an online authentication server of Internet service
S KUi , PKUi the private key and public key of the user Ui
S KT A, PKT A the private key and public key of T A
S KS , PKS the private key and public key of OAS er
ICS the identification code set of OAS ers
RDS the reference evaluation data set

4.1 System Initialization

We consider T A is a trusted authority bootstraps the system. In
the system initialization phase, T A first chooses a security parame-
ter l (l is more than 512) to obtain (G,GT , q1, q2, e, g, h,N = q1 ·q2)
by running Gen(l), and computes two secret bases, S B = gq1 and
PB = e(g, g)q1 . Then, T A chooses a secure asymmetric encryption
algorithm E(), e.g., ECC, and two secure cryptographic hash func-
tions H1() and H2(), where H1 : {0, 1}∗ → G, H2 : {0, 1}∗ → Z∗q2

.
In addition, T A chooses a random number as its private key
S KT A ∈ Z

∗
N and computes its public key PKT A = gS KT A . Finally,

T A keeps the 〈q1, S KT A〉 secretly, and publishes the system pa-
rameters 〈G,GT , e, g, h,N, PKT A, E(),H1(),H2()〉.

When registering in T A, OAS er chooses a random number
S KS ∈ Z

∗
N as private key, computes its corresponding public key

PKS = gS KS , and submits its registering information and PKS

to T A for signature, but it cannot get 〈S B, PB〉 from T A. And T A
distributes a pseudorandom identification code for every registered
OAS er, and the identification code set of OAS ers is expressed as
ICS .

When registering in T A, user Ui chooses a random number as
his/her private key S KUi ∈ Z

∗
N , computes and submits its public

key PKUi = gS KUi and his/her information to T A for signature.
Then, T A chooses ki ∈ Z

∗
N as nuisance parameter for Ui and sends

〈S B, PB, ki, ICS 〉 to Ui, where ICS is the identification code set of
OAS ers, and publishes the registered users lists and corresponding
public key PKUi .

Then, Ui’s fingerprint information should be collected by T A.
After the image and vector extraction of Gabor filters, the Finger-
Code of a fingerprint can be generated as XUi = (x1, x2, · · · , xn),
where xi is an 8-bit integer, 0 < i < n.

For each user’s FingerCode vector, T A executes as follows.

• T A obtains the n-dimensional FingerCode XUi =

(x1, x2, · · · , xn) of Ui, and computes x′1 = x1 + H2(ki +

Make signature
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U
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Check the user
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Query executor
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i
U

Register
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Query
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Fig. 2. Encryption Template Authorization.

cS ), x′2 = x2 + H2(ki + cS ), · · · , x′n = xn + H2(ki + cS ), where
cS ∈ ICS , ki and cS is only known by registered users and
T A, which can resist the exhaustive attack.

• T A chooses n random numbers r1, r2, · · · , rn ∈ Z
∗
N for

every FingerCode XUi = (x1, x2, · · · , xn), and processes as
follows. 

fx1 = gx′1 · hr1

fx2 = gx′2 · hr2

...

fxn = gx′n · hrn

f ′x = PB(x′21 +x′22 +···+x′2n )

For FingerCode vector XUi = (x1, x2, · · · , xn) of user Ui, T A
obtains FUi = ( fx1 , fx2 , · · · , fxn , f ′x). Note that FUi is different
related to different OAS ers because of cS is a identification code
of an OAS er.

T A also computes RDi = PBi, where 0 ≤ i ≤ ∆2
d, ∆d

is the threshold of matching judgement of two FingerCodes’
Euclidean distance. Based on the reference data set RDS =

{RD0,RD1, ...RDi, ...,RD∆2
d
}, T A creates a Bloom filter BFRDS and

uploads BFRDS to all the registered OAS ers [29].

4.2 Encrypted Template Authorization

If user Ui wants to use the fingerprint authentication service
from an OAS er, he/she should register in the OAS er first, then
the OAS er requests the templates from T A. The Fig. 2 illustrates
Encrypted Templates Authorization phase.

• Users Register in OAS er. When Ui registering
in an OAS er for fingerprint authentication ser-
vice, he/she should make the signature S igUi =

H1(IDUi ||PKS ||TS 1)S KUi by using his/her private key
S KUi , where TS 1 is the current time stamp to resist
potential replay attack, and IDUi is the user’s identify
information. Then, Ui sends 〈IDUi ||TS 1||S igUi〉 to OAS er.

• OAS er Request to T A. OAS er first checks the
user’s information and the time stamp TS 1 is
within valid term and verifies the signature S igUi

whether e(g, S igUi ) = e(PKUi ,H1(IDUi ||PKS ||TS 1)).
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If it does hold, the signature is accepted, since
e(g, S igUi ) = e(g,H1(IDUi ||PKS ||TS 1))S KUi =

e(PKUi ,H1(IDUi ||PKS ||TS 1)). Then the OAS er makes
the signature S igS = H1(IDS ||TS 2)S KS by using private
key S KS , where TS 2 is the current time stamp and IDS

is the OAS er’s identify information. Then sends the
authorization item 〈IDUi ||TS 1||S igUi ||IDS ||TS 2||S igS 〉 to
T A for user Ui’s template authorization.

• Response to OAS er. After receiving
〈IDUi ||TS 1||S igUi ||IDS ||TS 2||S igS 〉 from OAS er, T A
first checks the user’s information and the OAS er’s
information, and checks the time stamps TS 1 and TS 2 are
within valid term, then verify the signatures S igUi and S igS

whether e(g, S igUi ) = e(g,H1(IDUi ||PKS ||TS 1))S KUi =

e(PKUi ,H1(IDUi ||PKS ||TS 1)) and e(g, S igS ) =

e(g,H1(IDS ||TS 2))S KS = e(PKS ,H1(IDS ||TS 2)). If
both equations do hold, the signatures are accepted. Then
T A makes a signature S igT A = H1(IDUi ||FUi ||TS 3)S KT A

using the private key S KT A, where IDUi , FUi is the user’s
information and related encrypted templates, TS 3 is
the current time stamp. Then, T A sends the encrypted
template information 〈IDUi ||FUi ||TS 3||S igT A〉 relate to
OAS er in response.

• Storage in OAS er. After receiving the
〈IDUi ||FUi ||TS 3||S igT A〉 from T A, OAS er first checks
the time stamp TS 3, then verifies the signature S igT A

whether e(g, S igT A) = e(PKT A,H1(IDUi ||FUi ||TS 3)). If it
does hold, the signature is accepted, the OAS er will save
〈IDUi ||FUi〉 pairs in database.

4.3 Authentication Query Generation

After registering in an OAS er, Ui can securely send his/her
query request to the OAS ers and avoid exposing the original
fingerprint data by the following procedure.

• Ui firstly obtains his/her fingerprint image through his/her
smart terminal. After the image and vector extraction of
Gabor filters, the client generates a n-dimensional Fin-
gerCode vector YUi = (y1, y2, · · · , yn). Then computes
y′1 = y1 + H2(ki + cS ), y′2 = y2 + H2(ki + cS ), · · · , y′n =

yn + H2(ki + cS ), where ki and cS is only known by T A
and registered users, and cS is the OAS er’s identification
code.

• Ui uses the the threshold of matching judgement ∆d

processed as follows.

rqy1 = S B2·y′1

rqy2 = S B2·y′2

...

rqyn = S B2·y′n

rq′y = PBy′21 +y′22 +···+y′2n −∆2
d

For the FingerCode vector YUi = (y1, y2, · · · , yn), the user
obtains RQUi = (rqy1 , rqy2 , · · · , rqyn , rq′y).

• Ui makes a signature S igi = H1(RQUi ||IDUi ||TS 4)S KUi by
using his/her private key S KUi , where TS 4 is the current
time stamp, which can resist the potential replay attack.

• Ui sends the authentication request 〈RQUi ||IDUi ||TS 4||S igi〉

to OAS er.

Make signature
Sig

i
U

User OASeri
U

Check 
signature

Encrypted 
templates

Calculate the 
matching 
criteria

The 
authentication 

result

Accept or 
Refuse

Query

Maching Process
Response

Fig. 3. Fingerprint Matching.

4.4 Fingerprint Matching

Upon receiving Ui’s request 〈RQUi ||IDUi ||TS 4||S igi〉, the
OAS er provides fast fingerprint authentication service by the
following procedure as showed in Fig. 3.

• OAS er first checks the time stamp TS 3 is within its valid
term, then verifies the signature S igi whether e(g, S igi) =

e(PKUi ,H1(RQUi ||IDUi ||TS 4)). If it does hold, the signa-
ture is accepted.

• According to the user’s information IDUi , OAS er searches
the related 〈IDUi ||FUi〉 pairs in database to get its encrypted
template FUi = ( fx1 , fx2 , · · · , fxn , f ′x).

• According to the encrypted user query RQUi =

(rqy1 , rqy2 , · · · , rqyn , rq′y) and encrypted template FUi =

( fx1 , fx2 , · · · , fxn , f ′x), OAS er computes the matching cri-
teria Md which are implicitly formed by

Md =
e( fx1 , rqy1 ) · e( fx2 , rqy2 ) · · · e( fxn , rqyn )

f ′x · rq′y

=
e(gx′1 · hr1 , S B2·y′1 ) · · · e(gx′n · hrn , S B2·y′n )

PB(x′21 +x′22 +···+x′2n ) · PBy′21 +y′22 +···+y′2n −∆2
d

=
e(gx′1 · hr1 , gq1·2·y′1 ) · · · e(gx′n · hrn , gq1·2·y′n )

PB(x′21 +x′22 +···+x′2n +y′21 +y′22 +···+y′2n −∆2
d )

=
e(gx′1·q1 , g2·y′1 ) · · · e(gx′n·q1 , g2·y′n )

PB(x′21 +x′22 +···+x′2n +y′21 +y′22 +···+y′2n −∆2
d )

=
e(g, g)2q1·x′1 ·y

′
1 · · · e(g, g)2q1·x′n·y

′
n

PB(x′21 +x′22 +···+x′2n +y′21 +y′22 +···+y′2n −∆2
d )

= PB∆2
d−((x′1−y′1)2+···+(x′n−y′n)2)

= PB∆2
d−((x1−y1)2+···+(xn−yn)2)

• OAS er runs BF.Test algorithm [29] with Bloom filter
BFRDS to judge whether Md is an element of the set RDS .
If Md is an element of the set RDS , the two fingerprints
meet the matching requirement, the authentication result
RS is true, otherwise, RS is false, where authentication
result RS is a boolean value.

• OAS er encrypts RS with the secure asymmetric encryp-
tion algorithm E() and Ui’s public key PKUi , and makes
a signature S igR = H1(EPKUi

(RS )||TS 5)S KS by using its
private key S KS , where TS 5 is the current time stamp, and
sends 〈EPKUi

(RS )||TS 5||S igR〉 to Ui.
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• After receiving 〈EPKUi
(RS )||TS 5||S igR〉 from the server

OAS er, Ui checks the time stamp TS 5 is within valid
term, and verifies the signature S igR by verifying whether
e(g, S igR) = e(PKS ,H1(EPKUi

(RS )||TS 5)). Then, Ui de-
crypts EPKUi

(RS ) with Ui’s secret key S KUi to obtain the
authentication result. If the authentication succeed, the user
can continue accessing OAS er, if not, the user can choose
to authenticate again or abandon access.
Correctness of the fingerprint comparison
algorithm. As the exponential of search criteria
Md = PB∆2

d−((x1−y1)2+···+(xn−yn)2), PB is a generator of
a cyclic group with order q2(q2 is more than 512-
bits), (x1 − y1)2 + · · · + (xn − yn)2 is the square of
the Euclidean distance between the two FingerCodes.
If the two fingerprints meet the matching criterion,
0 ≤ ∆2

d − ((x1 − y1)2 + · · · + (xn − yn)2) ≤ ∆2
d and the

matching criteria Md must be an element of the set RDS .

5 Security Analysis
In this section, we analyze the security properties of the

proposed e-Finga scheme. In particular, following the security
requirements discussed earlier, our analysis will focus on how the
proposed privacy-preserving fingerprint authentication scheme can
achieve the users’ fingerprint privacy, templates confidentiality,
and authentication of the query request and response.

• The privacy of users’ original fingerprint data item. In
the scheme, the user’s request is 〈RQUi ||IDUi ||TS 4||S igi〉.
In our security model, the adversary A who may eaves-
drop on all communication links and the OAS er could
get the user’s encrypted FingerCode data RQUi =

(rqy1 , rqy2 , · · · , rqyn , rq′y) which can be implicitly expressed
as 

rqy1 = S B2·y′1

rqy2 = S B2·y′2

...

rqyn = S B2·y′n

rq′y = PBy′21 +y′22 +···+y′2n −∆2
d

Note that 〈S B, PB〉 are only known by T A and le-
gal users, vector (y′1, y

′
2, · · · , y

′
n) cannot be computed.

In addition, to avoid the exhaustive attack against
(rqy1 , rqy2 , · · · , rqyn , rq′y) by Pollard’s lambda method, the
sample space of user’s original FingerCode vector YUi =

(y1, y2, · · · , yn) is increased by computing y′1 = y1 + H2(ki +

cS ), y′2 = y2 + H2(ki + cS ), · · · , y′n = yn + H2(ki + cS ),
where ki and cS are only known by T A and legal users,
the adversary is unable to recover any useful information.
Besides, in our security model, an OAser may tries to im-
personate another OAS er to offer service or have collusion
behavior with other OAS ers. cS is added to increase the
sample space of FingerCode vector which is a pseudoran-
dom identification code of an OAS er. It means that the
same user creates different request to different OAS ers,
and an OAS er cannot impersonate another OAS er to offer
service.
Moreover, in our security model, OAS ers will hon-
estly execute the operations but curious about the user’s
FingerCode information. The matching calculation in
OAS er is based on encrypted user’s query RQUi =

(rqy1 , rqy2 , · · · , rqyn , rq′y) instead of user’s FingerCode
data. The matching criteria Md can be expressed as
Md = PB∆2

d−((x1−y1)2+···+(xn−yn)2), where PB is unknown by
OAS ers. OAS er runs BF.Test algorithm with Bloom filter
BFRDS to judge whether Md is an element of the set RDS
and gets the matching result RS . In the process, OAS er can
only know the matching result instead of the user’s query
FingerCode vector YUi = (y1, y2, · · · , yn) and the square of
Euclidean distance (x1 − y1)2 + · · ·+ (xn − yn)2. In specific,
the authentication result RS is encrypted with a secure
asymmetric encryption E() and U′i public key PKUi . Since
only the user Ui has his/her private key S KUi , the adversary
A could not get the authentication result RS .
In conclusion, the proposed e-Finga scheme can protect
the privacy of users’ fingerprint information and the au-
thentication result.

• The confidentiality of templates. In our security model, the
adversary A who may eavesdrop on all communication
links and the OAS er could get related encrypted templates
data. In e-Finga scheme, the encrypted templates are stored
in pairs 〈IDUi ||FUi〉. The user Ui’s encrypted template
is FUi = ( fx1 , fx2 , · · · , fxn , f ′x), which can be implicitly
expressed as 

fx1 = gx′1 · hr1

fx2 = gx′2 · hr2

...

fxn = gx′n · hrn

f ′x = PB(x′21 +x′22 +···+x′2n )

Note that 〈g, h〉 is a published parameter, random numbers
r1, r2, · · · , rn ∈ Z

∗
N are chosen to add confounding factors.

Since the random numbers r1, r2, · · · , rn ∈ Z
∗
N are chosen

by T A, and PB is only known by T A and legal users,
vector (x′1, x

′
2, · · · , x

′
n) cannot be computed. In addition, to

avoid the exhaustive attack by Pollard’s lambda method,
the sample space of template vector XUi = (x1, x2, · · · , xn)
is increased by computing x′1 = x1 + H2(ki + cS ), x′2 =

x2 + H2(ki + cS ), · · · , x′n = xn + H2(ki + cS ), where ki and
cS are only known by T A and legal users, the adversary is
unable to recover any useful information.
Besides, in our security model, an OAser may tries
to impersonate another OAS er to offer service or have
collusion behavior with other OAS ers. cS is added to
increase the sample space of FingerCode vector which is a
pseudorandom identification code of an OAS er. It means
that the same template is encrypted to different ciphertext
and sent to different OAS ers. Even if the OAS ers have
collusion behaviors, an OAS er still cannot impersonate
another OAS er to offer service.
Moreover, in our security model, OAS ers will honestly
execute the operations but curious about the templates
information. The matching calculation in OAS er is based
on encrypted template FUi = ( fx1 , fx2 , · · · , fxn , f ′x) instead
of the original template data. The matching criteria Md can
be expressed as Md = PB∆2

d−((x1−y1)2+···+(xn−yn)2), where PB is
unknown by OAS ers. OAS er runs BF.Test algorithm with
Bloom filter BFRDS to judge whether Md is an element
of the set RDS and gets the matching result RS . In the
process, OAS er can only know the matching result instead
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of the template vector XUi = (x1, x2, · · · , xn) and the square
of Euclidean distance (x1 − y1)2 + · · · + (xn − yn)2.
Above all, the proposed e-Finga scheme can achieve con-
fidentiality of templates.

• The authentication of the query request and response.
In our security model, we assume an active adversary A
who may eavesdrop on all communication links to obtain
encrypted data, guess plaintext values and impersonate an
legal user or an OAS er. Thus, every encrypted query/re-
sponse are signed by Boneh-Lynn-Shacham(BLS) short
signature [30]. Since the BLS short signature is provably
secure under the computational Diffie-Hellman problem in
the random oracle model, the data authentication can be
guaranteed. The senders signature the query with their pri-
vate key, which the recipient can authenticate the validity
of the sender. Moreover, we add the current time stamp
as a section of signature which can resist potential replay
attack. As a result, the query and response messages are
verified within valid term and signed by legal party, which
can resist potential replay attack and counterfeit attack.

From the above analysis, we can conclude that the proposed
e-Finga scheme is secure and privacy-preserving, and achieves our
security design goal.

6 Performance Evaluation
In this section, we evaluate the performance of the proposed

e-Finga scheme in terms of the computation and communication
costs. Then we implement e-Finga and deploy it in real environ-
ment to evaluate its integrated performance.

6.1 Evaluation Environment

In order to measure the integrated performance of e-Finga
in real environment, we implement e-Finga on a workstation
with a real fingerprint database. Specially, a workstation with
two 2.3GHz 6-core processor, 64GB RAM, Windows 7, was
chosen to simulate the process on T A, OAS er and users. Based
on e-Finga scheme, an e-Finga application built in Java, named
e-Finga.exe, is installed on the workstation, and the simulator
for T A and OAS er is deployed in the workstation. Users who
registered in T A can obtain online fingerprint authentication by
e-Finge.exe. In particular, when a user inputs the fingerprint data
by e-Finga.exe, the client sends a query request to the OAS er
and get the response. In addition, we choose one real dataset to
evaluate the efficiency and accuracy, we test our scheme on the
FVC2006(Forth Fingerprint Verification Competition) database
[26].

6.2 Computation and Communication Costs

The proposed e-Finga scheme can offer online efficient fin-
gerprint authentication service. Specifically, we assume the Fin-
gerCode is n-dimensional feature vector. When T A generates
the encrypted template FUi = ( fx1 , fx2 , · · · , fxn , f ′x), it requires
2n + 1 exponentiation operations and 2n multiplication operations.
When the user generates the encrypted fingerprint information
RQUi = (rqy1 , rqy2 , · · · , rqyn , rq′y) in the Query Generation phase,
it requires n + 1 exponentiation operations and 2n multiplication
operations. In the fingerprint matching phase, it will cost OAS er n
pairing operations and n + 1 multiplication operations. Denote the
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Fig. 4. Query and response time in e-Finga and PFRS.

computational costs of an exponentiation operation, a multiplica-
tion operation and a pairing operation by Ce,Cm,Cp, respectively.
Then, totally for T A, the user and OAS er, the computational cost
will be (2n + 1) ∗ Ce + 2n ∗ Cm, (n + 1) ∗ Ce + 2n ∗ Cm and
n ∗Cp + (n + 1) ∗Cm in e-Finga.

Different from many of time-consuming fully and partially
homomorphic encryption techniques, the proposed e-Finga uses
lightweight multi-party random masking and polynomial aggre-
gation techniques, which can provide efficient online fingerprint
authentication while preserves the privacy of the fingerprint in-
formation with low overhead in computation. In the following,
we select a fingerprint recognition system as comparison, which
based on homomorphic encryption and FingerCode templates
[15], called PFRS in the rest of paper for the sake of simplicity.
PFRS achieves two-party privacy-preserving by using Paillier
encryption technique. We assume there are n components for
each FingerCode(n = 640 in PFRS). And the corresponding
computational costs of the user and the server in PFRS are
(3n + 1) ∗ Ce + (n + 1) ∗ Cmand (2n + 2) ∗ Ce + (n + 3) ∗ Cm

respectively. We present the computation complexity comparison
of e-Finga and PFRS in Table 2.

TABLE 2
Comparison of Computation Complexity

e-Finga PFRS

User (n+1)∗Ce+2n∗Cm (3n + 1) ∗Ce + (n + 1) ∗Cm
Server n∗Cp +(n+1)∗Cm (2n + 2) ∗Ce + (n + 3) ∗Cm
Cost time 1.5s 7.0s

For better comparison, we implement the proposed e-Finga
and PFRS in JAVA. In specific, we test on the FVC2006 DB1
[26]. Fig. 4 depicts the computation overhead varying of e-Finga
and PFRS with the number of FingerCode dimensions, and we
can find that with the increasing of the numbers of dimensions,
the computation overhead of PFRS significantly increases and
it is much higher than that of our proposed e-Finga scheme.
Since the dimension of FingerCode feature vector is 640 topically,
the average cost time of query and response in a workstation
is 1.5s in e-Finga, which is acceptable for online application.
By comparison, e-Finga is more efficient and more secure in
outsourcing scenarios over PFRS.

In addition, we have made a comparison of communication
costs between e-Finga and PFRS. In e-Finga, the user’s query is
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Fig. 5. Computation complexity of e-Finga.

EUi = EPKS (RQUi ||Ui||TS 3), and the response is the authentication
result RS , where RS is a boolean value. We calculate the size of
the query package and response package of the above two schemes
and the results are shown in Table 3. Since the query package is
20KB less than 164KB in PFRS while the dimension is 640, our
proposed e-Finga scheme can accomplish better efficiency in terms
of communication overhead.

TABLE 3
Comparison of Communication Costs(n=640)

e-Finga PFRS

User 20KB 164KB
Server 1B 1B

6.3 Experimental Evaluation

1) Efficiency Evaluation: According to the system model, the
performances of e-Finga in OAS er, T A and the users are
mainly determined by the computation complexity.

• OAS er: In our proposed e-Finga scheme, the factors
which may impact the computation complexity in
OAS er is the dimension of FingerCode, which affects
the length of a template and a user query, and further
affect the computation complexity in OAS er. There-
fore, we choose different numbers of the dimension to
illustrate the computation cost of OAS er. We select
the dimension of FingerCode from 100 to 1000(each
element is an 8-bits integer). As shown in Fig. 5.(a),

it is obviously that the computation cost of OAS er
linearly increases with the increasing of the dimension
of FingerCode. The reason is that, when the dimension
of FingerCode increases, OAS er computes the criteria
Md using bilinear pairing for the increasing length of
encrypted FingerCode vectors, which will spend more
time in the matching process.

• T A: In e-Finga sheme, the compute operations are
mainly in encrypting the collected templates in the
phase System Initialization. Therefore, different di-
mensions of the FingerCode are chosen to illustrate
the computation cost of T A. As shown in Fig. 5.(b),
the dimension of the FingerCode is selected from 100
to 1000. It is obvious that increasing the dimension
of FingerCode linearly increases the computation cost
of T A. The reason is that, when T A publishes the
dataset of a user’s fingerprint template to OAS er, in
the form of FUi = ( fx1 , fx2 , · · · , fxn , f ′x), which will
spend more time with the increasing of the dimension
of FingerCode.

• the users: The compute operations in the client
are in the phase User Query Generation. Therefore,
different dimensions of FingerCode are chosen to
illustrate the computation cost of the client. To ob-
serve the computation cost of the user, the dimension
of FingerCode are selected from 100 to 1000. As
shown in Fig. 5.(c), the computation overhead of
users increases with the increasing of the dimension
of FingerCode. When a user publishes the dataset
RQUi = (rqy1 , rqy2 , · · · , rqyn , rq′y) to OAS er, he/she



2168-7161 (c) 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TCC.2018.2866405, IEEE
Transactions on Cloud Computing

JOURNAL OF LATEX CLASS FILES, VOL. 6, NO. 1, JANUARY 2007 9

will spend more time with the increasing of dimen-
sions of FingerCode.
As a consequence, our proposed scheme can achieve
privacy-preserving fingerprint verification with low
computation complexity in OAS er, T A and the users.

2) Integrated performance in real environment: In order to
evaluate the integrated performance of our proposed scheme,
e-Finga is deployed in a real environment. In specific, we test
our system on the FVC2006 DB1 [26], and the data set of
FingerCode are extracted by Matlab Fingerprint Recognition
System V2 [31]. In addition, the client and OAS er are
connected through a 802.11g WLAN, and client will send
a query request to OAS er and get the response through
WLAN. Therefore, we evaluate performance of e-Finga with
different dimensions of FingerCode in real environment. To
observe the integrated performance of e-Finga, the dimension
of FingerCode are selected from 100 to 1000. As shown
in Fig. 5.(d), the average query and response time of e-
Finga increases with the increasing of the dimension of
FingerCode. We can find that the entire overhead for once
whole fingerprint authentication service query and response
time is approximate to 1.5s in the real environment(640-
dimension FingerCode).

3) Accuracy analysis: The subsequent privacy transformation
will not affect the accuracy of the underling biometric
identification system. In the FingerCode-based id match-
ing algorithm, the Euclidean distance between their cor-
responding FingerCodes are computed and compared with
a threshold. Given two FingerCodes x = (x1, x2, ..., xn)
and y = (y1, y2, ..., yn), their Euclidean distance is dxy =√

n∑
j=1

(xi − yi)2, then judge whether the Euclidean distance

between the two FingerCodes below the threshold ∆d. In
our e-Finga scheme, the matching criteria Md is formed by
Md = PB∆2

d−((x1−y1)2+···+(xn−yn)2), where (x1−y1)2+· · ·+(xn−yn)2

is the square of the Euclidean distance. The evaluation data
set RDS = {RD0,RD1, ...RDi, ...,RD∆2

d
}, where RDi = PBi,

0 ≤ i ≤ ∆2
d. If the inequality (x1 − y1)2 + · · · + (xn − yn)2 ≤ ∆2

d
holds, OAS er can identify Md is an element of set RDS with
Bloom filter BFRDS , which is the same matching condition
as the original FingerCode-based id matching algorithm. The
equal error rate of the FingerCode algorithm is in the range of
3-5% [25], and the false positive rate of Bloom Filter BFRDS

is 0.6185m/t, where t is the number of elements have been
added into the Bloom filter, m is the length of the Bloom
filter [32]. Specifically, the false positive rate is 3.54 × 10−11,
where we choose t = ∆2

d = 100 and m = 5000. In the real
environment, the equal error rate of e-Finga scheme is still
approximately in the range of 3-5%.

7 RelatedWorks
The idea of direct key generation from biometric data was first

raised in 1994 [33], but the privacy issues of biometric data bring
out increasing concerns recently. In this section, some related
works on privacy-preserving fingerprint authentication are briefly
discussed.

Jin [14] proposed a novel two-factor authenticator based on
iterated inner products between pseudo-random numbers and the
user fingerprint feature which is named ”BioHashing”. The main

drawback of this method is the low performance when an impostor
steals the Hash key or the pseudo-random numbers of a party
and tries to authenticate as the party [11]. Juels and Sudan [13]
introduce the idea of Fuzzy Vault to formalize the use of error
correcting codes for such applications. Many improved versions of
fuzzy vault have been proposed, and apply in many applications
scenarios [34] [35]. But these privacy transformation will affect
the accuracy of the underling fingerprint identification system.
Moreover, these fingerprint template protection frameworks can-
not realize privacy-preserving in our scenario where the server is
honest-but-curious, since the template data is known by servers in
the schemes above [36].

The security problems with the outsourced databases can be
solved if the critical data are encrypted. However, it leads to
the problem how the data center can perform computation on
encrypted data. Homomorphic encryption is a promising solution
for this problem. Blanton and Gasti provided privacy-preserving
protocols for minutia-based fingerprint representations [37], which
utilized homomorphic encryption and garbled circuit evaluation.
Moreover, Barni et al. [15] proposed a privacy-preserving Fin-
gerCode authentication based on homomorphic cryptosystem,
where privacy transformation would not affect the accuracy of
the underling biometric identification system. Kang designed a
protocol based on homomorphic that allows the server and the user
jointly computing the Euclidean distance between the template
data and the query data [38]. However, the existing homomorphic
encryption schemes, as mentioned in [20], are still not practical
for arbitrary arithmetic computation over encrypted data due to
the so-called bootstrapping that results in increasing computation
overhead, and are not suit for online application.

The searchable encryption technique was introduced to solve
the search problem over encrypted data. D.X Song [39] carried
out the first significant work on the encrypted search in symmetric
setting. But only the search word is exactly the same as the
predefined word can users successfully search. Full homomorphic
encryption seems to be a promising option for it can at least com-
pute arbitrary mathematical function with encrypted data without
having the decryption key [16], but it has many disadvantages
as we discussed above. Even though searchable encryptions have
been widely regarded as standard techniques to secure search over
encrypted database, most existing schemes, as discussed in [21],
can only support equality test and cannot support more complex
arithmetic operations in the fingerprint matching system.

Yuan et al. [22] proposed a privacy-preserving cloud-based
fingerprint identification scheme, based on matrix operation. To
improve the security of the above scheme, Wang et al. [23]
proposed a security-enhanced matrix-based scheme in the cloud,
called CloudBI. However, these schemes assume the database
owner encrypts all the fingerprint data and outsources the database
the database to the cloud. In the identification phase, the users’
queries are first sent to the database owner for encryption. The
database owner is considered trusted, which is not conform the
actual situation.

Different from all of the above works, the proposed e-Finga
scheme aims at the efficiency and privacy issues, and based
on an improved homomorphic encryption technology for secure
Euclidean distance calculation over composite order group. In
particular, the privacy transformation will not affect the accuracy
of the underling fingerprint identification system.
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8 Conclusion
In this paper, we have proposed an efficient and privacy-

preserving online fingerprint authentication scheme, called e-
Finga, over encrypted outsourced data. Based on an improved ho-
momorphic encryption technology for secure Euclidean distance
calculation over composite order group, the proposed e-Finga
can achieve the privacy of user fingerprint and confidentiality
of matching templates. Specifically, OAS er can directly compute
the matching criteria on ciphertext without decryption, and the
accuracy of the underling fingerprint identification system will
not be compromised. Meanwhile, the matching result can also
only be decrypted by the registered user. Thus, the user can get
secure and accurate fingerprint authentication without divulging
his/her fingerprint information. Detailed security analysis shows
its security strength and privacy-preserving ability, and extensive
experiments are conducted to demonstrate its efficiency.

Availability
The implementation of the proposed e-Finga

scheme and relevant information can be downloaded at
https://xdzhuhui.com/demo/e-Finga.
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