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Abstract—Cloud computing is becoming popular as the next infrastructure of computing platform. Despite the promising model and
hype surrounding, security has become the major concern that people hesitate to transfer their applications to clouds. Concretely,
cloud platform is under numerous attacks. As a result, it is definitely expected to establish a firewall to protect cloud from these attacks.
However, setting up a centralized firewall for a whole cloud data center is infeasible from both performance and financial aspects. In this
paper, we propose a decentralized cloud firewall framework for individual cloud customers. We investigate how to dynamically allocate
resources to optimize resources provisioning cost, while satisfying QoS requirement specified by individual customers simultaneously.
Moreover, we establish novel queuing theory based model M/Geo/1 and M/Geo/m for quantitative system analysis, where the service
times follow a geometric distribution. By employing Z-transform and embedded Markov chain techniques, we obtain a closed-form
expression of mean packet response time. Through extensive simulations and experiments, we conclude that an M/Geo/1 model
reflects the cloud firewall real system much better than a traditional M/M/1 model. Our numerical results also indicate that we are able

to set up cloud firewall with affordable cost to cloud customers.

Index Terms—Cloud Computing, Firewall, Resources allocation, System modeling.
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1 INTRODUCTION

Cloud computing is becoming popular as the next in-
frastructure of computing platform in the IT industry
[1]. With large volume hardware and software resources
pooling and delivered on demand, cloud computing
provides rapid elasticity. In this service-oriented archi-
tecture, cloud services are broadly offered in three forms:
Infrastructure-as-a-Service (IaaS), Platform-as-a-Service
(PaaS) and Software-as-a-Service (SaaS). Besides, cloud
computing also brings down both capital and opera-
tional expenditure for cloud customers by outsourcing
their data and business.

Despite all these charming features surrounding, secu-
rity is the major concern that people hesitate to transfer
their applications to cloud [2]. On one hand, traditional
attacks such as Distributed Denial of Service (DDoS),
viruses and phishing still exist in clouds. On the other
hand, new specific attacks on the computing mechanism-
s of cloud have also been found, including Economic
Denial of Sustainability (EDoS) attack [3], cross Virtual
Machine (VM) attack [4], and so on.

It is an effective and necessary choice of establishing
a cloud firewall to protect cloud data centers from all
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these attacks. Firewalls are the first line when defending
against malicious traffic, and rule based firewalls are the
most widely deployed among traditional firewalls [5],
[6]. Compared to a cloud platform, traditional firewalls
are generally deployed for private networks which host
relatively specific services [7], [8].

To the best of our knowledge, only a few work [9], [10]
have been done on cloud firewall, and both proposed
a centralized cloud firewall. However, the diversity of
heterogeneous services and complex attacks definitely
means a large rule set and high packet arrival rate
if a centralized firewall is applied for a whole cloud
data center. As a result, it is hard to guarantee QoS
requirement specified by cloud firewall customers. More-
over, important design factors like packet arrival rate (in
both attack and non-attack period), attack (non-attack)
duration and number of rules are customers specific.
Therefore, it is more practical to offer a cloud firewall
for individual cloud firewall customers.

Naturally, a question that arises in setting up a cloud
firewall is how to price this service. From cloud fire-
wall customers’ perspective, they prefer to rent a cloud
firewall from firewall providers as cheap as possible.
While for cloud firewall providers, their primary goal
is financial reward. Therefore, cloud firewall providers
need to optimize resources provisioning cost, which
offers a chance of lowering the cloud firewall price on
behalf of customers without reducing providers’ profit.
Meanwhile, QoS requirement about the cloud firewall
system specified by customers should be satisfied. There
is an inherent trade-off between the two goals: to guar-
antee a pressed response time, large volume of resources
should be invested by cloud firewall providers, which in
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turn increase provisioning cost (and vice-versa).

In this paper, we propose a decentralized cloud fire-
wall framework. The cloud firewall is offered by Cloud
Service Providers (CSP) and placed at access points
between cloud data center and the Internet. Individual
cloud customer rents the firewall for protecting his cloud
hosted applications. Hosting servers of applications are
grouped into several clusters, and resources are then
dynamically allocated to set up an individual firewall
for each cluster. All these parallel firewalls will work
together to monitor incoming packets, and guarantee
QoS requirement specified by cloud customers at the
same time. By covering the vast cloud and firewall
related parameter space, we formulate the resources
provisioning cost.

As aforementioned, the essential issue to achieve a
financial balance between firewall providers and cus-
tomers is to optimize resources provisioning cost. In
order to conduct the optimization, we need to capture
mean packet response time through the firewall system.
As widely adopted in cloud performance analysis [5]
[11], we employ queuing theory to undertake system
modeling. However, we have to point out that the cloud
firewall service times follow a geometric distribution
according to rule match discipline.

The contributions of this paper are summarized as
follows,

o We propose a decentralized cloud firewall frame-
work for individual cloud firewall customers. Re-
sources are dynamically allocated to optimize the
provisioning cost, and guarantee QoS requirement
specified by customers at the same time.

o We introduce novel queuing theory based model
M/Geo/1 or M/Geo/m for performance analysis
of the proposed cloud firewall. By employing Z-
transform and embedded Markov chain techniques,
a closed-form expression of mean packet response
time is derived.

o Extensive simulations and experiments are conduct-
ed to verify our analytical model. The simulation
results claim that geometric distribution is more
suitable for firewall system modeling, and give a
deep insight into tradeoff among optimal resources
provisioning cost, QoS requirement and packet ar-
rival rate.

The remainder of this paper is organized as fol-
lows. In Section 2, we first introduce some preliminary
knowledge about cloud firewall and then present a
decentralized cloud firewall framework. In Section 3, we
formulate the resources provisioning cost optimization
problem with firewall service rate modeling. The novel
M/Geo/1 and M/Geo/m model for system analysis are
described in Section 4. Performance evaluations are con-
ducted in Section 5, and we present further discussion in
Section 6. Finally, we summarize this paper and discuss
future work in Section 7. The related work can be found
from the online supplementary file of this paper.

2 CLOUD FIREWALL FRAMEWORK

In this section, we first discuss several important char-
acteristics about cloud firewall, and then present our
decentralized cloud firewall framework.

2.1 Preliminary knowledge about cloud firewall

Dynamic packet arrival rate. In general, cloud services
are hired by legitimate customers. However, cloud appli-
cations are also vulnerable to various attacks, and a long
time attack is usually rare as they can easily detected
[11]. Therefore, incoming packets to cloud firewalls are
composed of long term legitimate packets and bursty
attack packets. In addition, packet arrival rate is dynam-
ically changing over the time. Moreover, arrival rate of
legitimate packets from benign customers is relatively
low, while attack packets for malicious purposes are
usually at a high rate. In conclusion, it requires a feasible
model to capture the dynamic packet arrival rate in both
attack and normal period.

As a main threat to cloud availability [2], here we take
DDoS attack for example. Moore et al. [12] indicated that
the average DDoS attack duration is around 5 minutes,
with the average DDoS attack rate being around 500
requests per second. While Yu et al. [11] presented that
the mean arrival rate to an observed e-business site in
normal period is lower than 10 requests per second.

On-demand resources provisioning. In order to pro-
vide a cloud firewall, firewall service providers should
invest various resources to fight against possible attacks.
Current CSPs usually pack resources such as CPU, band-
width and storage into Virtual Machine (VM) instances
for service. Generally, multiple VM instance types are
offered and each type has a limited service capacity for
a particular application, which is evident by analysis
results in [13].

In our case, VM instances are launched by providers
to host the cloud firewall. When packet arrival rate
increases, a single VM instance tends to be incapable of
handling the massive incoming packets, or the response
time will violate QoS requirement specified by customer-
s. According to QoS requirement, packet arrival rate
and VM instances service rate, firewall service providers
need to invest more resources on-demand by launching
additional VM instances. New VM instances can be
cloned based on the image file of the original firewall
using the existing clone technology [14], [15]. Specifically,
firewall providers have to invest different volume of
resources in attack and normal period.

Cost and performance trade-off. There is an inherent
trade-off between the following two goals:

o QoS requirement satisfaction. Mean packet response
time requirement specified in QoS should be satis-
fied.

o Resources provisioning cost optimization. Resources
provisioning cost of cloud firewall should be mini-
mized as long as QoS requirement is satisfied.
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2.2 A decentralized cloud firewall framework

As aforementioned, each VM instance has a limited
service capacity for a cloud firewall application. Hosting
a cloud firewall in a single VM instance (even the
most powerful one) tends to be incapable of satisfying
customer specific QoS requirement. In other words, it’s
hard to guarantee response time through a centralized
cloud firewall. Therefore, we propose a decentralized
framework where several firewall run in parallel. As
shown in Figure 1, hosting servers are grouped into
several clusters and a VM instance is launched to host
an individual firewall for each cluster. By distributing
the packet arrival rate into several parallel firewalls
and launching suitable VM instance for each firewall,
response time through each firewall can satisfy the QoS
requirement.

Firewall

Clusters

Fig. 1: A decentralized cloud firewall framework.

Suppose that there are M servers in the cloud data
center hosting applications of an individual cloud fire-
wall customer. x" denotes packet arrival rate to these
applications in non-attack period (superscript n stands
for normal or non-attack). The M servers are grouped
into J clusters (mf,...,m},...,m%) for processing legit-
imate packets. (V*,..., V", ..., V') denote the set of VM
instances which host the parallel cloud firewall for each
cluster. (A\7,..., ATy, A7) denote packet arrival rates to
each firewall, then

J
ijl my =M

E ey
Do A =X

We define the corresponding variables in attack pe-
riod as follows: x® denotes packet arrival rate to the
hosting servers (superscript a stands for attack), which
are grouped into K clusters (m,...,m$,...,m%) for
processing attack packets. (Vi ..., V, ..., V) denote VM
instances space, and (Af,...,\},...,\5) denote packet

3
arrival rates to each firewall. Similarly we have,
K a
Dy i =M
N @)
D=1 A = X

3 RESOURCES PROVISIONING COST OPTI-
MIZATION

In this section, we first formulate resources provisioning
cost. As firewall service rate modeling is critical to
resources provisioning cost optimization, we establish
a mathematical model according to cloud firewall rule
matching discipline and derive that system service times
follow geometric distribution.

3.1

Let T" denote the unit time interval that CSPs charge
VM instances. T* denotes average attack duration in 7.
For simplicity, the scenario that various types of attacks
occur with unequal attack rate and attack duration is not
covered in this paper. In fact, our model can be easily
extended to this general case.

Our primary goal is to optimize resources provision-
ing cost, while satisfying QoS requirement at the same
time. It is intuitive that resources provisioning cost for
our proposed cloud firewall depends on packet arrival
rate. Given x“ and x?, it further relies on how many clus-
ters (J and K) are formed. Moreover, it is determined by
VM instance configuration for the parallel firewalls. In
order to cover the vast cloud firewall related parameter
space, the resources provisioning cost is formulated as
follows,

Resources provisioning cost

Minimize
J K
" P+ T ph €)
j=1 k=1
Subject to
AP < i
vjell,J], )
r < AT.
J
A < g
Vk € [1, K], ®)
ré < AT.

Here p} and pj; denote unit price of VM instance V" in
non-attack period and V¢ in attack period, respectively
(If the two VM instances are of the same type, then
p7 =pf). pf and pj denote service rate of the two VM
instances when running the cloud firewall, which are
in terms of packets per second and will be given later.
r7 and r{ are response time through firewall for cluster
m? and mj, in non-attack and attack period respectively,
and they also will be given later. AT is an acceptable
response time threshold specified in firewall customers
QoS requirement.
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The objective function (3) is to minimize resources
provisioning cost for our proposed cloud firewall. Equa-
tions (4) and (5) are the conditions that have to be met
when configuring VM instances for each firewall in non-
attack and attack period, respectively. Concretely, QoS
requirement constraint has to be met, and arrival rate to
each firewall should be less than its service rate to keep
the system in a stable state.

In general, CSPs specify a limitation of concurrent VM
instances that are available to an account [4]. For exam-
ple, this threshold is 20 in Amazon EC2. In other words,
J and K are usually small. As a result, we can simply
iterate J and K to find the optimal solution to equation
(3). In each iteration, a greedy algorithm is applied to
get an optimal cost for each ] and K. Concretely, we rank
the VM instances in ascending order according to service
rate 1 (which is determined by equation (13)), and then
choose VM instance which satisfies QoS requirement AT
with least p. These obtained VM instances are just the
VM configuration that leads to the optimal cost for each
given J and K. Finally, by minimizing these optimal
costs over J and K, we are able to find an optimal
solution to equation (3).

In order to simplify the calculation, we assume that
packet arrival rate to each firewall is proportional to
number of servers included in the cluster. Then the mean
packet arrival rate to firewall for cluster m} and mj, are
given by,

n_ X'mj

A] - M J 5 (6)
o _ XM
k= M k. (7)

3.2 Service rate modeling

As widely applied in cloud performance modeling [5],
[16], service times are generally assumed to follow ex-
ponential distribution. However, rule match discipline
has to be taken into account in the context of cloud
firewall. For a rule-based firewall, suppose that there
are N rules R;(: = 1,2,..,N) in the rule database.
As shown in Figure 2, all incoming requests will be
examined sequentially rule by rule until a match is
found. Further actions will be taken, e.g., dropping or
passing the incoming requests.

We denote the probability of matching succeeds at a
particular rule R; as p;. In the case that we have no prior
knowledge about rule matching probability distribution,
we suppose that the N rules share the same probability
of matching, ie., p1 =---=p; =--- =py =p > 0. Let
random variable Y denote the number of trials for a first
match, then the probability that we obtain it at rule R;
follows a geometric distribution, which is expressed as

(1-p)~'p 0<i<N
Prly =i = (8)
1-pN-t i=N.

Infinite queue
A U I
oL !

Firewall
Rulebase

\
Cloud
\

1
»

Platform

|
Fig. 2: Flow chart for firewall rule matching.

The mean of the geometric distribution is

E[Y] = : )

where ¢ = 1 — p. From a system point of view, we
care about the average of system service time, which is
denoted as ¢,

(10)

f:zN: <Pr[Y:i}i:Tj>,

where T;(j = 1,2,..., N) denotes match time for rule j.
For VM instance V with m (m > 1) computing cores, its
service rate y is given as,
w=m/t. ()]
Similarly, we assume that the IV rules have the same
matching time 7', ie.,, T} =Ty = --- =Ty =T, in case
we have no priori knowledge about them. Then

= L‘IN)’ (12)
p
__mp
T o

As can be seen from the last equation, service rate
for each VM instance when running cloud firewall only
depends on number of computing cores included and
parameters related to firewall settings, i.e., p, N and
T. Therefore, we only have to discriminate number of
computing cores when deriving service rate u} and puj
in equations (4) and (5).

4 ANALYTICAL MODEL

In this section, we establish an executable mathematical
model for the proposed cloud firewall. Following this
model, we also provide a thorough analysis of the sys-
tem.
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4.1 An embedded Markov chain

We first define a series of variables for the following
calculation. Define {a,} as a set of random variables at
discrete time point n (n > 0). Then we denote random
variable a as limit (if exists) of a,, i.e., a = 1Lm Qp. @
denotes mean value of @, that is, @ = Flal. e

According to performance analysis of cloud data cen-
ter [17], [16], [18], it is generally accepted that service
request arrival rate to the cloud server follows Poisson
distribution,

k=X
HW:M:A;,k:
which describes the probability of k arrivals for a given
time interval, given the mean arrival rate is .

In order to make our modeling, analysis feasible and
practical, we make one reasonable assumption as widely
applied in cloud performance analysis [5], [19]. For
service times of requests, we assume they are indepen-
dent and identically distributed random variables that
follow a geometric distribution as described in the last
subsection with mean service time ¢. Service requests are
served according to first-come-first-served (FCFS) queue
discipline. According to number of computing cores, VM
instances launched for hosting cloud firewall service are
modeled as an M/Geo/1 or M/Geo/m queuing system.

An M/Geo/1 queuing system may be considered as a
semi-Markov process [20], which can be analyzed by the
embedded Markov chain technique. The fundamental
idea behind this technique is that we have to select
Markov points in which the state of the system is ob-
served. In this paper, we choose the set of departure
instants from service as the moments at which we model
the number of tasks in system.

Let ¢, and ¢, 11 represent the number of requests left
behind by departure of the nth and (n + 1)th requests
from service, respectively, while v, ; denotes the num-
ber of requests arriving during the service of the (n+1)th
request. Then we have

0,1, ... (14)

gn — 1+ Up+1  QGn > 0

dn+1 = (15)

Un+1 dn = 0.

In order to derive equilibrium balance behavior of
the system, we need to calculate the one-step transition
probabilities with the embedded Markov chain, which
are defined as

Pij £ Plagns1 = jlan = ). (16)

Since we select the departure instants as the Markov
points, it’s clear that ¢,41 < ¢, — 1 is impossible; on
the other hand, g,+1 > ¢, — 1 is possible for all values
due to the arrivals v,11. We also have to consider two
cases with regard to ¢,,. Whether the nth request leaves
behind an empty system (i.e., ¢, = 0) or not leads to a
slight difference in v,1. Therefore, we calculate p;; as

follows,
0 j<i-1

Po=j—i+1) j>i—1&i >0,

where v = lim wv,41 denotes the limiting arrivals during
n— oo

service time for a request. Actually it should be v,

instead of v. However, it’s easy to find v,41 depends

only on the duration of ,,41 and not on n at all.

Fig. 3: State-transition-probability diagram for the
M/Geo/1 embedded Markov chain.

The state-transition-probability diagram is shown in
Figure 3, where states are numbered as the current
number of requests in the system. For clarity, some states
and transitions are omitted and state ¢ is highlighted for
illustration. Please note that though this state-transition-
probability diagram is similar to that of an M/G/1
queue, state transition only happens at discrete time
point in our M/Geo/1 queue due to that the service time
follows a geometric distribution.

To completely specify the transition matrix P, P[v = k]
is calculated as follows [21],

N (AiT)*
!

Po =k = e M Prly = ). (18)

=1

After finding the transition probability matrix P, the
stationary probabilities may be obtained from the equa-
tion m = 7P, augmented by the normalization equation

o
1=0

where 7 is the limiting probability that a departing
request will leave behind k requests. Once we have
obtained the stationary probabilities, we are able to
derive the equilibrium system performance metrics.

Besides, in order to keep the system in a stable state,
we have to make sure that

(19)

p=A<1, (20)
which is always true due to that we choose VM instances
which can sustain the arrival rate, as described in equa-
tions (4) and (5).
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4.2 System analysis of the M/Geo/1 queue

Here we use the Z-transform to derive a closed-form
expression of mean packet response time. Consider a
function of discrete time f;, which takes on nonzero
values only for the nonnegative integers, that is, for
k=0,1,2,.. (i.e., fr = 0 for k < 0). The Z-transform
of fi is defined as follows,

F(z) = Z fez.
k=0

Firstly, we introduce a discrete step function Ay, which
takes on values 1 only for positive integers,

21

1 k=1,2,..
Ay = (22)
0 k<0.
Equation (15) now can be rewrote as
dn+1 = 4n — Aqn + Un41- (23)

Then by first squaring equation (23) and taking ex-
pectations on both sides [21], we have an intermediate
result for g,

E[?] - E[7]
2(1=p)
The unknown part of equation (24) is E[v?] and E[v],

which are the first and second moments of v.

Due to that various derivatives of Z transforms (prob-
ability generating function) evaluated on z =1 give the
various moments of the random variable under consid-
eration, we have to calculate V' (z), which is denoted as
Z-transform for distribution of arrivals during a service
time. Based on the probability distribution function de-
scribed in equation (18), we have

Eld = p+ (24)

V(z)=> Plv =k
k=0
= Z <Z ()\lj) e M prly = z])zk
k=0 \ i=1 '
N oo .
=22 (QZ;CT;)]C@”PT[Y = z])z’“ (25)
=1 k=0

Il
[]=
T
=
~
Il
[
/N
>
IS
i
>
S
N—

Let Y(2') denote Z-transform for distribution of ran-
dom variable Y, which is defined as follows,
V()= Prly =i(z)". (26)

i=0
We note the last two equations are of the same form,

with the variable 2’ replaced by e**7=2T). So we derive
the result that

V(z) =Y (T, (27)

which is similar to V(z) = B*(A — Az) for continuous
service time, i.e., the M/G/1 model. Forming the second
derivative of equation (27) and take value on z = 1, we
have

2_5 = V@
T e es)
= NT2E[Y2).

The last equation is just the unknown part in equation
(24). By Substituting it into equation (24), we finally get
the mean number of requests in system (in waiting or in
execution) is

Elq]
A2T2E[Y?]
2(1 - p)

For any Poisson arrivals system, the distribution of
number of requests in system at the time of a service
departure is identical to the distribution of number of
requests at an arbitrary time [21]; thus the mean number
of tasks at an arbitrary time is equal to g.

Applying Little’s law, the mean response time (waiting
plus execution) is

g =
(29)

T o= q/\
_ AT?EY?

21-p)

4.3 System analysis of the M/Geo/m queue

For VM instance with several computing cores m > 1, we
model it as an M/Geo/m queue. However, key perfor-
mance metrics for an M/G/m queue cannot be obtained
in closed form, which is also true for the M/Geo/m
queue. To get a closed-form expression for the mean
packet response time, we make some approximations
based on deduction in [22], [23].

First, the probability that there is no request waiting
in the queue is

= (mp)*
Po=1| > ot
k=0 ’

(30)

(mp)™
ml(1 —p)

-1
: @31)

here p = At/m. The probability that a request has to wait
(approximately) is given as

(mp)™
m!(1 - p)

The expected number of request waiting in queue (not
in service) is given by

PQ = PQueuing = ]DO‘ (32)

Ng = QtzipPQ. (33)
2t°(1 - p)
Applying Little’s Theorem, we get the mean waiting
time as N
W=, (34)

from which the mean response time (approximately) is
given as

T=t+

Ng
-~ (35)
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Please note that though these performance metrics are
approximately given, they are exactly true for m = 1. In
other words, equation (30) is a special case of equation
(35).

5 PERFORMANCE EVALUATION

In this section, we first validate our analytical model
and investigate basic parameter settings of the proposed
cloud firewall. Then the tradeoff among resources pro-
visioning cost, QoS requirement and packet arrival rate
is thoroughly studied.

5.1 Analytical model validation

In the following experiments, we take VM instances
offered by Amazon EC2 for calculation. Two pricing
options for VM instances are offered by Amazon EC2:
on-demand and reservation [24]. To capture the dynamic
resources provisioning and allow for request of VM
instances at any time, we employ the on demand pricing
option.

We first have to give a sensible estimation of service
rate of each VM instance, which is determined by N, T,
m and p according to equation (13). Here N is set 1000
and p = 1/N. As cloud firewall should be transpar-
ent to users, we assume response time through each
cloud firewall is in granularity of millisecond (which
is reasonable according to analysis results in [5]). As a
result, rule matching time 7" should be in granularity of
microsecond. In this paper, T is set as 27us. Service rate
of VM instances are listed in Table I.

TABLE 1: Service rate of VM instances

Instance Instance Instance | Service
Type Configuration Price Rate
smal | 1D LIGE KAM T g0080 | 58

Medium 2 ECELJio?gBSCC;l]?sE AM, $0.160 117
Large R oan RAM T 50300 | 234

Extra Large 8 E?gg,OlGSg Eli?l?M, $0.640 468

As discussed previously, we use average packet re-
sponse time through the cloud firewall as a key metric
for our performance evaluation. First, we are interested
in the comparison between our M/Geo/1 model and
the general M/M/1 model. The experimental results are
shown in Figure 4. It is easy to find that our M/Geo/1
model outperforms the M/M/1 model as it matches the
simulation results much better. In other words, it’s more
reasonable to assume the firewall service rate follows a
discrete geometric distribution than a continuous expo-
nential distribution. Here A is set at most 50 packets per
second (pps) as service rate of the small VM instance is
58.

For an M/Geo/m queue, its closed-form response
time is approximately given, which is a decision variable

to resources provisioning cost optimization. Therefore,
we have to check whether this approximation is rea-
sonable. We simulate the relationship between average
request response time and attack rate, and compare
simulation results with analytical results derived for
M/Geo/m. The simulation is conducted for an extra
large VM instance, i.e., m = 8.

0.12 T T T
—— Simulation
—&— M/Geo/1

01k ——mmn

0.08

0.06 -

0.04

average response time /s

0.02 Fy it q

0 i i i i i i
0 5 10 15 20 25 30 35 40 45 50

packet arrival rate A

Fig. 4: Comparison of M/Geo/1 and M/M/1.

Both analytical and experimental results are illustrated
in Figure 5. Our M/Geo/m model is confirmed by the
simulation results that the mean experimental response
time fluctuates around the expectation obtained from
equation (35). As can be seen from Figure 5, the average
response time smoothly increase when attack rate grows.
However, as offered load p — 1, the response time
increase sharply. The reason for this sharp increase is
that the arrival packets to the extra large VM instance
reaches its maximum processing rate of 1/t¢, which is
approximately 468 packet per second (pps).

0.055

T T T
—— Experimental
0.05 . —9— Analytical i

0.045 q
4
[}
E 0.04 q
[}
(%]
f=4
2 0.035 g
1<)
[
& 0.3 4
3]
g

0.025 i

0.02 4
o8 & $006060
0.015 i i i i i i i i i
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packet arrival rate A

Fig. 5: Validation of approximate closed-from mean

packet response time for M/Geo/m.

The results also confirm our earlier claim that a cen-
tralized firewall for a whole cloud platform is imprac-
tical. It is rather easy for packet arrival rate in attack
period to exceed service rate of VM instances. A much
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larger N (e.g., 10000 rules) makes it even worse. Based on
these results, we claim that the proposed decentralized
cloud firewall is necessary and feasible.

5.2 Firewall parameter settings

Cloud customers usually have personalized require-
ments for firewall, which is mainly due to that different
applications are of varying degrees vulnerable to various
attacks. For example, an e-business web site is highly
likely more vulnerable to phishing attack compared to
a news site due to that cloud customers earn much
more money from the former. Therefore, rule set in cloud
firewalls differs for cloud customers. In this section, we
aim to find the relationship between N, p and mean
packet response time.
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Fig. 6: The relationship between number of rules and
mean packet response time.
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Fig. 7: The relationship between rule matching probabil-
ity and mean packet response time.

In Figure 6, we show the relationship between number
of rules N and average response time of a cloud firewall.
Here p = 1/5000 and X is set at most 90 pps due to
that service capacity of the extra large VM instance is
now approximately 93 pps according to equation (13).

From our analytical model, it’s expected that more rules
decrease service capacity and result in more time to
process arrival packets of a given attack rate, which is
confirmed by the simulation results.

Figure 7 exhibits the impact of rule matching prob-
ability p against average response time. \ is set as 90.
It's easy to find that a larger matching probability p
leads to less response time, which means firewall service
providers are encouraged to put rules easier to match
on top of the rule list in cloud firewall to satisfy firewall
service customers QoS requirement.

5.3 Cost and performance tradeoff

In this part, we try to show how performance metric
”QoS requirement AT” affects optimal cost according to
equation (3), i.e., whether there exists a trade-off. We are
also interested in how packet arrival rate can affect this
trade-off. As can be seen from equation (3), x* and x"
have an independent yet similar impact on the optimal
resources provisioning cost. So we take x* for example
and set x™ = 200 pps as a constant. In the following
experiments, N = 1000, M = 20, p = 1/N, T" = 1 hour
(unit time interval charging VM instances in Amazon
EC2), T* = 5 min (here we take average DDoS attack
duration for example).

The input parameters are x“, x" and AT, and the
output are the optimal resources provisioning cost, the
corresponding number of clusters J and K for non-
attack and attack period respectively. Besides, J and
K are set less than 20 according to that at most 20
concurrent VM instances are available to an account in
Amazon EC2 [4].

The results are shown in Figure 8 (a)-(d). The results
indicate that: 1) for a given QoS requirement and packet
arrival rate, there exists an optimal resources provision-
ing cost; 2) for a given packet arrival rate, the longer
QoS requirement is, the cheaper the optimal resources
provisioning cost (compare Figure 8 (a) and (b)); 3) for
a given QoS requirement AT, the smaller packet arrival
rate, the cheaper the optimal resources provisioning cost
(compare Figure 8 (a) and (c)). The results also illustrate
that there are generally several VM configurations (J and
K) that can achieve an optimal resources provisioning
cost.

In Figure 9, we compare the optimal resources pro-
visioning cost for attack rate 1500 pps, 3000 pps and
4500 pps. QoS requirement AT is set to be 500 ms, 100
ms and 20 ms. It’s easy to find that there is a trade-off
among the three parameters, just as we have concluded
from Figure 8. Something new is also illustrated: 1) the
optimal resources provisioning cost keeps a constant
when AT grows from 100 ms to 500 ms, which is due
to that AT now is no longer a constraint in equation
(4) and (5); 2) when AT = 20 ms, the optimal resources
provisioning cost is 0, which means the constraint is so
strict that there is no solution to equation (3).

For readers’ reference, we list the numerical results
in Table 2. By comparing the optimal cost with price of

1045-9219 (c) 2013 |EEE. Personal useis permitted, but republication/redistribution requires | EEE permission. See
http://www.ieee.org/publications_standards/publicationg/rights/index.html for more information.



This article has been accepted for publication in afuture issue of thisjournal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI
10.1109/TPDS.2014.2314672, IEEE Transactions on Parallel and Distributed Systems

Cost /$
Cost /$

10 5 20 K (Attack) 10 K (Attack)

J (Non-attack) J (Non-—attack)

(a) AT = 20 ms, x® = 1500 pps (b) AT = 100 ms, x® = 1500 pps
pp PP

1.5

2 0 s 0
8 8
10 5 o 20 K (Attack) 10 5 o 20 K (Attack)
J (Non-attack) J (Non-attack)
(c) AT =20 ms, x* = 3000 pps (d) AT = 100 ms, x* = 3000 pps

Fig. 8: The impact of QoS requirement AT and packet arrival rate in attack period against optimal resources
provisioning cost.

TABLE 2: Optimal resources provisioning cost and cor-
responding VM instance configuration

QoS requirement AT | Optimal VM configuration
Attack rate \@ cost 0 non-attack | attack
20 ms 1 medium
1500 pps $0.7467 1 large 5 extra large
100 ms 1 large
1500 pps $0.5067 1 large 5 extra large
@ 20 ms 1 medium
7 3000 pps $1.0133 1 large 10 extra large
o
100 ms 2 large
3000 pps $0.6933 1 large 6 extra large
45801?);5 $0.0000 infeasible infeasible
o o $0.8533 | 1large | 10 extra large

4500 AT /ms

Attack rate /pps

Fig. 9: Trade-off among resource provisioning cost, QoS

- pricing. Assume that parameters N, p, x* and x’ are giv-
requirement and attack rate.

en. Let #(AT) denote an optimal resources provisioning
cost function with respect to a given AT. 6,,;, denotes
the cheapest optimal resources provisioning cost when
AT increases. We propose that 6,,;, can be published as
price for the cloud firewall under the given parameters
set. Of course, QoS requirement interval sustained by
Table 2 also offers firewall service providers a tool for this price should also be published. For example, firewall

Amazon VM instances (refer to Table 1), we claim that
its practical and feasible to set up an cloud firewall for
individual cloud customers.
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service providers just offer $0.5467/hr as price for cloud
firewall with packet arrival rate x™ = 200 pps, x* = 1500
pps, N = 1000 and p = 1/N. The corresponding QoS
requirement interval is [49ms, oc].

6 FURTHER DISCUSSION

To the best of our knowledge, this paper is an early
work to discuss resource provisioning cost optimization
in the context of cloud firewall. As a new research field,
there are many other mathematical tools available to
address this optimization problem, such as game theory
[25], integer linear programming [24] and stochastic
programming [26]. Due to the limitations of knowledge,
time and space, we have only employed queuing theory
in this paper.

Our analytical model assumes that packet arrivals to
the cloud server follow Poisson distribution, and the
service times follow Geometric distribution. For certain
types of network traffic, assuming Poisson arrivals is
feasible [27]. However, for general traffic like Ethernet,
their arrivals do not always follow a Poisson distribution
but are rather bursty or heavy-tailed [28], [29]. Also, the
assumption that all rules share the same matching prob-
ability is hard to meet in reality. Considering different
matching probability and non-Poisson distribution will
make a closed-form analytical solution intractable. To ad-
dress these limitations, DES (Discrete Event Simulation)
can be employed [30].

7 CONCLUSION AND FUTURE WORK

In this paper, we point out that it’s impractical to estab-
lish a firewall for a whole cloud data center. However,
cloud service providers possess a potential to provide
cloud firewalls for individual cloud customers. In view
of this challenge, we propose a decentralized cloud
firewall framework, where several firewall running in
parallel to guarantee QoS requirement. As resources are
dynamically allocated in cloud firewall, we investigate
how to optimize the resources provisioning cost.

We establish novel queuing theory based model for
performance analysis of the proposed cloud firewall,
where firewall service times are modeled to follow ge-
ometric distribution. Extensive simulations confirm that
M/Geo/1 reflects the cloud firewall real system better
than traditional M/M/1. Besides, it is feasible to set
up firewall for individual cloud hosted services with an
affordable cost to cloud customers.

As future work, we firstly plan to improve the decen-
tralized framework to capture more personalized details
in application level. Secondly, we would like to propose
a pricing model for the cloud firewall, which helps
to achieve a financial balance between provider and
customer. Real cloud environment experiments for the
proposed cloud firewall are also expected in the near
future.
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