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Abstract—� Since past few years there is tremendous 

advancement in electronic commerce technology, and the use 

of credit cards has dramatically increased. As credit card 

becomes the most popular mode of payment for both online as 

well as regular purchase, cases of fraud associated with it are 

also rising. In this paper we present the necessary theory to 

detect fraud in credit card transaction processing using a 

Hidden Markov Model (HMM). An HMM is initially trained 

with the normal behavior of a cardholder. If an incoming 

credit card transaction is not accepted by the trained HMM 

with sufficiently high probability, it is considered to be fraudu- 

lent. At the same time, we try to ensure that genuine 

transactions are not rejected by using an enhancement to 

it(Hybrid model).In further sections we compare different 

methods for fraud detection and prove that why HMM is more 

preferred method than other methods. 

Keywords-Credit card , fraud , Hidden Markov Model ,Hybrid 

model 

 Introduction  

An e-commerce payment system facilitates the acceptance 
of electronic payment for online transactions. Also known as 
a sample of Electronic Data Interchange (EDI), e-commerce 
payment systems have become increasingly popular due to 
the widespread use of the internet-based shopping and 
banking. In the early years of B2C transactions, many 
consumers were apprehensive of using their credit and debit 
cards over the internet because of the perceived increased 
risk of fraud. There are numerous different payments 
systems available for online merchants. These include the 
traditional credit, debit and charge card but also new 
technologies such as digital wallets, e-cash, mobile payment 
and e-checks. Another form of payment system is allowing a 
3rd party to complete the online transaction for you. These 

companies are called Payment Service Providers (PSP). 

The Credit Card is a small plastic card used to buy the 
goods and services on the cardholder’s promise to pay for it 
later. It’s estimated that credit card fraud events causes loses 
of about $2 billion a year globally to the credit card industry 
[1]. Unfortunately credit card fraud is a fact-of-life for all 
merchants who accept credit card payments as part of their 
business operation. With the increasing transition to online 
merchandising via the Internet, online credit card fraud is a 

serious issue. A business requires a sound order-
confirmation-system if we want to avoid getting 'ripped-off', 
being subject to bank 'charge-backs' and/or constantly 

arranging refunds for fraudulent transactions.

The credit card fraud-detection domain presents a number of 
challenging issues [3]: 
� There are millions of credit card transactions processed 
each day. With Customer-independent model, it is very 
difficult to process the massive amounts of data efficiently. 
� The data are highly skewed—many more transactions are 
legitimate than fraudulent. Typical accuracy based mining 
techniques can generate highly accurate fraud detectors by 
simply predicting that all transactions are legitimate, 
although this is equivalent to not detecting fraud at all. To 
overcome this problem, some researchers have developed 
methods to generate training sets of labeled transactions 
with a desired distribution by replicating transaction records 
labeled fraud. 
� Some factors used in some detection models, such as age 
and income of cardholder, which are significant in the 
detection models, are not available or unreliable in practice. 
To address above issues, we design a behavior-based fraud 
detection model. In this model, no demographic information 
is needed, and also data used to establish the model are 

transaction records of a single credit card instead of ones 
from many different credit cards. Instead of supervised 
learning algorithms, unsupervised learning algorithms are 
employed to detect outlier patterns from normal ones. 
Behavior-based fraud detection model means that the data 
used in the model are from the transactional behavior of 
cardholder directly or derived from them. And personal data 
such as age, gender used in other models [2, 3, 4] are not 
used in our behavior-based model. There are many kinds of 
credit card transactions such as on-line commercial 
transactions or face to- face ones.  

In this paper, we model the sequence of operations in credit 
card transaction processing using a Hidden Markov Model 
(HMM) and show how it can be used for the detection of 
frauds. An HMM is initially trained with the normal 
behavior of a cardholder. If an incoming credit card 
transaction is not accepted by the trained HMM with 
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sufficiently high probability, it is considered to be 
fraudulent. At the same time, we try to ensure that genuine 
transactions are not rejected. We present detailed 
experimental results to show the effectiveness of our 
approach and compare it with other techniques available in 
the literature [2]. 

The first section gives a brief idea of necessity for credit 
card fraud detection also giving an overview of HMM 
model as a solution to it.The next section deals with the 
different research works done on credit card fraud detection 
which helps us to decide the most efficient method for 
it.Finally we conclude with the result based on various 
analysis done. 

I. RELATED WORK

To detect credit card fraud there are multiple approaches 
like- 
1. A Fusion Approach Using Dempster-Shafer Theory And 
Bayesian Learning. 
2. Blast-Ssaha Hybridization. 
3. Hidden Markov Model. 
4. Fuzzy Darwinian Detection. 
5. Bayesian And Neural Network. 
Different Algorithms are there for each Model. 
        As mentioned in [4]First approach i.e. DEMPSTER-
SHAFER THEORY basically proposes Fraud Detection 
System using information fusion and Bayesian learning in 
which evidences from current aswell as past behavior are 
combined together  and depending on certain type shopping 
behavior establishes an activity profile for every cardholder. 
It has advantages like: - high accuracy, processing speed, 
reduces false alarm, improves detection rate, applicable in 
E-commerce. But one disadvantage of this approach is that 
it is highly expensive.Refer table 1. 
As the name suggest BLAST-SSAHA HYBIDIZATION  is 
a hybridization of BLAST and SSAHA algorithms which is 
referred as BLAH-FDS algorithm. This algorithm is 
basically the efficient two-stage sequence alignment 
algorithm which is used for analyzing spending behavior of 
customers. The performance of this algorithm is good, also 
accuracy is high. It is useful in telecommunication and 
banking fraud detection and processing speed is also high. 
But disadvantage is that it does not detect cloning of credit 
cards. [4]     
In the third approach Baum Welch algorithm is used for 
training purpose and K-means algorithm for 
clustering.HMM sores data in the form of clusters 
depending on three price value ranges low, medium and 
high. The probabilities of initial set of transaction have 

chosen and FDS checks whether transaction is genuine or 
fraudulent. Since HMM maintains a log for transactions it 
reduces tedious work of employee but produces high false 
alarm as well as high false positive. Refer table 2  

Fuzzy Darwinian Detection is Evolutionary-Fuzzy 
system which uses genetic programming for evolving 

fuzzy logic rules. It classifies the transactions into 
suspicious and non-suspicious. It comprises of Genetic 
Programming (GP) search algorithm and a fuzzy expert 
system. This approach has very high accuracy and produces 
a low false alarm. But it is not applicable in online 
transactions. Also it is highly expensive and processing 
speed is low.[4] Refer table 3. 
Bayesian and Neural network approach is automatic credit 
card fraud detection system and type of artificial 
intelligence programming which is based on variety of 
methods including machine learning approach, supervised  
and data mining for reasoning under uncertainty. The 
advantage of neural network is that it learns and does not 
need to be reprogrammed. Its processing speed is higher 
than Bayesian neural networks but it needs high processing 
time for large neural networks. Whereas Bayesian neural 
networks provide good accuracy but needs training of data 
to operate and requires high processing speed.[4]. Refer 
table 4. 

The Hidden Markov Model (HMM) is a variant of a finite 
state machine having a set of hidden states, Q, an output 
alphabet (observations), O, transition probabilities, A, 
output (emission) probabilities, B, and initial state 
probabilities, . The current state is not observable. Instead, 
each state produces an output with a certain probability (B). 
Usually the states, Q, and outputs, O, are understood, so an 
HMM is said to be a triple, ( A, B,  ). 
In our work we will be considering the following parameters 
as explained in [2]: 

1. N is the number of states in the model. We denote 
the set of states S :S1; S2; . . . SN , where Si, I=1; 
2; . . .; N is an individual state. The state at time 
instant t is denoted by qt. 

2. Observations (symbols) O = { ok }, k = 1, . . . , M . 

In our case we will be using the 3 price ranges 

high, medium and low. Hence, O={l,m,h} so M=3. 

3. Transition probabilities A = {aij = P(qj at t +1 | qi at 

t)}, where P(a | b) is the conditional probability of 

a given b, t = 1, . . . , T is time, and qi in Q. 

Informally, A is the probability that the next state is 

qj given that the current state is qi.

4. Emission probabilities B = { bik = bi(ok) = P(ok | qi)

}, where ok in O. Informally, B is the probability 

that the output is ok given that the current state is 

qi.

5. Initial state probabilities  = {pi = P(qi at t = 1)}.  

There are 3 canonical problems to solve with HMMs as 

described in[6]: 
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1. Given the model parameters, compute the 
probability of a particular output sequence. This 
problem is solved by the Forward and Backward 
algorithms .  

2. Given the model parameters, find the most likely 
sequence of (hidden) states which could have 
generated a given output sequence. Solved by the 
Viterbi algorithm and Posterior decoding.  

3. Given an output sequence, find the most likely set 
of state transition and output probabilities. Solved 
by the Baum-Welch algorithm  

Forward Algorithm  

Let t(i) be the probability of the partial observation 
sequence Ot = {o(1), o(2), ... , o(t)} to be produced by all 
possible state sequences that end at the i-th state.   

t(i) = P(o(1), o(2), ... , o(t) | q(t) = qi ).  

Then the unconditional probability of the partial observation 
sequence is the sum of t(i) over all N states.  

The Forward Algorithm is a recursive algorithm for 

calculating t(i) for the observation sequence of increasing 

length t . First, the probabilities for the single-symbol 

sequence are calculated as a product of initial i-th state 

probability and emission probability of the given symbol 

o(1) in the i-th state. Then the recursive formula is applied. 

Assume we have calculated t(i) for some t. To calculate 

t+1(j), we multiply every t(i) by the corresponding 

transition probability from the i-th state to the j-th state, sum 

the products over all states, and then multiply the result by 

the emission probability of the symbol o(t+1). Iterating the 

process, we can eventually calculate T(i), and then 

summing them over all states, we can obtain the required 

probability. 

Backward Algorithm 

In a similar manner, we can introduce a symmetrical 
backward variable t(i) as the conditional probability of the 
partial observation sequence from o(t+1) to the end to be 
produced by all state sequences that start at i-th state (3.13).   

t(i) = P(o(t+1), o(t+2), ... , o(T) | q(t) = qi ).  

The Backward Algorithm calculates recursively backward 
variables going backward along the observation sequence. 
The Forward Algorithm is typically used for calculating the 
probability of an observation sequence to be emitted by an 
HMM, but, as we shall see later, both procedures are heavily 
used for finding the optimal state sequence and estimating 
the HMM parameters.  

Posterior decoding 

There are several possible criteria for finding the most likely 

sequence of hidden states. One is to choose states that are 

individually most likely at the time when a symbol is 

emitted. This approach is called posterior decoding.   

Let  t(i) be the probability of the model to emit the symbol 

o(t) being in the i-th state for the given observation 

sequence O.   

 t(i) = P( q(t) = qi | O ).  

It is easy to derive that  

 t(i) = t(i) t(i) / P( O ) , i =1, ... , N , t =1, ... , T  

Then at each time we can select the state q(t) that maximizes 

 t(i).   

q(t) = arg max {  t(i)}  

Posterior decoding works fine in the case when HMM is 

ergodic, i.e. there is transition from any state to any other 

state. If applied to an HMM of another architecture, this 

approach could give a sequence that may not be a legitimate 

path because some transitions are not permitted.  

Viterbi algorithm  

The Viterbi algorithm chooses the best state sequence that 

maximizes the likelihood of the state sequence for the given 

observation sequence. 

Let  t(i) be the maximal probability of state sequences of 

the length t that end in state i and produce the t first 

observations for the given model.  

 t(i) = max{P(q(1), q(2), ..., q(t-1) ; o(1), o(2), ... , o(t) | q(t) 

= qi ).}  

The Viterbi algorithm is a dynamic programming algorithm 

that uses the same schema as the Forward algorithm except 

for two differences: 

1. It uses maximization in place of summation at the 

recursion and termination steps.  

2. It keeps track of the arguments that maximize  t(i)

for each t and i, storing them in the N by T matrix 

. This matrix is used to retrieve the optimal state 

sequence at the backtracking step. 

Baum-Welch algorithm 
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Let us define  t(i, j), the joint probability of being in state q i

at time t and state q j at time t +1 , given the model and the 
observed sequence: 

 t(i, j) = P(q(t) = q i, q(t+1) = q j | O, )

Therefore we get 

The probability of output sequence can be expressed as 

The probability of being in state q i at time t:

Estimates 

Initial probabilities: 

Transition probabilities: 

Emission probabilities: 

In the above equation  * denotes the sum over t so that o(t)
= ok.

In this way we will apply these algorithms to train the 

HMM .It includes clustering algorithm also. 

For performance evaluation of the tree most popular 

 clustering techniques K-Mean clustering, Hierarchical 

 clustering and Farthest first clustering, we have taken three 

datasets containing nominal attributes type that is all these 

datasets contains the continuous attributes. As suggested by 

Pallavi , Sunila Godara et.al[7] the result analysis shows 

that K-means algorithm performs  well without inserting the 

principle component analysis filter compared to the 

Hierarchical clustering algorithm and  Farthest first 

clustering since it have less instances of incorrectly 

clustered objects on the basis of class clustering. 

K-Means Clustering:-

The K-Means Clustering consists of basic steps. In this 
algorithm we initially determine the number of clusters 
present ,assume it to be K and we also assume the center or 
centroid of these clusters. Now we can consider an random 
objects as the initial centroids or we can also consider the 
sequence of first K objects as the centroids. Later the K-
Means algorithm will carry out  the iteration of below stated 
3 steps till the convergence. 
Step1: Determine the centroid coordinate 
Step 2. Determine the distance of each object to the 
centroids  
Step 3.Group the object based on minimum distance (find 
the 
closest centroid).  

II. SUMMARY:-

A highly efficient and accurate credit card fraud detection 
system is the need of the hour as millions of credit card 
transactions are being carried out every day. As  a result a 
large amount of research is being carried out in this domain 
and a number of techniques are proposed overcome credit 
card fraud. As seen in the previous section our study shows 
that HMM model is the best alternative to detect online  
credit card frauds. The HMM uses the K-Means algorithm 
for clustering purpose which is based on finding the 
centroids of the clusters and then grouping the minimum 
distance objects from the centroid into one group. The 
HMM uses the Baum Welch algorithm for training purpose. 
It produces high false alarms and the performance is low as 
compared to the other methods[4].  Though it produces high 
false alarm as well as high false positive this drawback can 
be overcome by using Hybrid model as mentioned in [5]. 
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