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ABSTRACT In recent years, there has been an increase in the number of phishing attacks targeting people in
the fields of defense, security, and diplomacy around the world. In particular, hacking attack group Kimsuky
has been conducting phishing attacks to collect key information from public institutions since 2013. Themain
feature of the attack techniques used by the Kimsuky attack group are to conceal malicious code in phishing
e-mails disguised as normal e-mails to spread a document file that is vulnerable to security, such as a Hangul
file, or to induce interest through a social engineering attack technique to collect account information. This
study classified the types of phishing e-mail attacks into spoofed e-mails, e-mail body vulnerability use, and
attached file spoofing, and detailed analyses of their attack methods, such as commonality and characteristic
analyses, were performed to analyze the profile of this phishing e-mail attack group. Based on the results,
the purpose of the attacking groupwas determined to be intelligence gathering because it focused on phishing
attacks targeting Korean diplomatic and defense public institutions and related foreign institutions. Finally,
a countermeasure that can be used by mail service providers and mail users to respond to phishing e-mails
is suggested.

INDEX TERMS Phishing mail, hacking, cyber attack group, profiling.

I. INTRODUCTION
Recently, phishing attacks targeting people in the fields of
defense, security, and diplomacy have rapidly been increasing
around the world. In particular, the hacking attack group
Kimsuky has been engaged in phishing attacks since 2013 to
collect major information from public institutions [1]. This
attack group was given the name Kimsuky because a report
released in 2013 by the anti-virus company Kaspersky con-
firmed that the mail account used by this group for certain
cyber attacks was registered as Kimsukyang. This group
is known to use e-mail to conduct cyber attacks to collect
sensitive information from officials in the fields of defense,
national security, and diplomacy. Its main techniques seem
to be collecting account information by distributing docu-
ment files such as vulnerable Hangul documents created by
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the Hangul Word Processing (HWP) application that con-
ceal malicious code in phishing e-mails disguised as regular
e-mails and attracting users’ attention with social engineering
attack techniques [2].

The Kimsuky attack group has been reported to pursue
targets around the world and gain information on various
topics of interest from the North Korean government [3]. The
cases of cyber attacks by the Kimsuky attack group within
South Korea are listed in Table 1. A joint investigation team
of the South Korean government concluded in 2014 that the
Kimsuky attack group was operating based on the composi-
tion and operation method of the malicious code examined.
Its usage was similar to that of the shellcode used by the
existing Kimsuky attack group, and the IP address used in the
previous attack was a partial match to the Chinese IP band
used in the previous attack. Since then, cyber attacks have
continued to be carried out against public institutions in
Korea [2].
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TABLE 1. Cases of cyber attack by kimsuky attack group in South Korea.

The attacks by the Kimsuky attack group are different
from a general phishing attack because it is actively targeting
Korea, Japan, and the United States for political purposes [3].
Unlike general phishing attacks targeting civilians for finan-
cial purposes, the Kimsuky attack group’s activities have
focused on phishing attacks targeting Korean diplomatic and
defense public institutions and related foreign institutions.
Thus, it has been concluded that these have had the purpose of
intelligence gathering. This study determined the main char-
acteristics of and countermeasures to attacks by this attack
group by analyzing the correlation between the phishingmail,
mail destinations, and malicious code distribution by the
Kimsuky attack group since 2018.

II. TYPES OF PHISHING MAIL ATTACKS
The social engineering method used by the Kimsuky attack
group is the spear phishing method, which is a social engi-
neering attack targeting a specific organization [4]. Public
information such as the e-mail addresses and names of the
employees of diplomatic and defense public institutions was
collected in the first stage. Documents and e-mails about
recent issues related to diplomacy and defense were forged
in the second stage, and a social engineering method was
used to send e-mails disguised as coming from workers in
the diplomatic and defense fields in the third stage.

Phishing refers to an attack method using an e-mail that
combines the terms private data and fishing. This technique is
a method in which an attacker conceals malicious code in an
e-mail or messenger, disguising it as normal content to steal
information (that is confidential, important, personal, etc.)
from an Internet user. The Kimsuky attack group continues
to carry out cyberattacks such as account information capture
and malicious code distribution by using phishing mail as
a major attack route. This kind of attack can be applied to
mobile networks, wireless sensor networks, ad hoc networks,
and hog computing environments [5, 6, 7, 8, 9].

This paper reports the results of an analysis of the associa-
tion of the phishing e-mails used by the Kimsuky group. The
group was comprehensively analyzed by investigating phish-
ing e-mails, disguised documents, malware, waypoint IPs,
and 13 victim servers.

A. DISGUISED E-MAIL
1) PORTAL SITE INFORMATION MAIL PHISHING ATTACK
In recent times, personal information is being stolen contin-
uously, and account theft and sales are occurring as a result

of leaked personal information [10]. As shown in Fig. 1, a
portal site provides users with an e-mail for access to accounts
and password change records. The attacker uses these guide
e-mails to send e-mails disguised as e-mails from portal
site customer centers, which are used in an attack technique
to induce users to provide account information. This is a
typical social engineering attack method that impersonates
a trusted sender called the customer center of the portal
site.

FIGURE 1. Phishing attack as counterfeit portal reminder mail. The
hacking group sent an e-mail to induce additional logins to expose the
member’s password.

2) SECURE E-MAIL PHISHING ATTACK
Recently, as cyber-attacks using phishing e-mail have
increased, more and more companies are using secure e-mail
to enhance the security of mail text [11]. Secure e-mail is
also widely used in government and financial institutions.
However, as seen in Fig. 2, an attacker can send phishing
e-mails disguised as secure e-mail. The body of the secure
e-mail can only be read after entering a specific pass-
word. However, phishing e-mails automatically connect to
phishing sites without entering passwords when the user
presses the Mail View button, induces the user to enter their
account information, and provides attachments when acquir-
ing account information.

B. E-MAIL BODY VULNERABILITY
An attacker could insert a vulnerability into the body of the
e-mail, causing the user to connect to a phishing site simply
by reading the e-mail. Traditional methods require mail users
to click on links, read attached files, and so on. In the case of
using the e-mail body vulnerability, a hidden malicious script
is executed immediately when the e-mail is read and connects
to a phishing site [12].

As shown in Fig. 3, it is automatically connected to the
phishing site immediately when the mail is read and the
attacker induces the user to enter their account information.
In the case of an attack using mail body Web vulnerabili-
ties, webmail or a mail client program supporting HTML is
used.
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FIGURE 2. Phishing attack as counterfeit secure mail. The hacking group
convinced users to read sensitive information through encrypted secure
mail.

FIGURE 3. Phishing mails using hidden web vulnerability scripts. The
attacker hides the malicious script in the body of the mail so that the user
does not recognize it, and when the user clicks the mail, it is
automatically directed to the malicious site.

C. ATTACHED FILE CAMOUFLAGE
1) PHISHING SITE CONNECTION THROUGH DISGUISED
ATTACHED FILES
An attacker may send a phishing e-mail disguised as an
attached file [13]. As shown in Fig. 4, when a user clicks an
attachment link, they are connected to a phishing site created
by the attacker and presented with a screen prompting them to
enter their account information. In general, it can be assumed
that attached files are downloaded directly from the body
of the e-mail, but in the case of large attached files, they
can be downloaded from a separate site, reducing the user’s
suspicion.

2) MALICIOUS CODE HIDDEN E-MAIL
The attacker sends a compressed file, Hangul Word Pro-
cessing (HWP) document file, MS Word file, etc. that hides
malicious code disguised as content of interest to the recipient
or catches the recipient’s attentionwith the subject, mail body,
and attached file name. For example, they could write ’Please
check the attached file’ in the body of the mail to induce the
recipient of the mail to read the attached file [14].

FIGURE 4. Phishing mails using counterfeit attached files. The hacking
group attaches malicious code to a document file related to defense and
diplomacy, and downloads the malicious code when the document file is
clicked.

As shown in Fig. 5, most of the HWP files that have con-
tained concealed malicious code are executed using the ghost
script vulnerability (CVE-2017-8291), which was patched
in 2017. When the users of HWP program versions with
dates prior to February 2017 open the attached malicious
HWP files, they are infected with malicious code due to the
vulnerability and exposed tomalicious actions such as remote
control, keylogging, and information leakage [15].

FIGURE 5. HWP files containing malicious code. This is the process of
executing the malicious code by hiding it in Hangul Word Processing
(HWP) documents used by public institutions in Korea.

III. PHISHING MAIL ATTACK GROUP (KIMSUKY)
PROFILING CASE ANALYSIS
A. COMMON CHARACTERISTICS OF PHISHING MAIL
ATTACKS
The servers exploited by the Kimsuky attack group were
analyzed to find relevant information. The attacker accessed
the FTP accounts of multiple websites with the same IP,
disguised as a mailing destination, and sent a phishing e-mail.
Sending mail using a specific account was also tested using
similar domain addresses. The relevance of these phishing
mail attacks was as follows.

1) PHISHING SITE SOURCE CODE
Recently, personal information has been stolen continuously,
and account theft and sales are occurring as a result of
leaked personal information [10]. As shown in Table 2,
a portal site provides users with an e-mail for accessing
accounts and password change records. The attacker uses
these guide e-mails to produce disguised e-mails that appear
to be sent from portal site customer centers and then uses
them as an attack technique to induce uses to provide
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TABLE 2. Comparative analysis of similarities in phishing page’s source
codes.

account information. This is a typical social engineering
attack method that impersonates a trusted sender called the
customer center of the portal site.

2) FTP ACCESS AND MAIL ORIGIN ADDRESS
As shown in Table 3, the attacker accessed many website
FTP accounts hacked through a specific IP address, and sent
phishing mail. This was because attackers prefer FTP access
and sending mail via a specific server.

3) ATTACKER MAIL ACCOUNT
The attacker used the prxxxxxxx@hanmail.net e-mail
account to send phishing e-mails. As shown in Table 4, this
account was identical to the attacker’s mail account exploited
as a phishing site.

It was also confirmed that the victim server exploited
as a phishing site had another attacker account, paxxxxx@
© © ©.net. In addition, in the mail log of the phish-
ing mail sending server, it was confirmed that the paxxxxx
account had a record of receiving phishing mail from
attackers. The attacker is believed to have conducted a
send test to the attacker account to test whether the
mail was sent smoothly before the actual phishing mail
attack.

The attacker sent a phishing e-mail using the mail function
from several mail-sending servers, and the PHPMailer open-
source mail library was used for the sending page to test
with an attacker’s account. It is assumed that this library was
used to avoid leaving mail logs on the server because the
SMTP service is not used on that server, but it uses an external
SMTP server.

4) REUSE PHISHING MAIL SERVER
The server that the attacker hacked and exploited as a phish-
ing mail server was reused by the hacked server to distribute

TABLE 3. Comparative analysis of similarities in FTP’s addresses and
mail’s addresses.

malicious code. The attackers also exploited the history of the
websites that were previously exploited as malware distribu-
tion sites. It is estimated that the affected server has a security
vulnerability and is constantly being exploited by attackers.

5) PASS THROUGH IP ADDRESS BAND
The Kimsuky attack group continued to use the 175.167.x.x
IP band when attempting cyberattacks. This IP band is used
in Shenyang, China. The IP band was also used in hacking
mail attacks on KHNP (Korea Hydro & Nuclear Power) and
Blue House. Table 5 shows the IP of the attacker in the
corresponding IP band based on an analysis of the FTP log
and weblog of the abused server.

6) PASS THROUGH HOSTING SERVICE
Specific hosting services were mainly used on phishing sites
used by attackers. Hostinger, an overseas hosting service, has
been used, which makes it difficult to request information to
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TABLE 4. Analysis of connection accounts of phishing servers and
phishing mails.

TABLE 5. Attack ip bands on damaged servers.

analyze for a hacking incident investigation in South Korea.
Moreover, anonymity is guaranteed, and it is presumed that
it was used as the main route because it can be used by
opening other domains even if blocked. As shown in Table 6,
the attacker opened seven free domains onHostinger and used
them for the attack, combining the domain list with addresses
similar to normal sites to create domains and use them for
phishing attacks.

TABLE 6. Lists of domains opened through overseas hosting company
(hostinger).

B. ANALYSIS OF PHISHING MAIL ATTACK
CHARACTERISTICS
1) COMPARATIVE ANALYSIS OF SIMILARITIES IN PHISHING
MAIL DAMAGE SERVERS
The analysis of the servers exploited by the Kimsuky attack
group confirmed common ground. As shown in Fig. 6,
the attacker not only accessed the FTP accounts of multiple
websites with the same IP address but also sent phishing
mail to the mail sender. In addition, a mail sending test was

FIGURE 6. Comparative analysis of similarities in damaged servers.
Comprehensive analyses of the attack IP, victim server, and related e-mail
transmission evidence for the hacking group were conducted.

performed using a specific account, where a similar domain
address was used.

2) KEY FEATURES OF ATTACK GROUPS
South Korea and foreign professional security companies
analyzed the above phishing sites, malicious codes, etc., and
identified Kimsuky as an attack group that wants to collect
sensitive and important information such as that related to
defense, security, and diplomacy. The characteristics of the
attack group identified through Kimsuky’s phishing mail
attack analysis are as follows.

First, because it was confirmed that the login was suc-
cessful without failure with the FTP account for most of the
exploited servers, it was estimated that attempts were made
to access the server through the leaked FTP account.

Second, the mail sender, phishing site, and malicious code
were uploaded through FTP, and the acquired account infor-
mation was downloaded through the same FTP.

Third, some of the servers used as phishing mail origins
and phishing sites were used to distribute not only phishing
mail but also additional uploaded malicious codes.

Fourth, because most of the malicious code focused on
information collection and keylogging rather than remote
control, it was presumed that the attacker was aiming to col-
lect specific important information rather than taking actions
for monetary purposes.

Fifth, it continuously generated new phishing pages and
used various methods such as inducing phishing page con-
nections using zero-day attacks.

IV. PURPOSE OF AND COUNTERMEASURES TO
PHISHING MAIL ATTACKS
A. PURPOSE OF PHISHING MAIL ATTACKS
The purpose of the attacker sending phishing e-mail was to
gain intelligence by spreading malicious code and stealing
account information. The theft of personal information and
account information was carried out by sending phishing
e-mails to e-mail addresses posted on the Internet.
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There are twoways to falsify the origin of phishing e-mails,
by disguising it as coming from a portal site customer center
or a public institution or company related to the target. The
portal site disguise makes it easy to collect e-mail addresses
and e-mails can be sent immediately, but the success rate is
low because mail users can suspect it. When disguising the
origin as a public institution or company, additional informa-
tion collection is necessary to forge mail with content related
to the target of the attack, but it shows a high attack success
rate.

B. PHISHING MAIL ATTACK COUNTERMEASURES
1) E-MAIL SERVICE PROVIDER
First, e-mail service providers need to strengthen their secu-
rity to prevent hacking from phishing mail attackers. The
phishing attack group collects FTP account information
through analyses and uses it for hacking. Thus, enhanced
authentication of the FTP account is required. Additionally,
it is necessary to separate the network to prevent access to
FTP remotely and continuously manage FTP history. A fire-
wall must also be built to block access to the mail server from
the outside. In particular, because the attack group uses an
external hosting company domain, the firewall needs to block
overseas hosting domains. The attacker hacked and exploited
a vulnerable website as well as an FTP account. Therefore,
web service providers need to block external attacks such as
the insertion of malicious scripts by building a web firewall to
prevent hackers from hacking through webmail access. Con-
sidering the characteristic of hacking groups reusing similar
malicious scripts, the detection pattern should be registered
in the web firewall. Phishing mail attackers used scripts that
used web vulnerabilities in the body of the mail. Therefore,
mail service operators should provide mail services after
pre-validation of secure coding to avoid cross-site script-
ing (XSS) vulnerabilities on their mail reading pages in case
the mail service is hacked and an attacker sends phishing
mail.

2) E-MAIL SERVICE USERS
E-mail users need increased awareness of social engineer-
ing methods to prevent phishing e-mails. First, they need to
thoroughly manage their account, using an e-mail password
with more than 9 digits that include uppercase letters, lower-
case letters, numbers, and special symbols. In addition, this
password should be changed once every three months, and if
necessary, a two-factor authentication login using SMS and
OTP should be used. To prevent account leakage, a function
should be set to block login from overseas, and the login his-
tory should be checked from time to time. If a file is attached
to an e-mail or contains an external link, a check should be
made to determine whether the e-mail was sent from a valid
address before it is read, and re-checked to determine whether
there was a send and receive e-mail history.

If it is necessary to enter the user’s account informa-
tion before downloading a file attached to an e-mail, their

access should be blocked. In addition, the software related
to HWP documents, MS-Office documents, and PDF docu-
ments exploited by malicious codes should be patched and
managed with the latest version.

If a link to an external site is included in the body of an
e-mail, do not click the link but check whether it is a valid
site in a new window and then connect.

V. CONCLUSION
This study analyzed a phishing attack group that is targeting
those involved in defense, security, and unification, which has
been rapidly increasing in recent years. Since 2013, the hack-
ing attack group Kimsuky has been working to gather key
information from public institutions through phishing attacks.
An investigation of the attack techniques of the Kimsuky
group since 2018 showed that the phishing pages used in
the attack were not only sophisticated enough to be difficult
for security experts to distinguish, but also used various
disguises such as customer centers and e-mails. It pretends
to be a defense and government agency using typical social
engineering attack techniques. In addition, from a technical
perspective, as analyzed in this paper, it was difficult for ordi-
nary e-mail users to respond only with their interest because
it used advanced attack techniques such as exploiting large
attachment spoofing vulnerabilities.

Therefore, regular users’ e-mail accounts are constantly
being leaked, and countermeasures are urgently needed.
In the case of remote control using leaked account informa-
tion or the sending of phishing e-mails, it is very difficult to
take action because it is not possible to immediately check
whether the actual account has been stolen, and because
sensitive information such as a password is included, a careful
approach is required.

This study conducted a profiling analysis of the Kim-
suky phishing mail attack group to determine its phishing
mail attack types and the purpose of their attacks. In addi-
tion, it was shown that these attacking organizations are
continuously advancing phishing e-mail attack techniques
to collect important information such as that related to
defense, security, and diplomacy. Moreover, a counter-
measure that could be used by mail service providers
and mail users to respond to phishing e-mails was
presented.
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