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Abstract—Quantum key distribution (QKD) has demonstrated
a great potential to provide future-proofed security, especially
for 5G and beyond communications. As the critical infrastructure
for 5G and beyond communications, optical networks can offer a
cost-effective solution to QKD deployment utilizing the existing
fiber resources. In particular, measurement-device-independent
QKD shows its ability to extend the secure distance with the aid of
an untrusted relay. Compared to the trusted relay, the untrusted
relay has obviously better security, since it does not rely on any
assumption on measurement and even allows to be accessed
by an eavesdropper. However, it cannot extend QKD to an
arbitrary distance like the trusted relay, such that it is expected
to be combined with the trusted relay for large-scale QKD
deployment. In this work, we study the hybrid trusted/untrusted
relay based QKD deployment over optical backbone networks
and focus on cost optimization during the deployment phase.
A new network architecture of hybrid trusted/untrusted relay
based QKD over optical backbone networks is described, where
the node structures of the trusted relay and untrusted relay are
elaborated. The corresponding network, cost, and security models
are formulated. To optimize the deployment cost, an integer linear
programming model and a heuristic algorithm are designed.
Numerical simulations verify that the cost-optimized design can
significantly outperform the benchmark algorithm in terms of
deployment cost and security level. Up to 25% cost saving can
be achieved by deploying QKD with the hybrid trusted/untrusted
relay scheme while keeping much higher security level relative
to the conventional point-to-point QKD protocols that are only
with the trusted relays.

Index Terms—Measurement-device-independent quantum key
distribution, optical networks, security, cost optimization.

I. INTRODUCTION

N the next generation networks, an enormous amount

of confidential data and sensitive information will be
transferred to support 5G and beyond applications. Howev-
er, significant technical breakthroughs have been achieved
in developing quantum computers [1], [2], threatening the
standard cryptographic methods that are widely employed in
today’s communication networks. In this regard, providing
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security and privacy becomes a rigorous challenge [3], [4]. An
effective method to overcome this challenge is quantum key
distribution (QKD) [5]-[7], since it promises key exchange
with information-theoretic security by utilizing the quantum
nature of information. Accordingly, QKD holds the potential
of providing long-term protection and future-proofed security
for 5G and beyond communications.

QKD enables two remote parties to share secret keys in a
point-to-point fashion. It is important to note that amplifying
quantum signals is impossible since the quantum no-cloning
theorem [8] proves that an unknown quantum state cannot
be cloned. Thus, the distance of QKD is limited due to the
unavoidable photon loss during quantum-signal propagation.
Recently, significant technical advances have been made in
the theory and experiment of point-to-point QKD over the
optical fiber [9] and free space [10]. Commercially, fiber-based
QKD systems are available on the market today, which are
developed based on conventional point-to-point QKD proto-
cols, such as Bennett-Brassard-1984 (BB84) [11], coherent-
one-way (COW) [12], and Grosshans-Grangier-2002 (GG02)
[13].

Many fiber-based QKD networks [7], [14]-[16] have been
deployed in the field. A QKD network consists of two or more
QKD nodes interconnected by fiber links. Previously, the dark
fiber was utilized for quantum-signal transmission in order to
protect the fragile quantum signals from the negative impact
of intense classical signals. However, dark fibers are expensive
and scarce resources, making the practical deployment of QKD
networks difficult and costly. Meanwhile, deploying new fiber
infrastructures for QKD networking is time consuming and
costly. Thanks to the advances in quantum-classical coex-
istence schemes based on wavelength-division multiplexing
(WDM), the recent in-field demonstrations in Cambridge [17]
and Madrid [18] have implemented the coexistence of quantum
and classical signals in the same fiber, allowing QKD over the
existing optical networks. Hence, optical networks can offer a
cost-effective solution to QKD deployment utilizing the legacy
fiber infrastructure, while QKD can fulfil the high security
demands of numerous services for 5G and beyond.

Generally, QKD networks can be realized based on three
techniques, i.e., optical switching, trusted relay, and quantum
repeater. Today, the practical QKD networks deployed in the
field are based on the former two techniques. Despite technical
advances made in quantum repeaters [19]-[22], the practical
deployment in the field has not yet been realized. Optical
switching technique exploits the classical optical functions to
enable the switching of quantum channels, but it is only suit-
able for small-scale networks such as access [23] and relatively
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small metropolitan networks [24] due to the limited achievable
distance. In practice, long-distance QKD can be implemented
based on the trusted relay technique [7], [25], where the local
secret keys are stored in the trusted relays and forwarded in a
hop-by-hop fashion to establish the global secret keys between
source and destination nodes. It is important to note that all
nodes are assumed trustable in a trusted relay based QKD
network. Hence, the trusted relays constitute weak points of
security in practice.

In recent years, measurement-device-independent QKD
(MDI-QKD) has attracted much attention, which is able to ex-
tend the secure distance to some extent and close all detection
loopholes (i.e., avoid any attacks against imperfect detectors
in practical QKD systems) with the aid of an untrusted
relay [26]. The untrusted relay has better security than the
trusted relay, since the untrusted relay does not rely on any
assumption on measurement and even allows to be accessed by
an eavesdropper without affecting the security [27]. Recently,
a field trial of MDI-QKD metropolitan network [27] and the
coexistence of MDI-QKD with classical communications [28]
have been implemented. Accordingly, the deployment of MDI-
QKD over optical networks has become a feasible solution.
MDI-QKD has the power to double the secure distance that
can be achieved by conventional point-to-point QKD protocols
[26]. However, the achievable distance by using the untrusted
relay alone is still limited to ~500 km [29], [30] with the state-
of-the-art phase-encoding MDI-QKD protocols. As directly
connecting two untrusted relays is not allowed, trusted relays
need to be introduced which can extend QKD distance without
constraints. Hence, the untrusted relay is expected to be used
in synergy with the trusted relay for the deployment of a large-
scale QKD network. Such a network has a great potential
to possess a higher level of security in practice owing to
the reduced number of trusted relays compared to the QKD
networks based on purely trusted relays [7], [25].

Nevertheless, how to achieve the optimal deployment of
hybrid trusted/untrusted relay based QKD over existing optical
backbone networks needs to be explored. In this work, we
address this research problem and concentrate on cost opti-
mization during the deployment phase. Our main contributions
are summarized as follows:

o We introduce a new network architecture of hybrid trust-
ed/untrusted relay based QKD over optical backbone
networks to support high security required by emerging
5G and beyond applications, in which the node structures
of the trusted relay and untrusted relay are elaborated.

o We formulate a new cost model for deploying QKD with
hybrid trusted/untrusted relays over an existing optical
backbone network, where the deployment costs of various
network components are considered.

e We devise an integer linear programming (ILP) model
and a heuristic algorithm to optimize the deployment cost.

o We evaluate the performance through numerical simula-
tions, and perform a comparative analysis of the hybrid
trusted/untrusted relay and purely trusted relay schemes
in terms of deployment cost, network component usage,
and security level.

o We discuss some open issues on hybrid trusted/untrusted

relay based QKD over optical backbone networks for
future research.

The rest of this paper is organized as follows. Section II
reviews the related work for QKD over optical networks that
are able to greatly support high security for 5G and beyond
applications. Section III describes the network architecture and
node structures. The corresponding network, cost, and security
models are formulated in Section IV. The ILP model and
heuristic algorithm are presented in Sections V and VI, respec-
tively. Section VII carries out the performance evaluation and
analysis through extensive simulations. Some open issues in
future research are discussed in Section VIII. Finally, Section
IX gives the conclusion.

II. RELATED WORK

This section reviews related work on the network aspects
of QKD over optical networks. Integrating QKD with optical
networks is able to offer high security to 5G and beyond
applications. The physical layer aspects are not elaborated here
since the focus of this paper is on the network aspects.

With respect to the resource allocation for different channels
(e.g., quantum and classical channels) in a QKD-integrated
optical network, machine learning methods have been adopted
for optimal channel allocation through real-time prediction
[31], [32], thereby the sufficient secret-key rate is guaranteed
in real time. In [33]-[35], time-division multiplexing technique
was brought in a QKD-over-WDM network to improve the
resource utilization for both quantum and classical channels.
The offline resource allocation problem has been addressed
with the ILP model and heuristics [33], [34], while the online
version has been solved using heuristics [35]. In [36], several
near-optimal wavelength allocation schemes were designed
to improve the achievable secret-key rates, where different
physical-layer impairments were considered. In particular,
software defined networking (SDN) techniques can be utilized
to enhance the flexibility of channel allocation and configu-
ration in a QKD-integrated optical network, which has been
demonstrated through experiments [37] and field trials [18],
[31], [38].

From the perspective of QKD network applications, several
potential service provisioning ways such as key on demand
[39], multi-tenancy [40]-[42], QKD as a service [43], and
quality-of-service provisioning [44] have been presented to of-
fer high security. A variety of use cases have demonstrated the
application of QKD networks in the security domain, such as
the security enhancement of the 5G service orchestration [45],
the virtual optical network [46], and the multicast services
[47]. Massive confidential data and sensitive information from
5G and beyond applications are transported through optical
networks, whose ultimate security and privacy are promising
to be enhanced by QKD [4]. In addition, the control plane in
SDN and network function virtualization environments can be
secured by QKD networks [39], [48].

In particular for the optimal deployment of QKD networks,
Alléaume et al. [49] investigated the QKD network deploy-
ment from a topology perspective, where some analytical
models were presented to optimize the spatial distribution of
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QKD nodes. However, dedicated dark fibers were considered
for QKD deployment instead of relying on existing optical
networks. In [50], a cost-efficient design was performed for
deploying QKD over WDM networks, in which an ILP model
and a heuristic algorithm were developed to achieve cost-
efficient QKD backbone network deployment. In [51], the op-
timal design of deploying QKD for securing optical transport
networks was studied, where two mixed ILP models were
formulated and evaluated through simulations. Nevertheless,
the existing work [49]-[51] only focused on the optimal
deployment of QKD with purely trusted relays.

In fact, inspired by the technical advances in MDI-QKD
[27]-[30] that allows the use of the untrusted relay, the optimal
deployment of QKD with hybrid trusted/untrusted relays needs
to be investigated. Recently, the routing problem in a hybrid
trusted/untrusted relay based QKD network has been studied
[52]. To the best of our knowledge, the cost optimization for
the deployment of such a new QKD network paradigm has
yet to be addressed.

III. NETWORK ARCHITECTURE AND NODE STRUCTURE

In this section, we describe a network architecture of hybrid
trusted/untrusted relay based QKD over optical backbone net-
works, as illustrated in Fig. 1. This architecture comprises two
layers, i.e., QKD layer and optical layer. In practice, control
and application layers can be added on top as the upper layers
to implement the control, management, and orchestration of
QKD and optical networks, as well as to realize the secure
service provisioning. Such a multi-layer architecture can refer
to [35], [45], [46], and this work focuses on QKD and optical
layers that are elaborated in the following paragraphs. Table I
lists the abbreviations and their definitions used in this paper.

In the QKD layer, as MDI-QKD is considered, a hybrid
trusted/untrusted relay based QKD backbone network is de-
ployed. Three types of QKD nodes (i.e., QKD backbone
node, trusted relay, and untrusted relay) are needed. A QKD
backbone node acts as the end node to supply secret keys
to its co-located optical backbone node. The untrusted relay
and trusted relay act as the intermediate nodes between a
pair of QKD backbone nodes. The specific node structures
of the trusted relay and untrusted relay are depicted in Fig.
2. An untrusted relay comprises one or more MDI-QKD
receivers (MDI-QRxs). A trusted relay contains two or more
MDI-QKD transmitters (MDI-QTxs), a local key manager
(LKM) [53], and the security infrastructure (SI) [49]. A pair
of connected MDI-QTxs can only generate the local secret
keys if there is an MDI-QRx between them. The MDI-QKD
protocol needs to be realized with two MDI-QTxs and one
MDI-QRx, and the MDI-QRx should be placed between the
two MDI-QTxs [26]. The secret keys cannot be generated
without the MDI-QRx. Therefore, between a pair of connected
MDI-QTxs, one untrusted relay must be deployed, while more
than one untrusted relay is not allowed. The LKM receives and
stores the local secret keys from its connected MDI-QTxs,
and performs secret-key relay with the one-time pad method
[54] to produce global secret keys between a pair of QKD
backbone nodes. The SI is used to ensure that the trusted relay
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Fig. 1. Network architecture: hybrid trusted/untrusted relay based QKD over
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Fig. 2. Node structures: (a) untrusted relay; (b) trusted relay.

is physically installed and isolated in a secure environment.
The LKM and its connected MDI-QTxs should be put in the
SI.

The protocol that supports untrusted relay is the MDI-QKD
protocol (for secret-key generation) realized by the MDI-QRx,
while the protocols for the trusted relay are the MDI-QKD
protocol (for secret-key generation) realized by the MDI-
QTx and the one-time pad protocol (for secret-key relay)
implemented at the LKM, respectively. The local secret keys
are generated between a pair of connected MDI-QTxs, thus
the trusted relays containing MDI-QTxs are weak security
points in the QKD backbone network. Specifically, the secret
keys might be eavesdropped at the trusted relays. According to
the node structure of the untrusted relay shown in Fig. 2(a),
an untrusted relay contains only the MDI-QRx and cannot
access the secret keys. Therefore, the QKD backbone network
is secure even if the untrusted relays are controlled by the
eavesdropper.

With respect to different links in the QKD layer, MDI-QTxs
and MDI-QRxs are interconnected by QKD links, while LKMs
are interconnected by key management (KM) links. In general,
a QKD link has both quantum and classical channels. The
quantum channel is a physical link that can be carried out by
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TABLE I
ABBREVIATIONS AND DEFINITIONS

Abbreviations  Definitions

QKD Quantum Key Distribution

BB84 Bennett-Brassard-1984

COwW Coherent-One-Way

GG02 Grosshans-Grangier-2002

WDM Wavelength-Division Multiplexing
MDI Measurement-Device-Independent
ILP Integer Linear Programming
SDN Software Defined Networking
QTx QKD Transmitter

QRx QKD Receiver

LKM Local Key Manager

SI Security Infrastructure

KM Key Management

MUX Multiplexer

DEMUX Demultiplexer

GKS Global Key Server

EDFA Erbium Doped Fiber Amplifier
CO-QBN Cost-Optimized QKD Backbone Networking
SC/UC/DC Static/Uniform/Dynamic Case
PTR Purely Trusted Relay

a wavelength channel for quantum-signal transmission, and the
classical channel is a logical link that can be realized by two or
more wavelength channels for synchronization (unidirectional
classical communication), distillation (bidirectional classical
communication), and so on [53]. The other multiplexing
techniques (e.g., time-division multiplexing) may be exploited
to reduce the number of wavelength channels required for a
QKD link, which are not considered in this work. A KM
link is a logical link and only has the classical channel,
which can also be implemented by a wavelength channel [25].
Specifically, the multiplexer/demultiplexer (MUX/DEMUX)
components connected to trusted/untrusted relays can be u-
tilized to multiplex/demultiplex different wavelength channels
of QKD and KM links in the same fiber.

A QKD backbone node contains a global key server (GKS)
and various devices of trusted/untrusted relays, which can also
realize the functions of trusted/untrusted relays. The SI is also
required to protect a QKD backbone node within the security
perimeter. A GKS stores the produced global secret keys and
manages their overall lifetime from production by LKMs to
consumption by high-security-demand services. Moreover, the
GKS can prestore a portion of global secret keys dedicated for
resilience guarantee. Even if a network failure occurs, there are
still available secret keys for protection purposes, enabling the
QKD backbone network to be robust against various failures
without adding additional devices/links.

Between any pair of QKD backbone nodes, a hybrid trust-
ed/untrusted relay based QKD chain can be established to
generate the global secret keys. As shown in Fig. 3(a), we
use an example of such a QKD chain to further describe the
functions of various devices and links in the QKD layer. A pair
of connected MDI-QTxs in symmetric positions both send out

encoded quantum signals to their connected MDI-QRx (in the
untrusted relay) via a QKD link. Then, the MDI-QRx performs
a Bell state measurement that projects the incoming quantum
signals into a Bell state [26], and publicly announces the mea-
surement results to correlate the key information of two MDI-
QTxs. More details about the MDI-QKD protocol can refer to
[26]. Finally, the local secret keys can be generated between
such a pair of MDI-QTxs and stored in their connected LKM:s.
The symmetric position means that the two channels (e.g., Ch-
a and Ch-b in Fig. 3) are symmetric with similar losses, that
is, the two connected MDI-QTxs have symmetric distances to
the untrusted relay. This symmetry was necessary in previous
implementations of MDI-QKD [26], [27], since the secret-key
rate is severely limited in the case where different channels
have different losses. The requirement for symmetric channels
can be fulfilled by deliberately adding a custom length of fiber
to the shorter channel. On the other hand, the recent invention
and demonstration of asymmetric protocols for MDI-QKD
[55], [56] have offered a new way to compensate channel
asymmetry. Therefore, MDI-QKD over both symmetric and
asymmetric channels is feasible in practice.

As illustrated in Fig. 3(a), a string of secret keys K is
shared between QKD Backbone Node 1 and Trusted Relay
1, while another string of secret keys Kp is shared between
Trusted Relay 1 and QKD Backbone Node 2. In order to
further extend the reach of QKD, additional interleaved trust-
ed/untrusted relays can be added, and the LKM in each trusted
relay can forward the secret keys in a hop-by-hop fashion
along the QKD chain via a KM link. In an LKM, the one-
time pad method is used for encryption to guarantee the
information-theoretic security of secret keys. As an example,
the LKM in Trusted Relay 1 combines K4 and Kp of the same
string length with one-time pad method, namely, conducts a
bitwise exclusive OR operation between K and Ky, and then
sends Kp & Kpg to the LKM in QKD Backbone Node 2
through a KM link. Based on K & (Kp @ Kp) = Ka, the
LKM in QKD Backbone Node 2 can retrieve K 5. Both the
LKMs in QKD Backbone Nodes 1 and 2 will deliver Kz
to their connected GKSs. Hence, K5 is shared between QKD
Backbone Nodes 1 and 2, which is referred as the global secret
key. In addition, it is possible that there is no trusted relay
between some pairs of QKD backbone nodes. Such a case is
illustrated in Fig. 3(b), where a string of secret keys K¢ is
shared directly between QKD Backbone Nodes A and B. The
limitations of this case, however, are that the distance between
a pair of QKD backbone nodes must be within the achievable
distance between a pair of connected MDI-QTxs, and that only
one untrusted relay is allowed between such a pair of QKD
backbone nodes.

In Fig. 1, the optical layer consists of an optical backbone
network. Such a network comprises a set of optical backbone
nodes interconnected by optical links. In the optical backbone
network, optical signals are amplified using the erbium doped
fiber amplifiers (EDFAs) on the optical links in order to
propagate a long distance. It is important to note that a
QKD backbone node needs to be placed in the same physical
location as an optical backbone node, such that the secret keys
in QKD backbone nodes can be delivered to optical backbone

0733-8716 (c) 2021 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

Authorized licensed use limited to: California State University Fresno. Downloaded on June 21,2021 at 16:26:03 UTC from IEEE Xplore. Restrictions apply.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/JSAC.2021.3064662, IEEE Journal

on Selected Areas in Communications

JOURNAL OF KTEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2015

K@D K Ke @D (Ka®Ks) =Kn
KM Link — — ! KM Link
LKM LKM ' s LKM LKM [
1 i Ke 3
A
) Ka Ks Ks H ; Ke Ke ;
& | QKD ;- & prmmmeeee- ; & ! & | QKD oo g
GKS mDI | | Link | ["vp1 | | mpI | [ mbI ™I | MDI | |aks| | | ||aGks mDI | | tink | [Fmpr | [MDr] | eks
Qx| [cng | LORX | chp| [LQTX QTx | [che | LORX |7 cpg | [LQTx ! atx | [ chx | QRx_| Chey QTx
! L ! [ S B S
QKD Backbone Untrusted Trusted Untrusted QKD Backbone E QKD Backbone Untrusted QKD Backbone
Node 1 Relay 1 Relay 1 Relay 2 Node 2 E Node A Relay Node B
1
0 o I ¢ D
1
O QKD Lin O f @ QKD Lin
oosse onose i bosse oosse
KM Link KM Link

(@

(®)

Fig. 3. Illustration of (a) a hybrid trusted/untrusted relay based QKD chain and (b) a special case of the QKD chain without using the trusted relay. (For
simplicity, the logical connections are indicated and MUX/DEMUX components are not included)

nodes for fulfilling the high security demands of services.

Based on the WDM technique, the QKD, KM, and optical
links can be multiplexed in the same fiber with MUX/DEMUX
components. Meanwhile, the wavelength continuity needs to
be considered for the QKD/KM links, since the same wave-
length channel is required on the fiber links along the path
of a QKD chain. In general, EDFAs are deployed on optical
links approximately every 80 km. An EDFA bypass scheme
[50], [57] can reduce the negative impact of the amplified
spontaneous emission noise caused by EDFA on quantum
signals, where additional MUX/DEMUX components are re-
quired to enable the quantum signals to bypass EDFA. If the
trusted/untrusted relay is not deployed in the same physical
location as the EDFA, the MUX/DEMUX components need
to be added at both locations, namely the trusted/untrusted
relay location (for multiplexing/demultiplexing QKD, KM,
and optical links) and the EDFA location (for EDFA bypass).
It means two MUX/DEMUX components are needed. When
the untrusted relay or the trusted relay is deployed at the
same physical location as the EDFA, one MUX/DEMUX
component can be used for both EDFA bypass and multiplex-
ing/demultiplexing QKD, KM and optical links, thereby saving
one MUX/DEMUX component. To take such an advantage,
in this work the trusted/untrusted relay is assumed to be co-
located with the EDFA. This is also a preferable option for
the hybrid trusted/untrusted relay based QKD deployment over
optical backbone networks. Note that the MUX/DEMUX com-
ponents are always required to multiplex/demultiplex QKD,
KM, and optical links at the trusted/untrusted relay locations,
as shown in Fig. 2.

To achieve secret-key relay, each chain segment links the
adjacent two trusted relays or a QKD backbone node and a
trusted relay under the MDI-QKD distance limitation (~160
km considered in this paper, i.e., the trusted/untrusted relays
are co-located with EDFASs). In practice, when the distance of
the last chain segment is less than 80 km, an untrusted relay is
still required to implement MDI-QKD. One option is to place
this untrusted relay at the same physical location as the QKD
backbone node, and connect it to the MDI-QTx via additional
fibers if needed.

IV. PROBLEM FORMULATION

In this section, we formulate the network, cost, and security
models for deploying QKD with hybrid trusted/untrusted re-
lays over an existing optical backbone network. The notations
used in this paper are listed and defined in Table II.

A. Network Model

We assume that a QKD backbone node is co-located with
an optical backbone node and different links are multiplexed
in the same fiber. Accordingly, the topology for the QKD layer
is the same as the topology for the optical layer. We model
a backbone network topology as G(N, L), where N and L
represent the sets of optical/QKD backbone nodes and fiber
links, respectively. The sets of wavelength channels available
on each physical link for QKD links and KM links are denoted
by Wq and Wy, respectively. The QKD links contain both
quantum and classical channels, while the KM links comprise
only classical channels. Therefore, different wavelength sets
need to be predetermined for QKD links and KM links, which
is beneficial to avoid the mixed use of wavelengths for differ-
ent types of channels. The detailed channel allocation scheme
will be discussed in the next subsection. Let 7 represent the
distance between an MDI-QTx and its connected MDI-QRx.
Hence, the distance between a pair of connected MDI-QTxs
is defined as

D~2-1 (1)

due to the fact that in general the positions of two connected
MDI-QTxs are preferably symmetrical. Let Kp represent the
maximum achievable secret-key rate at distance D between
two connected MDI-QTxs. The value of Kp is inversely
proportional to the distance D, that is, an increase in D will
lead to a decrease in Kp [29], [30]. For a more general
consideration, the specific value of Kp in terms of the bit rate
is not considered in this work. This is because the achievable
secret-key rate is affected not only by the distance (i.e., fiber
length), but also by the fiber link performance (e.g., loss and
noise). Especially when MDI-QKD is coexisting with classical
optical communications, it is not universal to consider the
specific variation of the achievable bit rate with distance for
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TABLE II
NOTATIONS AND DEFINITIONS

Notations Definitions

G(N, L) Optical/QKD backbone network topology

N Set of optical/QKD backbone nodes

L Set of fiber links

i, ] Index of the adjacent optical/QKD backbone nodes in N
L5 Physical length of a fiber link between 4 and j

Waq Set of available wavelength channels for QKD links
Wnm Set of available wavelength channels for KM links

T Distance between an MDI-QTx and its connected QRx
D Distance between a pair of connected MDI-QTxs

Kp Maximum achievable secret-key rate at distance D
r(sr,dr,nr) QKD chain request

Sr Source QKD backbone node of r

dy Destination QKD backbone node of r

Nr Number of parallel QKD links for fulfilling k.-

k. Secret-key rate requirement between s, and d

Pr Alternative path between s, and d, for r

L, Set of fiber links on the path of r

R Set of QKD chain requests

p A given parameter

Qs Required number of MDI-QTxs for r

Ry Required number of MDI-QRxs for r

axm Required number of LKMs for 7

TR Required number of trusted relays for r

aMD Required number of MUX/DEMUX pairs for r

a%{ Total number of trusted relays for all QKD chain requests

Cn Physical length of QKD and KM links for r

VT Cost of an MDI-QTx for r
Vhx Cost of an MDI-QRx for r
vf(M Cost of an LKM for r

Y1 Cost of the SI for a trusted relay of r

Cost of a pair of MUX/DEMUX components for r
Cost per kilometer of a wavelength channel for r
C{f’x Cost of MDI-QTxs for all QKD chain requests

ng Cost of MDI-QRxs for all QKD chain requests

CI?M Cost of LKMs for all QKD chain requests

Cﬁ Cost of SIs for all QKD chain requests

CﬁD Cost of MUX/DEMUX for all QKD chain requests

C’g'h Cost of links for all QKD chain requests

C’?ot al Total deployment cost

SLgp Security level of the QKD backbone network

f&,j), A B'oo'lezfm variable that equals 1 if wavelength A on link
(4, 7) is assigned to the QKD link of r, and 0 otherwise

$Z¢,j),w B'oo'le:fm var_iable that equals 1 if wavelength w on !ink
(4,7) is assigned to the KM link of r, and O otherwise

K Number of alternative paths in K -shortest-path algorithm

MDI-QKD. In order to achieve a secret-key rate at the level of
kbps and facilitate EDFA bypass, the value of D considered in
this paper is ~160 km (i.e., the trusted/untrusted relays are co-
located with EDFAs). As described in Section III, some special
circumstances, e.g., MDI-QKD over asymmetric channels and
a fiber length of less than 80 km for the last chain segment,
are also incorporated in the network model.

A QKD chain based on the hybrid trusted/untrusted relays

is established between a pair of QKD backbone nodes to
fulfil the high security demands of services between the
corresponding two optical backbone nodes. We model a QKD
chain request as r(s,,d,,n,.), where s, and d, denote the
source and destination QKD backbone nodes of r, and 7, is
the number of parallel QKD links for fulfilling the secret-key
rate requirement between s,- and d,.. This is because multiple
parallel QKD links can be multiplexed in the same fiber to
reach a higher secret-key rate than the maximum achievable
secret-key rate on a single QKD link [58]. The parameter 7,

can be defined as .
e = { - w (2)

Kp

where k, represents the secret-key rate requirement between s,
and d,.. The specific secret-key rate requirement of each QKD
chain is not considered in this work. Even though the distance
(i.e., fiber length) between each pair of connected MDI-QTxs
is the same (e.g., ~160 km), the achievable secret-key rate can
still be different due to different losses and noises. Instead,
the required number of parallel QKD links is considered as
an input that reflects the secret-key rate requirement of each
QKD chain. For example, i, = 1 represents that one MDI-
QRx and two MDI-QTxs are required in an untrusted relay
and a trusted relay for r, respectively; while 7,. = 2 represents
that two MDI-QRxs and four MDI-QTxs are required in an
untrusted relay and a trusted relay for r, respectively. The
added two MDI-QTxs and one MDI-QRx are utilized to
fulfil the higher secret-key rate requirement. Hence, 7, is a
positive integer, which may be different for various QKD
chain requests. In practice, 17, = 1 has been considered in
many QKD networks with purely trusted relays (e.g., Beijing-
Shanghai QKD backbone network [7]).

The set of QKD chain requests during the deployment phase
is denoted by R. Based on the network topology, a given
parameter p is denoted as

INT-(IN[=1)

p= 3)

which can represent the total number of QKD chain requests
when any QKD backbone node pair hosts one request.

B. Cost Model

The cost comes from various network components (e.g.,
devices and links) that need to be deployed to support QKD
with hybrid trusted/untrusted relays over an existing optical
backbone network, which will be detailed as follows.

1) Cost of MDI-QTxs and MDI-QRxs: In this study, we
adopt only one type of QKD transceiver (i.e., MDI-QTx
and MDI-QRx) to implement QKD throughout the network,
while other QKD transceivers based on conventional point-to-
point QKD protocols (e.g., BB84, COW, and GG02) are not
considered. Due to the fact that an MDI-QKD process requires
two MDI-QTxs and one MDI-QRx, the required numbers of
MDI-QTxs and MDI-QRxs for a QKD chain request r can be

formulated as
Ui
= Y 2~nrw‘lﬂ 4)
(4,J)EL~
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Ok = 3 M- W(Dﬂ (5)
(i,9)ELy
where [(; ;) is the physical length of a fiber link between the
adjacent QKD backbone nodes 7 and j, as well as L, is the set
of fiber links on the path of . Based on (4) and (5), the costs
of MDI-QTxs and MDI-QRxs for all QKD chain requests can

be formulated as

C’II?X = Z 7’?){ ! aTTx (6)
r€ER

Ciix = D The " O (7)
reR

where ., and g, represent the costs of an MDI-QTx and
an MDI-QRx for the QKD chain request r, respectively.

2) Cost of LKMs: For each QKD chain, an LKM is required
in both the trusted relay and the QKD backbone node. Hence,
the required number of LKMs for a QKD chain request r can
be formulated as

Loi s
o= D H’;) +1} (8)
(t.5)€Lr

We assume that the LKM is not shared by different QKD
chain requests, since the QKD chains are independent of each
other and may be run by different operators. Specifically, the
LKM is a device/module with limited ports and capacity [53],
[59], such that it can only be connected to a limited number
of MDI-QTxs and store a limited amount of secret keys. From
the networking perspective, it is possible that different QKD
chains own the same secret-key rate. This is because the LKM
can store and manage the local secret keys generated on each
chain segment, and balance the achievable secret-key rate of
the entire QKD chain. Based on (8), the cost of LKMs for all
QKD chain requests can be formulated as

CI?M = Z YRM * KM 9)
reR

where v, is the cost of an LKM for the QKD chain request
T.

3) Cost of GKSs: A GKS is required only in each QKD
backbone node during the deployment phase, such that the
required number of GKSs is independent of the number of
QKD chain requests. The cost of GKSs is not considered in
this study owing to its fixed and relatively low value.

4) Cost of SIs: Sls are required to protect both trusted
relays and QKD backbone nodes. The required number of
trusted relays for a QKD chain request r can be formulated

as
lig) 1}

R = Z {D

(i,5)€Lr

(10)

Considering that a QKD backbone node is usually operated
with the safeguard on duty, the cost of the SI for a QKD
backbone node is mainly associated with the operation cost
so that it is not considered in the deployment phase. Hence,

7

the cost of SIs for all QKD chain requests can be formulated
as

R __ T T
Cqr = E Ys1 - YTR
reR

Y

where 7¢; is the cost of the SI for a trusted relay of the QKD
chain request 7.

5) Cost of MUX/DEMUX Components: In order to enable
the coexistence of QKD, KM, and optical links in the same
fiber, MUX/DEMUX components are required at the physical
location of each QKD/relay node (i.e., QKD backbone node,
trusted relay, and untrusted relay). As described above, we
assume that a trusted relay or an untrusted relay is deployed
at the same physical location as an EDFA. The MUX/DEMUX
components in optical backbone nodes can be reused for QKD
backbone nodes for coexistence purposes. Accordingly, the
required number of MUX/DEMUX component pairs for a
QKD chain request r can be formulated as

ayp = Z [l(ibj)—‘Jr Z F(;’)j)l—‘

(i,4)€Lr (4,4)€ELr

12)

where the former and latter terms represent the required
numbers of MUX/DEMUX component pairs in the untrusted
and trusted relays, respectively. To maintain the stability and
isolation of each QKD chain, we assume that different QKD
chain requests cannot share their individual MUX/DEMUX
components. The stability means the low impact is caused
by channel perturbations on the performance (e.g., secret-key
rate) of different QKD chains. The isolation is to avoid re-
source conflicts (e.g., the quantum channels of different QKD
chains competing for the same wavelength) when different
QKD chains are run by different operators. Based on (12), the
cost of MUX/DEMUX components for all QKD chain requests
can be formulated as

R __ T T
Cyp = E ™MD * @MD
réeR

(13)

where vy is the cost of a pair of MUX/DEMUX components
for the QKD chain request .

6) Cost of QKD and KM Links: As described in Section
III, we assume that a QKD link occupies three wavelength
channels (i.e., one wavelength channel for transmitting quan-
tum signals and two wavelength channels for synchronization,
distillation and other functions by exchanging classical signals
[53]) and a KM link occupies one wavelength channel [25] in
this study. An optical link includes high-speed data channels
that usually occupy a number of wavelength channels at C-
band (1530-1565 nm). The quantum channel can be placed at
both C-band and O-band (1260-1360 nm) to coexist with the
classical channels in the same fiber. To achieve better channel
isolation (i.e., large quantum-classical channel separation at
the level of THz), the quantum channel is placed at O-band in
this study. Such a channel allocation plan has been validated in
the field trials of QKD-integrated optical backbone networks
[25], [60]. In this work, each wavelength channel in different
fibers is fairly allocated. Additionally, we assume that different
QKD chains cannot share the same fiber in order to enhance
stability and isolation. All quantum channels (for QKD links)
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and classical channels (for QKD and KM links) required
by a QKD chain, as well as high-speed data channels (for
optical links) required for classical optical communications,
are multiplexed in the same fiber of the existing optical
backbone network. The physical length of QKD and KM links
for a QKD chain request r can be formulated as

= Bene-lugy +lag)
(irj) €L,

(14)

where the former and latter terms represent the physical
lengths of QKD links and KM links, respectively. Based on
(14), the cost of links for all QKD chain requests can be
formulated as

cé, = Z Ve - lon (15)

rcR

where ¢, is the cost per kilometer of a wavelength channel
on a fiber link for the QKD chain request r. Notably, the cost
of different wavelength channels in a single fiber is assumed to
be the same. The indicated cost per wavelength channel applies
only external to the fiber infrastructure owner, such as QKD
network operators buying bandwidth from a telecom provider.
The number of wavelength channels available to QKD network
operators relies on the number of wavelengths offered by the
fiber infrastructure owner.

7) Total Deployment Cost: The total cost of deploying
QKD with hybrid trusted/untrusted relays over an existing
optical backbone network can be formulated as

Chotal = Ctx + Chi + Citar + Céi + Ciip + C&,  (16)

where the six terms can be computed based on the (6), (7),
(9), (11), (13), and (15), respectively. Some potential auxiliary
equipment (e.g., optical switch and additional fibers) may also
be installed during the network deployment phase, which are
ignored in this study because their costs account for a very
small part of the total deployment cost. It is important to note
that the cost values of various network components may be
fixed or flexible for QKD chain requests in different cases,
which will be discussed in Section VII.

C. Security Model

As discussed in Sections I and III, the security level of
a QKD backbone network becomes lower as the number of
trusted relays for QKD chain requests increases. The reason
is that the trusted relays constitute weak points of security in
practice. Accordingly, we define the security level of a QKD
backbone network as the ratio of 1 to the average number
of trusted relays for each QKD chain request, which can be
expressed as

1 R R
— _ IR _ IR

= = = - (17
O‘¥R/|R| O‘IT{R ZreRaTR

where alt; is the total number of trusted relays for all QKD

chain requests. Notably, the security level is not the objective
considered in this work, but the measure to understand the
security of the resulted design.

8

V. INTEGER LINEAR PROGRAMMING MODEL

Based on above network and cost models, in this section,
we present an ILP model to conduct the cost optimization for
deploying QKD with hybrid trusted/untrusted relays over an
optical backbone network. According to the parameters and
variables defined in Table II, the objective and constraints of
this ILP model are described below.

The objective of the presented ILP model is to minimize the
total deployment cost defined in (16), which can be formulated
as

Minimize CR | = CR + CR +Ciy + &+ iy + g,

(18)
where each term can be computed as follows:
T 2 fTZ A l i,
TE€R (i,j)€L AeWq
fona [lig
CR=30 D0 D ke =5 “’ﬂ (20)
TER (i,j)€L AeWq
I
Chui=% 5 Y chouslper | 1| @
r€R (i,j)eL weWn
L j
CE=>">" > i [(D” - 1} (22)
r€R (1,j)eL weWnm
Ciip ZZ Z Z YD 'xfi,j),w
rER (i,j)eL wEWnm
bi.g) Li.g)
| === | 23
G i | e 23)
Cgh :Z Z Z Z Yen
T€R (i,j)EL NeWq weEWnMm
(Foia lin + gy i) @4

This objective must be subject to the following constraints:

S5 Y (Fpa+ s

JEN NEWq wEWN

DD (f@,im““fj,i),w)

JEN AeWq weWn

3-mr+1 1= 5,
=< -3 —1 i=d, VreR (25)
0 else
Do fipa=3m D 2
AEWq weWnm
Vr € R, (i,j) € L (26)
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Y fina =2 o

JEN JEN
Vre R,i€ N,i#s,,i#d,, A€ Wg (27)
Z Tl g)w = Z (i)
JEN JEN
Vr € R,i € N,i# sp,1# dr.,w € Wy (28)
S fopa<IWql VG4 eL (29)
TER}\EWQ
SN W <IWul V@G eL  (30)
re RweWy
S fiaga <1 i) € LXeWq 31
reR
> alijyw <1 V() € Liwe Wy (32)
réeR

Equation (25) is the flow conservation constraint. Equation
(26) specifies the number of wavelength channels required
by the QKD and KM links of each QKD chain request,
where the QKD and KM links need to occupy 37, and 1
wavelength channels, respectively. Equations (25) and (26)
ensure that only one path is selected between the source
and destination QKD backbone nodes of each QKD chain
request, in which the QKD link and the KM link of each QKD
chain request are on the same path. Equations (27) and (28)
are wavelength continuity constraints ensuring that the same
wavelength channels for the QKD/KM links are assigned along
the selected path for each QKD chain request. Equations (29)
and (30) ensure that the wavelength channels for the QKD/KM
links of all QKD chain requests should be no more than the
total number of available wavelength channels. Equations (31)
and (32) are wavelength uniqueness constraints ensuring that
any wavelength channel for the QKD/KM link can only be
assigned once.

The complexity of the ILP formulation generally depends
on the dominant numbers of variables and constraints. In the
proposed ILP model, the dominant number of variables is
O(|R||L||WqUW]), and the dominant number of constraints
is O(|R||Z| + |Wo U Wl (RIIN| + |L])).

VI. HEURISTIC ALGORITHM DESIGN

The presented ILP model provides an optimal solution to
minimize the total deployment cost. However, it is not scalable
for large-scale networks owing to its high computational
complexity. Therefore, in this section, we present a heuristic
algorithm to obtain a fast solution to cost optimization for
QKD backbone network deployment.

According to the notations listed in Table II, Algorithm 1
shows the detailed procedure of the presented cost-optimized
QKD backbone networking (CO-QBN) algorithm. Lines 1 and
5 are for the initialization. The for-loop covering lines 2-
35 accomplishes the CO-QBN by processing all QKD chain

9

Algorithm 1: CO-QBN Algorithm
Input: G(N, L), Ui Was W, Ty Ry YTy YRy TRM>

' T '
Ys12 YMD> VCh-
Output: a{«{R, C’{?otal, routing and channel allocation for
each QKD chain request, updated network status.

1 initialize ofty < 0, CE |« 0;
2 for each QKD chain request r € R do
3 routing computation with K-shortest-path algorithm;
4 for each alternative path p, do
5 initialize o'py, ORys O ¥rR> Ovips lon < 03
6 find all fiber links on p, and insert them into set
L(p:);
7 find available wavelength channels in Wq on p,
and insert them into set Wq(p,);
if [Wq(pr)| > 37, then
find available wavelength channels in Wy on
pr and insert them into set Wi (pr);
10 if [Wnm(pr)| > 1 then
11 select 37, wavelength channels from
Wq(pr) with first-fit algorithm for the
QKD link of r;
12 select one wavelength channel from
Wi (p,) with first-fit algorithm for the
KM link of r;
13 for each fiber link e € L(p,) do
14 obtain the physical length [; ;) of e;
15 Oty ¢ e + 201 - [l /D]
16 Ohy < O 0+ [l /D3
17 ok 4= @iou + (L) /D + 15
18 Oy 4= g + [lig)/D = 113
. ok + i + L)/ D]
+ [l /D =115
20 lEh — ZEh +3-n - l(@j) + l(@j)?
21 end
2 C’I“otal A Py'?‘x ' arfx + ’yﬁx ’ O/I;{x + ’yf(M
agm 781 @rr YD - %up Y6 - ons
23 record CT., and oy for py;
24 else
25 | continue;
26 end
27 else
28 | continue;
29 end
30 end
31 select the path p, with minimum C7,,, for r;
32 O’{‘%otal «— C{’%otal + Cg’otal;
33 oty + affy + algs
34 update network status;
35 end

R R . .
36 return oy, Cr . routing and channel allocation for

each QKD chain request, updated network status.

requests, in which lines 3-34 are processed for each QKD
chain request in R. For a QKD chain request, K shortest paths
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between its source and destination QKD backbone nodes are
computed using K-shortest-path algorithm (line 3). In the K-
shortest-path algorithm, K shortest paths between the source
and destination nodes are computed in order and selected as
the alternative paths.

In order to select the optimal path from alternative paths, the
inner for-loop that covers lines 4-30 computes the deployment
cost for each alternative path of the QKD chain request. Line
6 finds all fiber links on the alternative path. Lines 7-10 check
whether the available wavelength channels on the alternative
path can satisfy the wavelength requirements of the QKD
chain request, where the wavelength continuity is considered.
If the wavelength requirements can be satisfied, the first-fit
algorithm is utilized for wavelength channel allocation to the
QKD link (line 11) and the KM link (line 12). Otherwise the
next alternative path will be checked. In the first-fit algorithm,
all the available wavelength channels are numbered and an
available wavelength channel with the smallest serial number
is selected. The first-fit algorithm is simple but efficient, which
is widely used for resource allocation [35], [40], [46].

The inner for-loop that covers lines 13-21 computes the
required numbers of various components as well as the phys-
ical length of links for the alternative path of the QKD chain
request. The deployment cost for the alternative path of QKD
chain request is computed (line 22) and recorded (line 23). In
line 31, the alternative path with the minimum deployment cost
is selected as the optimal path for QKD chain request. Lines
32-33 perform further computations, with the ultimate goal of
computing the total deployment cost and the total number of
trusted relays for all QKD chain requests.

In the worst case, the time complexities to process one
QKD chain request in lines 3 and 4-34 are O(K|N|(|L| +
|N|log |N|)) and O(K(|Wq U Wn| + |NJ)), respectively.
Consequently, the overall time complexity of the CO-
QBN algorithm for processing one QKD chain request is
O(K(IN|(|Z| + |N|log | N|) + [Wq U Wi])).

VII. PERFORMANCE EVALUATION AND ANALYSIS

In this section, we perform extensive simulations to eval-
uate the presented ILP model and heuristic algorithm. Given
that the cost optimization for the deployment of QKD with
hybrid trusted/untrusted relays has not been addressed before,
a simple benchmark algorithm (called RANDOM algorithm
hereinafter) is utilized for comparison, which realizes random
routing (i.e., random path selection from all possible paths
between the source and destination nodes) and random chan-
nel allocation for each QKD chain request. The RANDOM
algorithm is used to represent an upper bound on the overall
cost, since the ILP model and CO-QBN algorithm are designed
to optimize the overall cost. The random-path routing used
in the RANDOM algorithm is a common routing method
used in QKD networks [61], [62], where the randomness of
routing can enhance the network resilience against various
failures (e.g., link failures). Moreover, we conduct a compar-
ative analysis of the hybrid trusted/untrusted relay and purely
trusted relay schemes in terms of deployment cost, network
component usage, and security level.

10

Fig. 4. Network topologies used in simulations: (a) six-node network
topology; (b) NSFNET topology; (c) USNET topology.

As shown in Fig. 4, three backbone network topologies are
utilized in simulations. A six-node small network topology
in Fig. 4(a) is adopted to compare the performance of the
ILP model and heuristics for verifying the effectiveness of
the presented CO-QBN algorithm. Further, two large network
topologies, i.e., 14-node NSFNET topology in Fig. 4(b) and
24-node USNET topology in Fig. 4(c), are adopted for the
detailed deployment cost and security level analysis. The
physical length (in km) of each fiber link is marked on the
network topologies. We assume that the available wavelength
channels on each fiber link are sufficient, such that each QKD
chain request can be successfully accommodated over the
existing optical backbone network. The distance between a
QKD transmitter (QTx) and its connected QKD receiver (QRx)
is ~80 km, that is, each trusted/untrusted relay is placed in the
same physical location as an EDFA. In addition, each QKD
chain request is randomly generated between any two QKD
backbone nodes, and K is configured to 3 in the K-shortest-
path algorithm to provide three alternative paths for each QKD
chain request.

The simulations run on a computer with 2.5 GHz Intel Core
i5-7200U CPU and 8 GB RAM. The ILOG CPLEX V12.2
and IntelliJ IDEA 2017 are installed in this computer to solve
the ILP model and implement the heuristics, respectively. In
order to maintain sufficient statistical accuracy, the simulation
results are averaged with 100 times repetition.
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TABLE III
CoST VALUES USED FOR PERFORMANCE EVALUATION AND ANALYSIS

QKD backbone network \ Case |R| YT (units) VR (Units) Vi (units)  ygy(units) Yaip(Units) Gy, (units)
SC >0 1500 2250 1200 150 300 [1, 2]
ucC >0 [1000, 1500]  [1500, 2250]  [800, 1200]  [100, 1501  [200, 300] [1, 2]
Hybrid trusted/untrusted relay ©, 0.5p] 1500 2250 1200 150 300 (1, 2]
DC 0.5p, pI 1250 1875 1000 125 250 [1, 2]
>p 1000 1500 800 100 200 [1, 2]
Purely trusted relay ‘ SC >0 1500 2250 1200 150 300 [1, 2]

In particular, the total cost of QKD backbone network de-
ployment is highly dependent on the costs of various network
components (including devices and links). Considering the
maturity of the technology and the sales volume, the costs
of devices usually have a large degree of uncertainty. As an
example, the cost of QKD transceivers can be reduced in the
future by using chip-scale integrated photonic devices [63],
[64]. However, the cost of links can maintain relatively stable
over a long period of time, since fiber links have been installed
in the existing optical backbone networks.

In this study, we consider the following three cases: 1) a
static case (SC) where the cost values of devices are fixed
over the time and independent of the quantity of the QKD
chain requests; 2) a uniform case (UC) where the cost values
of devices are uniformly distributed within a certain range,
meaning that some QKD chain requests come later and cost
less to be deployed; 3) a dynamic case (DC) where the
cost values of devices depend on the number of QKD chain
requests, i.e., the cost is reduced when the number of QKD
chain requests increases. The SC with fixed cost values is
mainly suitable for the network to be deployed in a short term,
where the device cost is relatively stable. The UC and DC with
flexible cost values can be used for the network deployment
and upgrade carried out gradually over the entire network
lifetime. Due to mature of techniques and massive deployment
in future, the device cost is expected to be reduced. Both the
UC and DC consider that the device cost will decrease by time,
which is helpful to evaluate the impact of our cost optimization
in a long run.

The cost values used for performance evaluation and anal-
ysis are listed in Table III, where the unit represents a
normalized cost unit. Since there are no officially disclosed
cost values of devices required in the QKD backbone network,
the cost values of devices in Table III are relative to the
cost value of links and are assumed based on some practical
systems/networks. We assume that the cost value of links (i.e.,
YGp) 18 uniformly distributed within [1, 2] units in three cases.
The parameter |R| in Table III represents the total number of
QKD chain requests. When the value of |R| is larger than
zero, the device costs are fixed in the SC, and the device
costs are uniformly distributed within a certain range in the
UC. In the DC, three intervals are considered for the value
of | R|, namely (0, 0.5p], (0.5p, pl, and (p, +00). These three
intervals represent the incremental QKD chain requests, where
the device costs are reduced with the growing number of QKD

QKD chain request
(Nodes 4 to 12, nr=1)

Yen = 1 unit

Deployment

Path Qkm G Qp Ion

cost in SC
Blue path ]
(Shortest) 24 12 17 7 19 6048 km 96198 units
Red path ]
(CO-QBN) 22 11 13 9 20 6192 km 86892 units

Fig. 5. A counterexample showing that the shortest path is not always the
optimal solution.

chain requests due to the increased sales volume.

For a fair comparison, we also introduce the purely trusted
relay based QKD deployment over optical backbone networks.
The results are computed using a variant of the CO-QBN
algorithm according to the cost-oriented formulations for a
purely trusted relay based QKD backbone network in [50]. We
use a variant of the CO-QBN algorithm rather than the existing
heuristic algorithm, such as [50], for two reasons: 1) the device
types considered are not the same as those considered in
the existing work; 2) the direct use of the existing heuristic
algorithm, e.g., [50], could result in an unfair comparison since
different routing methods are adopted. In addition, the same
cost assumptions are used for MDI-QKD and conventional
point-to-point QKD in the SC to ensure a fair comparison
of the hybrid trusted/untrusted relay and purely trusted relay
schemes. Accordingly, the parameters 7., and g, represent
the costs of a QTx and a QRx based on conventional point-
to-point QKD protocols (e.g., BB84, COW, and GGO02) in the
SC for a purely trusted relay based QKD backbone network,
respectively.

Moreover, to make the distinction between the problem
addressed in this paper and the optimization problem aiming at
shortest-path routing more evident, we give a counterexample
to show that the shortest path is not always the optimal solution
for the problem addressed in this paper. As illustrated in Fig. 5,
the shortest path for a QKD chain request (1, = 1) from Node
4 to Node 12 is the blue path (passing through Nodes 5, 7,
8, and 9). The path selected for this QKD chain request using
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Fig. 6. Deployment cost of QKD with hybrid trusted/untrusted relays versus number of QKD chain requests on the six-node network topology: (a) SC; (b)

UC; (¢) DC.

the CO-QBN algorithm is the red path (passing through Node
11). The required numbers of various components and the
deployment costs for the two paths of this QKD chain request
are compared in Fig. 5. The red path has lower deployment
cost but is longer than the blue one.

A. CO-0OBN Algorithm Verification

The six-node network topology (p = 15) is adopted for CO-
QBN algorithm verification. We set the number of QKD chain
requests within [2, 22]. The deployment cost of QKD with
hybrid trusted/untrusted relays versus number of QKD chain
requests is illustrated in Fig. 6. Three cases, i.e., SC, UC, and
DC, are depicted in Figs. 6(a), 6(b), and 6(c), respectively.
We consider different secret-key rate requirements, covering
the fixed value of 7, = 1 and the flexible value of 7, € [1, 2]
for each QKD chain request. In addition to the results for the
ILP model and the CO-QBN algorithm, we include the results
for the RANDOM algorithm for performance comparison.

From Figs. 6(a) and 6(b) we can see the deployment cost
grows linearly as the number of QKD chain requests increases.
While in Fig. 6(c), the deployment cost increases linearly
with the number of QKD chain requests in [2, 6], [8, 14],
and [16, 22], respectively. Such a linear tendency stems from
the random generation of QKD chain requests between any
two QKD backbone nodes. The increase in deployment cost
is due to the increase in network components required to
accommodate more QKD chain requests. The reason for the
special variation tendency of the deployment cost shown in
Fig. 6(c) is that the cost values of various devices change
dynamically with the number of QKD chain requests, and
hence discrete points are plotted in the DC. It can also be
observed that the deployment cost under 7, € [1,2] is larger
than that under 7, = 1. This is because more network compo-
nents need to be deployed to fulfil the increased secret-key
rate requirements of some QKD chain requests.

In different cases (SC/UC/DC) with the fixed/flexible values
of n,, the deployment cost with the presented ILP model
or CO-QBN algorithm is much lower than that with the
RANDOM algorithm. This phenomenon indicates that the
presented approaches have the advantages of achieving the cost
optimization to deploy QKD over existing optical backbone

networks and being applicable for a long run. The cost
savings of the presented approaches relative to the benchmark
algorithm are ~60% and basically remain stable with the
variation of n,.. It reflects that the cost saving is weakly related
to the secret-key rate requirement. In particular, the CO-
QBN algorithm performs very similar to the ILP model under
different circumstances, demonstrating its near-optimal char-
acteristic. Although this near-optimal characteristic is affected
by the physical lengths of fiber links and the assumption that
sufficient wavelength resources are available, the presented
CO-QBN algorithm is still an effective approach to achieve
cost optimization for QKD deployment over optical backbone
networks. Additionally, by comparing the results of RANDOM
and CO-QBN algorithms, we can deduce that the randomness
of routing enhances the survivability but sacrifices the deploy-
ment cost. This reflects a trade-off between deployment cost
and survivability.

The running time is less than one second for the CO-QBN
algorithm, whereas it can reach a few hundreds of seconds
for the ILP model. For example, when the number of QKD
chain requests is 22, the running time for the ILP model and
CO-QBN algorithm are 228 seconds and 0.213 seconds in
the SC, respectively. Hence, the CO-QBN algorithm is much
more time-efficient than the ILP model. Given that the ILP
model becomes intractable when the number of QKD chain
requests and the network size become larger, the deployment
cost, network component usage, and security level analysis on
the large network topologies in subsequent subsections will
adopt the CO-QBN algorithm.

B. Deployment Cost Analysis

The NSENET topology (p = 91) and USNET topology (p
= 276) are utilized for further deployment cost analysis. We
set the number of QKD chain requests within [15, 165] and
[35, 385] on NSFNET and USNET topologies, respectively.
The fixed value of 7, = 1 is considered for each QKD chain
request.

The deployment cost of QKD with hybrid trusted/untrusted
relays versus number of QKD chain requests is shown in
Fig. 7, where three cases are considered for both CO-QBN
and RANDOM algorithms. For comparison purpose, we also
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Fig. 7. Deployment costs of QKD with hybrid trusted/untrusted relays
(SC/UC/DC CO-QBN/RANDOM) and purely trusted relays (SC PTR) versus
number of QKD chain requests: (a) NSFNET topology; (b) USNET topology.

include the results (SC PTR in Fig. 7) for deploying QKD
with purely trusted relays. It can be observed that the results in
SC/UC show the linear tendency with the growing QKD chain
requests on different backbone network topologies. While in
the DC, the results first demonstrate similarly to that in the
SC, then perform similarly to that in the UC, and increase
linearly with the number of QKD chain requests in [105,
165] and [280, 385] on NSFNET and USNET topologies,
respectively. These phenomena have been explained in the
previous subsection. In the DC, the device costs change when
the number of QKD chain requests is higher than a certain
number.

As illustrated in Figs. 7(a) and 7(b), the results in each case
with the CO-QBN algorithm are much lower than that with
the RANDOM algorithm on NSFNET and USNET topologies.
Hence, the applicability of the presented CO-QBN algorithm
in different network topologies for a long run is verified.
Specifically, in the SC, the deployment cost (SC CO-QBN
in Fig. 7) of QKD with hybrid trusted/untrusted relays is
lower than that (SC PTR in Fig. 7) with purely trusted relays.
This can be explainable by analyzing the cost distribution of
various network components during the deployment phase,
which will be detailed in the following paragraphs. Note
that the QTx and QRx based on conventional point-to-point
QKD protocols (e.g., BB84, COW, and GGO02) are cheaper
than the MDI-QTx and MDI-QRx today. Nonetheless, the
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Fig. 8. Deployment costs of various network components in the hybrid
trusted/untrusted relay and purely trusted relay schemes versus number of
QKD chain requests: (a) NSENET topology; (b) USNET topology. (Link
covers QKD and KM links, MUX represents MUX/DEMUX components)

comparison results in Fig. 7 indicate that the total deployment
cost can be significantly reduced when the MDI-QKD is
technically more mature and its device costs can reach the
level of conventional point-to-point QKD. Specifically, the
experiment in [65] demonstrated that the MDI-QKD system
can be reconfigured to be the conventional point-to-point QKD
system, indicating that MDI-QKD has the potential to reach
the level of conventional point-to-point QKD in terms of
device costs. Moreover, chip-based QKD [63], [64] can further
reduce the cost gap between MDI-QKD and conventional
point-to-point QKD devices.

According to Fig. 7, the cost savings of CO-QBN versus
RANDOMY/PTR in different cases on NSFNET and USNET
topologies are listed in Table IV. In each case, the cost saving
basically keeps stable with the variation of the number of QKD
chain requests. Specifically, the cost savings of the presented
CO-QBN algorithm relative to the RANDOM algorithm can
reach approximately 54% and 32% on NSFNET and USNET
topologies, respectively. This phenomenon reflects that the cost
saving of CO-QBN versus RANDOM is closely related to
the network topology. When the network topology has lower
node degrees, i.e., less connected, the K -shortest-path routing
in the CO-QBN algorithm could significantly outperform the
random routing in the RANDOM algorithm, leading to more
cost savings. In addition, the deployment cost savings of the
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TABLE IV
CoOST SAVINGS OF CO-QBN VERSUS RANDOM/PTR IN DIFFERENT CASES

NSFENET topology

‘ USNET topology

CO-QBN vs. CO-QBN vs. CO-QBN vs. CO-QBN vs. CO-QBN vs. CO-QBN vs. CO-QBN vs. CO-QBN vs.
|R| | RANDOM RANDOM RANDOM PTR |R| | RANDOM RANDOM RANDOM PTR
SC (%) UC (%) DC (%) SC (%) SC (%) UC (%) DC (%) SC (%)
15 534 54.1 54.2 23.0 35 325 31.7 31.4 233
45 53.6 53.8 54.5 24.1 105 | 31.3 322 319 232
75 539 53.6 53.6 25.5 175 | 319 32.1 31.8 233
105 | 53.7 532 53.6 24.8 245 | 31.7 32.0 31.8 232
135 | 54.0 54.1 53.7 25.1 315 | 31.6 32.0 322 23.3
165 | 53.8 54.0 54.0 24.9 385 | 31.7 31.8 31.9 23.3

hybrid trusted/untrusted relay scheme relative to the purely
trusted relay scheme are up to 25% and 23% on NSFNET
and USNET topologies, respectively. Such a cost saving is
weakly related to the network topology, thanks to the same
routing algorithm employed for both relay schemes.

Based on the results (SC CO-QBN and SC PTR) in Fig.
7, the deployment costs of various network components in the
hybrid trusted/untrusted relay and purely trusted relay schemes
versus number of QKD chain requests are illustrated in Fig. 8.
It can be observed that the deployment cost of QKD and KM
links in the hybrid trusted/untrusted relay scheme is similar
to that in the purely trusted relay scheme. This is because the
same path is selected for a QKD chain request in both relay
schemes. In addition, the deployment costs of QRx, LKM, and
SI in the hybrid trusted/untrusted relay scheme are lower than
those in the purely trusted relay scheme. The reason is that
more QRxs and trusted relays are needed in the purely trusted
relay scheme. However, the deployment costs of QTx and
MUX/DEMUX components in the hybrid trusted/untrusted
relay scheme are a little larger than those in the purely trusted
relay scheme. This is due to the fact that QTx is deployed
in a pair-wise manner in the hybrid trusted/untrusted relay
scheme. For some QKD chain requests with specific lengths
of QKD/KM links, e.g., the distance of the last chain segment
for secret-key relay is less than 7 (~80 km), such a pair-
wise manner causes the total number of relays in the hybrid
trusted/untrusted relay scheme to be a little larger than that in
the purely trusted relay scheme.

C. Network Component Usage Analysis

The network component usage (i.e., the required numbers
of various network components) analysis is performed. This
analysis does not depend on costs of the various components.
The fixed value of 1, = 1 is considered for each QKD chain
request, and the results are obtained based on SC CO-QBN and
SC PTR. Figure 9 demonstrates the network component usage
in the hybrid trusted/untrusted relay and purely trusted relay
schemes versus number of QKD chain requests, in which the
NSENET and USNET topologies are adopted, but the physical
lengths of QKD and KM links are not included. From Fig.
9 we can see that the network component usage increases
linearly with the number of QKD chain requests, which can
be attributed to the random generation of QKD chain requests.

In particular, we observe that the network component usage
in a descending order is QTx > MUX > LKM > QRx > Sl in
the hybrid trusted/untrusted relay scheme, whereas it is LKM
> QTx = QRx > SI = MUX in the purely trusted relay scheme.
The demand for QRxs with the hybrid trusted/untrusted re-
lay scheme is reduced compared to the purely trusted relay
scheme. The reason is that in the hybrid scheme the MDI-QKD
protocol allows two QTxs to be connected to one QRx, while
in the purely trusted relay scheme the conventional point-to-
point QKD protocols have a one-to-one relationship between

SC CO-@BN

28 | --4--QTx
--v-- QRx
24|

Network component usage

- 1 1
15 45 75 105 135
Number of QKD chain requests
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64 | -a-- QTx
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Fig. 9. Network component usage (i.e., the numbers of required network
components) in the hybrid trusted/untrusted relay and purely trusted relay
schemes versus number of QKD chain requests: (a) NSFNET topology; (b)
USNET topology. (MUX represents MUX/DEMUX components)
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QTx and QRx. It is obvious that the required numbers of
QRxs, LKMs, and SIs can be significantly reduced when the
hybrid trusted/untrusted relay scheme is adopted. Hence, if the
QRxs, LKMs, and SIs own relatively high device costs, the
hybrid trusted/untrusted relay scheme can achieve significant
deployment cost savings compared to the purely trusted relay
scheme. It should be noted that for QKD techniques, the
cost of a QTx is often lower than that of a QRx. Moreover,
novel sharing schemes designed to enable different QKD chain
requests to share the MUX/DEMUX components or LKMs are
beneficial to further reduce the total deployment cost.

D. Security Level Analysis

The security levels of the hybrid trusted/untrusted relay and
the purely trusted relay based QKD backbone networks versus
number of QKD chain requests are compared in Fig. 10, where
the NSFNET and USNET topologies are considered, and the
fixed value of 7, = 1 is utilized for each QKD chain request.
From Figs. 10(a) and 10(b) we observe that the security level
demonstrates approximately constant values with the growing
number of QKD chain requests. This is because the average
required number of trusted relays for each QKD chain request
is the same. Also, the security level remains stable in different
cases, since it is independent of different cost values according
to (17).
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Fig. 10. Security levels of the hybrid trusted/untrusted relay (SC/UC/DC CO-
QBN/RANDOM) and the purely trusted relay (SC PTR) based QKD backbone
networks versus number of QKD chain requests: (a) NSFNET topology; (b)
USNET topology.
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The security level with the CO-QBN algorithm is higher
than that with the RANDOM algorithm. Accordingly, the
presented CO-QBN algorithm has the potential to achieve
the optimal deployment of a hybrid trusted/untrusted relay
based QKD backbone network, which can reduce the average
required number of trusted relays for each QKD chain request.
In addition, by comparing the results (SC CO-QBN and SC
PTR), the security level enhancements of using the hybrid
trusted/untrusted relay scheme versus the purely trusted relay
scheme are up to 115% and 136% on NSFNET and USNET
topologies, respectively. Consequently, deploying QKD based
on the hybrid trusted/untrusted relay scheme can achieve a
higher level of security than that based on the purely trusted
relay scheme.

VIII. OPEN ISSUES

In this work, we make a first attempt to analyze the hybrid
trusted/untrusted relay based QKD deployment over optical
backbone networks. We strive to provide a more general
consideration and explanation of various aspects in such
a complex hybrid network architecture. Nonetheless, some
assumptions are inevitably made in the models due to the
limitations of technological development. We underline that
our conclusions depend on assumptions regarding both the
models and the crucial input (e.g., cost values). We expect
that the system and network aspects of MDI-QKD integrated
optical networks can develop synergistically and complement
each other. Some issues listed below are still open and need
to be addressed in future research.

1) MDI-QKD: The MDI-QKD protocol (2012) is invented
later than the relatively mature BB84 (1984), COW (2005),
and GGO02 (2002) protocols. Some important directions, such
as MDI-QKD over asymmetric channels and the coexistence of
MDI-QKD with classical optical communications still require
further investigations.

2) Flexible Location: The flexibility of QKD deployment
over optical networks can be further enhanced. For example,
a more flexible value of the physical distance between a pair
of QKD devices can be considered under different constraints.
Meanwhile, the flexible placement of hybrid trusted/untrusted
relays will need to be studied.

3) Wavelength Limitation: The available wavelengths are
assumed to be abundant in the performance evaluation. In the
case of a limited number of wavelengths, the ILP model is able
to accommodate more QKD chain requests than the heuristics
and causes higher deployment cost. It does not mean the ILP
model performs worse than the heuristics. Identifying new
performance metrics could facilitate a fair comparison.

4) Fiber Type: Different types of fibers may have been
installed in the existing optical backbone network, such that
the cost values of wavelength channels in various types of
fibers may be distinct. How to optimally assign the wavelength
channels for multiple QKD chain requests becomes a future
research challenge, where the physical-layer impairments and
the total cost of ownership should be carefully evaluated.

5) Algorithm Optimization: The proposed CO-QBN algo-
rithm is a basic algorithm with the objective to minimize the
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deployment cost. Some algorithms with the modest additional
complexity can be designed in the future to further optimize
the network performance (not only the deployment cost, but
also other performance metrics such as the security level).

6) Channel Allocation: This work is limited to the selected
channel allocation scheme. On the other hand, many channel
allocation schemes have been proposed and validated. The
cost efficiency could be affected by various channel alloca-
tion schemes for QKD-integrated optical backbone networks,
particularly when different QKD chain deployment strategies
are implemented. The relevant performance evaluation and
comparison should be carried out to gain an understanding
of the impact of the channel allocation scheme on QKD-
integrated optical backbone networks.

7) Network Operation: In addition to cost optimization for
network deployment, many other aspects such as quality-of-
service provisioning and cost optimization for network oper-
ation need to be investigated in the hybrid trusted/untrusted
relay based QKD network.

8) Heterogeneous QKD: Different QKD systems with
MDI-QKD and conventional point-to-point QKD protocols
(e.g., BB84, COW, and GG02) may be used together to form
a QKD network. It calls for the research on heterogeneous
QKD networking, where the compatibility and interoperability
should be investigated.

Moreover, the deployment of QKD networks for enabling
highly secure communication links and various applications in
5G and beyond needs to be explored in the future.

IX. CONCLUSION

In this paper, we study the cost optimization when deploying
QKD over an existing optical backbone network. Based on
MDI-QKD, a new network architecture is described, where
the hybrid trusted/untrusted relay scheme can be employed.
Moreover, the node structures of the trusted relay and untrusted
relay are detailed. The network, cost, and security models are
formulated for deploying QKD with hybrid trusted/untrusted
relays. An ILP model and a heuristic algorithm (i.e., CO-QBN)
are presented to achieve the cost-optimized design. Simulation
results verify the applicability of the presented ILP model
and CO-QBN algorithm in different network topologies for
a long run. The near-optimal characteristic of the CO-QBN
algorithm is demonstrated. In particular, the deployment cost
of a QKD backbone network can be saved up to 25% with
the hybrid trusted/untrusted relay scheme relative to the purely
trusted relay scheme, provided that the MDI-QKD scheme is
technically more mature and its device cost can reach the level
of conventional point-to-point QKD protocols in the future.
In addition, a QKD backbone network based on the hybrid
trusted/untrusted relay scheme can achieve a higher level of
security than that based on the purely trusted relay scheme.
Finally, some open issues in future work are also discussed.
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