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Abstract—Traditional searchable encryption schemes based
on the Term Frequency-Inverse Document Frequency (TF-IDF)
model adopt the presence of keywords to measure the relevance of
documents to queries, which ignores the latent semantic meanings
that are concealed in the context. Latent Dirichlet Allocation
(LDA) topic model can be utilized for modeling the semantics
among texts to achieve semantic-aware multi-keyword search.
However, the LDA topic model treats queries and documents
from the perspective of topics, and the keywords information
is ignored. In this paper, we propose a privacy-preserving
searchable encryption scheme based on the LDA topic model
and the query likelihood model. We extract the feature keywords
from the document using the LDA-based Information Gain (IG)
and Topic Frequency-Inverse Topic Frequency (TF-ITF) model.
With feature keyword extraction and the query likelihood model,
our scheme can achieve a more accurate semantic-aware keyword
search. A special index tree is used to enhance search efficiency.
The secure inner product operation is utilized to implement the
privacy-preserving ranked search. The experiments on real-world
datasets demonstrate the effectiveness of our scheme.

Index Terms—semantic-aware search, searchable encryption,
cloud computing, multi-keyword ranked search

I. INTRODUCTION

ECENTLY, with the rapid development of cloud comput-

ing, an increasing number of users tend to outsource their
local data to save on the cost of data storage and maintenance.
However, cloud servers are able to access user data without
constraints, i.e., the privacy of outsourced data should be
protected. Thus, data owners choose to encrypt their data
before outsourcing it to the cloud. It is therefore not merely a
theoretical challenge but indeed a practical necessity to be
able to apply effectively searchable encryption schemes to
documents.

In recent years, many researchers have proposed a number
of searchable encryption schemes in cloud computing, such as
single keyword search [1]-[4], multi-keyword search [5]-[12],
etc. Such a scheme typically uses the TF-IDF based vector
space model and the secure kNN algorithm [13] to generate
encrypted document vectors and encrypted indexes (inverted
indexes, tree indexes, Bloom filters, etc.) and outsource them
to the cloud. Afterwards, such a scheme generates a trapdoor
for the queried keywords and returns the search result with
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searching the index according to the trapdoor. The TF-IDF
model uses the appearance of the keyword to evaluate its
importance in the document. However, these schemes do not
consider the latent semantic features of the user’s queried
keywords and documents, which could lead to unsatisfactory
search results [14].

The TF-IDF model is based on the bag-of-words (BoW)
model [15] and is widely used for feature extraction. Besides
the ignorance of semantic information, the vectors generated
by the TF-IDF model are based on the entire keyword dictio-
nary. Thus, such vectors are extremely high-dimensional and
sparse. However, the TF-IDF model can provide a reasonable
description of the importance of a keyword to a document, so
in this paper we use the TF-IDF model as the basis of our
keyword extraction method.

The LDA topic model is a semantic model that can be used
for discovering latent semantics among texts. In this model,
documents and keywords are viewed from the perspective of
topics. A given keyword may be closely related to several
topics while being irrelevant to others. A given document
usually only discusses a few topics. Hence, the topic model
can be used for semantic feature extraction. More specifically,
for a particular set of documents, the topic model extracts
three topics according to the model parameter. By analyzing
the keywords most related to each topic, we can define the
topics semantically, e.g., {computer, religion, sports}. Thus,
we can infer the content of a document or a keyword based
on its relation to such topics. In a multi-keyword search,
we use the topic distribution of the user’s queried keywords
to represent the user’s search intention. We obtain the most
relevant documents according to the semantic relevance scores
between the documents and the queried keywords.

Document retrieval is a popular topic in information re-
trieval (IR), and many related studies have been published
[14], [16]-[20], etc. These approaches can achieve much better
search accuracy than can the traditional TF-IDF model in
ad hoc document retrieval. In this work, we first apply the
widely used query likelihood model and propose a novel multi-
keyword ranked search scheme over encrypted cloud data. The
query likelihood model uses keyword information to perform
searches; this approach can overcome the problem that the
LDA topic model ignores the contribution of the queried
keywords’ occurrence to the search result. However, not all
the keywords in the dictionary are equally important, and
considering the entire dictionary is inefficient. Selecting the
feature keywords from the dataset is a more efficient strategy.
Inspired by the TF-IDF model and information gain, we can
apply these evaluation metrics to the topic model for extracting
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the feature keyword dictionary. Because we propose a new
search scheme based on a different language model, we first
apply TREC robust 2004 dataset for accuracy evaluation. This
dataset was not used in previous works, because most of them
were based on the same measurement metric, TF-IDF score.
Without modifying the relevance measurement metric, these
schemes will get the same research results. This dataset also
provides a standard metric for evaluating the search results.
Thus, we use it as search accuracy measurement in this paper.

In this paper, we propose a semantic-aware multi-keyword
ranked search scheme over encrypted cloud data based on
the LDA topic model and the query likelihood model, which
incorporates latent semantic features of the users’ search
intention in searchable encryption. The data owner first trains
the LDA topic model with the document set, and the model
generates the document-topic relevance matrix (DTR-matrix)
and the keyword-topic relevance matrix (KTR-matrix). Each
document has its topic vector that contains latent semantic
features. Afterwards, the data owner extracts each document’s
feature keywords. The entire feature keyword dictionary and
the query likelihood model are used to generate documents’
keyword vectors. Next, the data owner merges the topic
vector and the keyword vector into the document vector.
Subsequently, the data owner uses the secure inner product
operation to encrypt document vector and the document itself.
After building the complete binary tree (CBTree) index with
the encrypted document vector, the data owner outsources
the index and the encrypted documents to the cloud server.
When a multi-keyword ranked search is started to retrieve the
k most relevant documents, the data user converts the queried
keywords into a query vector and uses the same secure inner
product operation to encrypt the vector as a trapdoor. Then,
the trapdoor is sent to the cloud server as the query command.
The cloud server uses the CBTree index to obtain k& most
relevant documents as the search result. Afterwards, encrypted
documents with the top k relevance scores are returned to the
data user. The proposed scheme outperforms the existing TF-
IDF schemes in terms of search time and index space since the
dimension of the topic vector is much smaller than the scale
of the keyword dictionary (the dimension of a TF-IDF vector)
in the existing schemes. In addition, the semantic precision
and recall of the query results are measured to validate the
accuracy of the proposed scheme.

Our paper’s main contributions are summarized as follows.

« We apply the LDA topic model to searchable encryp-
tion over cloud data and enable sematic-aware privacy-
preserving ranked searches. Document vectors and query
trapdoors are built based on the LDA topic model. The
lower-dimensional topic vector, used for relevance mea-
surement, improves the efficiency of searches.

« We propose a feature keyword extraction method and
for the first time apply the query likelihood model to
searchable encryption over cloud data, which can be
combined with the LDA topic model. The extracted
feature keywords can improve the search performance of
our scheme. We also propose a complete binary tree index
and a greedy depth-first search algorithm to improve the
search efficiency of our scheme.

o We perform a security analysis against the known ci-
phertext threat model and the known background threat
model. Moreover, we perform experiments on two real-
world datasets to test the search accuracy and efficiency
of our scheme. The TREC 2004 robust retrieval track
(TREC robust 2004) dataset is first used for search
accuracy measurement of a ranked search scheme in
cloud computing.

II. RELATED WORK
A. Privacy-preserving Keyword Search Schemes

The earlier studies focus on privacy-preserving single-
keyword searchable encryption over cloud data. Song et al.
[2] for the first time defined the problem model for the
searchable encryption over outsourced cloud data and pro-
posed a systematic searchable encryption for single keyword
search. Wang et al. [3] used the effective TF-IDF model
for feature extraction from documents and proposed a single
keyword ranked privacy-preserving search scheme that applied
the inverted index to fit the needs of different circumstances.
Other schemes [1], [4] were also proposed for performing
ranked search over encrypted data.

Multi-keyword search schemes have also been proposed to
provide more usable services on the cloud server. Cao et al.
[5] for the first time proposed a privacy-preserving multi-
keyword ranked search scheme (MRSE) that used the secure
kNN algorithm [13] to achieve multi-keyword searchable
encryption. On the basis of MRSE, researchers used the tree-
based index in searchable encryption to enhance the efficiency
of various schemes. Sun et al. [6] proposed a secure multi-
keyword search scheme with an MDB tree [21] as the search
index, which improved search efficiency. The scheme achieved
better than linear search efficiency but with precision loss. Xia
et al. [8] adopted a special binary tree and used a “greedy
depth-first search” algorithm to achieve sublinear search time.
Their scheme also supported the dynamic update of documents
and achieved sublinear search efficiency with accurate search
result. We choose Xia’s work as comparison scheme because
it greatly improved the search performance of the multi-
keyword ranked search scheme. Chen et al. [7] and Zhu et
al. [9] adopted data-mining algorithms and proposed privacy-
preserving ranked keyword search schemes. These schemes
adopted different index methods to achieve more efficient
ranked searches with tree-based indexes. However, in [7]’s
work, the search result suffered from a precision loss. In [9],
the scheme is complex to implement on a large dataset. In
this work, we propose a complete binary tree-based index and
achieve efficient and accurate semantic-aware multi-keyword
ranked search.

B. Multi-keyword search schemes with semantic extensions

The feature extraction models used in traditional schemes
such as the TF-IDF model ignore the hidden semantic in-
formation in keywords and the semantic relations between
keywords. Thus, many schemes that support semantic search
feature embedded semantic models. Considering synonyms’
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expansion, Xia et al. [22] used the inverted index to imple-
ment multi-keyword searchable encryption. The scheme used
the semantic information hidden in the queried keywords to
perform searches with semantic extensions. Fu et al. [23]
proposed a multi-keyword searchable encryption based on the
MRSE scheme. The scheme entailed synonym expansion using
a dictionary, resulting in a more accurate semantic search
algorithm. With the implementation of stronger semantic tools,
more semantic search models have been presented. Fu et
al. [24] used a concept map to process the keywords and
achieved the semantic search over encrypted cloud data.
They also proposed a more efficient privacy-preserving multi-
keyword search scheme based on a concept hierarchy [25]
that supported semantic search with private and public servers.
However, synonym expansion was based on the keywords
extracted by the TF-IDF model which is not a semantic model.
Accordingly, [22] and [23] attained smaller improvements
in semantic search precision. [24] and [25] used stronger
semantic tools that necessitated manually selecting the concept
from the dictionary and could not be directly applied to a new
dataset. Additionally, the schemes could be inefficient because
the number of concepts can be more than the scale of the
dictionary. Thus, we use a topic model to achieve accurate and
efficient multi-keyword searches with a semantic extension.

The LDA topic model was first proposed by Blei et al. [26]
and is an effective model for natural language processing. This
model can also be used as a dimension reduction algorithm.
Due to this model’s effective semantic feature extraction,
Heinrich et al. [27] proposed a text analysis scheme based
on this model. Pang et al. [28] proposed a text search method
for enterprise text searches by using the LDA topic model
with topical intention obfuscation. Based on [28], Wang et al.
[29] proposed a keyword search method that entailed masking
the topical intent generated by the LDA topic model. In our
previous work [30], we adopted the LDA topic model to
achieve a multi-keyword ranked search scheme over encrypted
cloud data. The topic information was used for supporting
the semantic-aware search. Building on [30], we utilize topic
information for keyword extraction and the query likelihood
model to achieve a more accurate search, which solves “key-
words ignorance” problem in our previous work. In addition,
the combination of the topic vector and the keyword vector
can further improve the security of our scheme, which will be
discussed in the following sections.

III. NOTATIONS AND BACKGROUND KNOWLEDGE
A. Notation
o D — A set of n documents, D = {d,, da, "'Ld".}f'
. p — A set of n encrypted documents, D = {d;, da, ...,
dn}.
o T — A set of m topics, T = {11, t2, ..., tm}-
o W — A dictionary containing u keywords, W = {wy, wy,

ooy Wy b
« FW — A feature dictionary containing b feature key-

words, FW = {fw,, fw,, ..., fw, }.

¢ O — A ranked search with multiple queried keywords,

0= {pr Wpys oo th}~

3

¢ ® — A nxm-dimensional document-topic relevance ma-
trix (DTR-matrix) that is the plaintext index.

e 0,0 — An nx(m+b)-dimensional document-topic rele-
vance matrix extended with feature dictionary FW.

o Q —An uxm-dimensional keyword-topic relevance ma-
trix (KTR-matrix).

e V4 — A plaintext document vector.

o Vo — A plaintext query vector.

« Vr — An m-dimensional topic probability vector.

o Vw — An u-dimensional keyword probability vector.

« Vo — A trapdoor vector that is the encrypted query vector
of VQ.

B. Multi-Keyword Ranked Search and Information Retrieval

Information Retrieval (IR) is a currently popular research
topic, and many related works have been proposed [14], [16]-
[20], etc (We only focus on ranked searches over encrypted
cloud data, thus only few papers are discussed for clear and
better understanding). However, ranked search schemes in
cloud computing mostly use the old-fashioned TF-IDF model
to perform searches over documents. The ad hoc document
ranking in IR is similar to the aim of a multi-keyword ranked
search. Three models are commonly used models in such
ranking: BM25 [14], [16], query likelihood [17], [18] and
neural ranking [19], [20] models. The main obstacle to directly
using these models in a ranked search scheme over encrypted
cloud data is that, for security reasons, the query must be
encrypted before being uploaded to the cloud server. However,
the ranking models need queried keywords to measure the
relevance between documents and queries. Thus, it is difficult
to adopt the state of art IR models in searchable encryption
schemes.

We denote by Score(Q, d) the relevance score between query
Q and document d. In what follows, we briefly introduce the
abovementioned models.

BM25 model:

fPi

fpi+k1-(1—b+b-av"gldl

h
Score(Q, d) = Z IDF(wp,) -
i=1

(N = n(wp,) +0.5)
n(wp,) +0.5

where N is the total number of all documents, n(wp,) is the
number of documents that contain queried keyword wy,, fp,
is the number of occurrences of queried keyword w), in the
given document d, k; is a smoothing parameter, d/ is the
length of document d, and avgdl is the average length of
whole documents.

The BM25 model improves the performance of the tradi-
tional TF-IDF model and is more suitable for realistic appli-
cations. However, the BM25 model still only considers the
occurrence of keywords and thus has the worst performance
among the three models. It serves as the baseline of the ad
hoc document retrieval task.

Query Likelihood model:

IDF(wp,) = log 2

h
Score(Q, d) = P(Qld) = [ | p(wp,1d) (3)

i=1
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PO ) = Py ) + (1 = =) Pu oy ol
where Py (wp, |d) is the maximum likelihood estimate of word
wp, in document d, Py (w),|coll) is the maximum likelihood
estimate of word w),, in the entire collection, ¢ is the Dirichlet
prior, and dI is the length of document d.

This is the basic structure of the query likelihood model
with Dirichlet smoothing. The model adopts the likelihood
of the given query as relevance measurement. It can be easily
combined with probabilistic language models such as the LDA
topic model to improve its precision. The query likelihood
model performs better than the BM25 model [18]. In this
paper, we first combine the query likelihood model with a
multi-keyword ranked search scheme over encrypted cloud
data.

Neural Ranking model:

The neural ranking model has the best performance among
these there models, but it needs the neural ranking architecture
to generate query representations that cannot be directly stored
in the cloud server while manintaining both usability and
security. Therefore, we do not further discuss the usage of
the neural ranking model.

Integrating with the query likelihood model not only im-
proves our scheme’s ranked search accuracy but also enhances
the security of our scheme, which will be discussed in the later
sections. We also first use a standard IR dataset to evaluate
the performance of the multi-keyword ranked search schemes
over encrypted cloud data.

C. LDA Topic Model and Semantic-Aware Search

The Latent Dirichlet Allocation (LDA) model is presented
by David Blei as a graphical model for topic discovery [26]
that is the Bayesian version of the pLSA model. The LDA
topic model uses an unsupervised learning algorithm and can
be easily implemented in different circumstances. This model
regards topics as the connections between documents and
keywords. Every document is related to several topics, and
every keyword has topics that are closely related to it. In
the LDA topic model, the documents and keywords are only
represented by their topic distributions, which improves both
time and space efficiency of this model.

The document-topic relevance matrix (DTR-matrix) ® and
the keyword-topic relevance matrix (KTR-matrix) Q generated
by the LDA topic model are used in this paper. Because the
topic is strongly defined semantically or epistemologically, we
are able to perform semantic-aware searches with the topic
relevance score.

Definition 1: Document Topic Vector. In the DTR-matrix O,
the row vector O[] is the document topic vector of document
d;, and O[i][j] represents the relevance score between d; and
topic ¢;.

Definition 2: Keyword Topic Vector. In the KTR-matrix Q,
the row vector Q[i] is the keyword topic vector of keyword
w;, and Q[i][j] represents the relevance score between w; and
1.

! The previous work in [30] proposed an efficient search
scheme LDA-EMRSE, but the topic model ignored the in-
formation on keywords’ presence in documents, and the

4

documents returned as the ranking result by LDA-EMRSE
might not contain the queried keywords. To overcome this
disadvantage, we combine the topic model and the query
likelihood model and propose a more accurate scheme.

D. Operation Definitions

Hadamard Product [31]. Given two n-dimensional vectors
V| and V;, the Hadamard product, denoted by VoV,, is an
n-dimensional vector, and it is defined as

VioVa =< Vi[1]- L1, V1[2] - V2[2], - - - , Viln] - Va[n] > (5)

where o is the Hadamard operator.

Secure Inner Product Operation. The Multi-keyword
Ranked Search Scheme (MRSE) proposed in [5] uses the
secure kNN algorithm [13] to implement the secure vector
inner product. Given two n-dimensional vectors p and g, and
secure key M in the form of an n X n random invertible
matrix, p and g are converted to their encrypted forms p and g,
respectively, by matrix multiplication with M so that 5 = M” -p
and § = M~'-q. The inner product of p and ¢ is calculated by
their encrypted form p - § as (6) shows.

- . T _
pg=M"py - (Mg
=p"MM™q
=p-q (6)

IV. PROBLEM FORMULATION
A. Ranked Search Model

In this paper, the ranked search model returns the ranked
top-k documents from document set D = {dy, da, ..., d, } with
the k highest relevance scores. A ranked search is represented
by a triple

Query = (D, Q. k) (7

where Q = {wp,, wp,, ..., wp, } are the queried keywords
and k is the number of requested documents, k <« n. For
simplicity, we use Q to represent a query.

Assuming that R is the ranked search result of a query Q,
we have

|R| ZkAVdi,dj(di ER/\dj E(D—R)) -
Score(d;, Q) > Score(d;, Q) (8)

where Score is the measurement of relevance between the
queried keywords and a document, which will be discussed
in Section VI.

B. System Model

In this paper, we adopt the same system model as in [8],
[32], which consists of three entities: the data owner, the data
user and the cloud server. The detailed system model is shown
in Fig. 2.

1) The data owner owns a document set D = {d|, da, ...,
d,}. In our scheme, the data owner performs LDA training
on D to generate the document-topic relevance matrix (DTR-
matrix) ® and the keyword-topic relevance matrix (KTR-
matrix) Q. Then, the data owner extracts the feature keywords
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Fig. 1: System model.

in the dataset and generates the feature keyword vector for
each document with feature dictionary FW. After that, the
data owner merges the topic vector and the feature keyword
vector to obtain the document vector V. Thus, ® is extended
to ®,¢,,, Which is used to perform efficient and semantic-aware
secured searches. After building the index CBTree 7 with the
document vectors that are the rows of matrix ®,,,,, the data
owner encrypts the document set D and the index tree 7 into
D and 7. Finally, the data owner outsources 7 and D to the
cloud server.

2) The data user is the user authorized to perform searches
on document set D. Assuming that the data user performs
a ranked search with queried keywords Q = {pr Wpys «os
wp, }» the data user follows the search protocol and generates
the trapdoor V of Q and then submits Vy to the cloud server.
When the data user receives the search result in an encrypted
form from the cloud server, the data user then decrypts the
result with the secure key shared with the data owner to obtain
the plaintext search result.

3) The cloud server provides computing and storage services
to users. In the proposed scheme, the cloud server stores the
encrypted index 7 and the encrypted document set D. Upon
receiving the trapdoor VQ from the data user, the cloud server
performs the privacy-preserving ranked search with 7 and Vo.
Having obtained the search result, the cloud server returns it
to the data user and becomes ready for another request.

C. Threat Model

In the proposed scheme, we consider the cloud server to be
“honest-but-curious”, which is adopted in many related works
[81, [33], [34], [5]. Specifically, the cloud server honestly and
correctly implements operations in the presented protocols
and returns the search result. However, the cloud server is
“curious” about sensitive information for the sake of data
inference and analysis. Given the information known to the
cloud server, we mainly adopt the two threat models related
to the privacy-preserving search scheme proposed by [5].

Known ciphertext threat model. In this model, the cloud
server only knows the encrypted document set D, the en-
crypted CBTree index 7, and the search trapdoor VQ. Thus,

the cloud server could apply a ciphertext-only attack (COA)
[35] in this model to obtain the plaintext data.

Known background threat model. In this model, the cloud
server is able to acquire more knowledge, such as the term
frequency (TF) statistics of the documents and the relation
between the trapdoors. Using these types of information, the
cloud server can infer or even recognize the retrieved keywords
by using the trapdoor’s information and by analyzing the
histogram or the value range of the corresponding frequency
distributions [34], [8].

D. Design Goals

Given a search request Query = (D, Q, k), the proposed
ranked search scheme aims at achieving the following goals:

Multi-keywords ranked search. The proposed scheme is
designed to allow the cloud server to return k ranked and
most semantically relevant ciphertext documents.

Search efficiency and effectiveness. The proposed scheme is
designed to achieve efficient and accurate searches by using
a complete binary tree-based index and a greedy depth-first
search algorithm.

Privacy preservation. The proposed scheme is designed to
protect sensitive information from the curious cloud server.
Specifically, document confidentiality, index confidentiality,
query confidentiality, trapdoor unlinkability, and keyword and
topic privacy should be preserved. The specific requirements
are as follows:

o Document confidentiality: the plaintext of the documents
should be secured from the cloud server.

o Index confidentiality and query confidentiality: the CB-
Tree I, being the index of ranked searches, and queried
keywords Q should be secured.

o Trapdoor unlinkability [8]: the cloud server should not
be able to link similar search requests with the similar
trapdoors or the similar search results.

o Keyword and topic privacy: the cloud server should not
be able to identify the specific keywords using the topic
information in trapdoors.
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V. FEATURE KEYWORD EXTRACTION AND
QUERY LIKELIHOOD MODEL

The topic model is a powerful semantic model, and we
achieve semantic-aware search by using the LDA topic model.
However, after the topic model has been trained with doc-
ument set D, the information of the topics rather than the
keywords will represent the document. In other words, the
search result returned by the topic model might not contain
the queried keywords. Thus, in this paper, we consider that
some of the queried keywords are important and that such
keywords’ information needs to be emphasized when searches
are performed. To find the important (feature) keywords from
D, we first describe the LDA-based information gain and the
topic frequency-inverse topic frequency (TF-ITF) model. The
former can measure the importance of a word in a topic set
while the later can be used to evaluate the importance of
a word in a document. Using these two models, we finally
propose the feature keyword extraction method and the query
likelihood model.

A. LDA-based Information Gain Model

Information gain [36] is defined as the difference in the
total information entropy with the feature and without it,
which is used for text feature selection. Information entropy
is a measure of unpredictability or information content of a
message source. Because we use topic information to select
feature keywords, we calculate entropy by considering topic
information as features. The binary entropy function H(T) is
defined in (9).

IT|

H(T) = - )" P(t;)log P(t;) ©)
i=1

where #; is the i’ topic in T, and P(t;) is the probability that
topic i occurs in document set D. Given ®, we can calculate
P(t;) by the prior belief of topic i appearing throughout D.

The conditional entropy H(T|w) measures the entropy of
keyword w; in T.

IT|
H(T|wi) = =P(wi) )" P(t;|wi) log P(t;|wi)
J=1
IT|
+ POR) ) P(t;1i) log P(t;1w;) ~ (10)
J=1

where P(w;) is the probability that w; appears in D. P(t;|w;)
is the probability that w; belongs to topic f; and is equal to
Q[i][j] - P(z;). Similarly, P(z;|w;) is the probability that w;
does not belong to ¢; and is equal to (1 —Q[i][;])- (1= P(t;)).

Thus, the information gain of w; can be calculated by (11).

(1)

Information gain has been widely used for feature ex-
traction in classification. A higher information gain means
a greater importance of the word’s contribution to the total
information contained in the dataset. In this paper, we use a
word’s information gain to evaluate how well the word can

IG(wy, T) = H(T) — H(T|w;)

6

describe the entire dataset semantically. Thus, we extract the
feature keywords to represent the dataset according to their
information gain.

B. Topic Frequency-Inverse Topic Frequency Model

We propose a new model called Topic Frequency-Inverse
Topic Frequency (TF-ITF) that uses the topic information and
the most widely used TF-IDF model. TF-ITF aims to find a
more effective way to describe how words are semantically
related to a specific document semantically. This model uses
topic relevance rather than the number of keyword occurrences
to measure the relevance to the document. The topic relevance
can effectively describe the difference between words and
documents. The detailed definitions are given as follows:

Definition 3: Topic Frequency. The topic frequency (TF) of
keyword w; is denoted by #f(w;). It measures the probability
that keyword w; is related to every topic ¢; in topic set 7.

if(wi) = Qli]

where Q[i] is the keyword topic vector of w;, and Q[i][/]
represents the topic frequency of w; in topic ¢;.

The topic frequency of w; and d; is denoted by #f(w;, d;). It
measures the similarity between w; and d; from the perspective
of topics. Instead of simply using the number of keyword
occurrences, the topic frequency can evaluate the importance
of keywords better from the perspective of semantics. It is
calculated as the topic relevance between w; and d;,

(12)

7|

ofwindy) = | | POvilte) - Peeldy)
k=1

= olj]- lil
= @11 1f(wy)

where O[] is the topic vector of d;.

Similarly, we define the ITF value as the inverse topic
frequency. Because the topic vector does not have zero values,
we use a threshold ¢ to filter the topics that are only marginally
related to w;.

Definition 4: Inverse Topic Frequency. Inverse topic fre-
quency (ITF) of w; is denoted by itf(w;). It measures the
amount of information provided by w; from the perspective
of topics. ITF is defined in (14).

13)

. 7]

itf(w;) = log Tv 54l
where ¢ represents the topic frequency of w; in each given
topic.

Definition 5: Topic Frequency-Inverse Topic Frequency.
The topic frequency-inverse topic frequency (TF-ITF) score
between w; and d; is denoted by #f-itf(w;, d;). It measures the
importance of w; in d;.

if-itf(wi, dj) = tf (wi, d;) - itf (w;)

The TF-ITF value considers both topic information and term
frequency of words. The higher the TF-ITF value of w; in d;
is, the higher the importance of w; in dj;.

(14)

15)
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C. Feature Keyword Extraction

Using the TF-ITF score and information gain, we define the
keyword importance score as shown in (16). For simplicity, we
use tfitf to represent the final score.

tfitf (wi, d;) = tf-itf (wi, d;) - IG(w;, T) (16)

where #f-itf is the TF-ITF score of keyword w;, and IG(w;, T)
is that keyword’s information gain.

Because itf(w;) only considers the keyword’s number of
occurrences among topics, we add information gain to evaluate
the difference between topics and each keyword’s contribution
to topics more accurately.

The tfitf score represents the keyword’s importance in a
specific document. We can extract the feature keywords from
documents by selecting keywords with the higher #fitf scores.
Using the keywords with higher IG or tfitf scores, we can
construct the feature dictionary FW from document set D by
performing the following three steps.

First, we calculate all keywords’ values of information gain
in dictionary W and select the top x keywords to build FW;g
as a part of FW. The words in F W contain more information
than do others.

|[FWiG| = k A¥Yw; € FWi6 —

IGw;, T) 2 IG(WJ', T), w; € W—-FWg a7

Second, we calculate the fitf scores of every keyword in
document d; and select the top A keywords to build FWit 4, -
The keywords in FWyys 4, are the most suitable words that
can represent d;’s topic information. Then, FWs p is built
by merging every FWis q; .

[FWigig.a;| = AN Ywi € FWyig.a, —
tfitf (wi, dj) > tfitf (wy, dj),w; € W — FWysr a;

Third, the feature dictionary FW is built by merging FW;g
and F W,ﬁ,ﬁ D-

(18)

FWZFWIGUFWtﬁ,f,D (19)

Using the feature dictionary FW can improve search per-
formance if queried keywords are important and meaningful
and can overcome the drawback that the topic model in LDA-
MRSE [30] ignores the specific keywords in searches.

D. Query Likelihood Model

After feature keyword extraction, we need to evaluate the
relevance between each feature keyword and documents. In ad
hoc document retrieval, the basic approach to using language
models for IR involves a query likelihood model. Thus, we
adopt the query likelihood model of [18] to score each feature
keyword in each document as (20) shows.

POld) = Y Pl
(1= D PvID) + (1= PProaGild) (20)

where fw is a feature keyword from FW, d is a document,
and both y and ¢ are Dirichlet smoothing parameters.

7

The maximum likelihood estimate of fi is calculated by

n(fw)
|d|

Py (fwld) = 2D
where n(fw) is the number of fiw’s occurrences in d. Further-
more,

Pyr(fw|D) = NGiw)

22
D (22)

where N(fw) is the number of fw’s occurrences in D.

In original method of [18], the researchers calculate
Prpa(fw|d) by performing the Gibbs sampling from the LDA
model. However, our experiments show that using 1f(w;, d;)
performs slightly better. Thus, we calculate Prpa by

Prpa(fwld) = tf(fw, d)

The value of p(fw|d) represents both the keyword occur-
rence information and the LDA topic information that can
be used to implement semantic-aware multi-keyword ranked
search. If the feature keyword does not appear in d, it is
still related to d according to (1 — MI‘%)PML(}‘MD)); however,
we set Prpa(fw|d) to O because the Gibbs sampling is only
performed on the keywords of d.

The query likelihood score between a feature keyword fw
and a document d is defined as

(23)

d d
QLScore(d, fw) = {(1 3 |5|(fw| ) fwe

|d|+5)PML(fW|D) fw ¢ d @4

In the original query likelihood model, the model scores
the query and the document according to (3). Due to security
concerns, we cannot send the queried keywords directly to
the cloud server; however, we can store the relevance score
in advance with the feature dictionary to create the query
likelihood model for searchable encryption using the logarithm
of the respective value.

[FW|
QOLScore(d, Q) = VgW VAW = Z ng[k] ViV
=1

19| Q]
log(p(fwild)) = log [ | p(fwild) = log p(Qld) ~ (25)
=1 i=1

i

where VEW and V‘f W are the query feature keyword vector
and the document feature keyword vector, respectively.

VI. ENHANCED SEMANTIC SEARCH MODEL

With the implementation of the LDA topic model, we
propose the enhanced multi-keyword semantic ranked search
model for a searchable encryption scheme. To overcome the
problem of queried keywords being ignored in our previ-
ous work [30], we use both topic relevance and keywords’
QLScore to obtain the search result in the enhanced search
model. The latter contains two parts: Build Index and Perform
Search. The detailed procedures are as follows.
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m-bit topic vector
which is the row vector of ®

b-bit feature keyword vector
which stores the value of QLScore

Fig. 2: Structure of V.

A. Build Index

The LDA topic model is used to extract semantic mean-
ings from the document set and adopts topic information
to represent documents and keywords. Each topic is related
to keywords with the topic relevance score. The keywords
with high relevance scores of a given topic are semantically
related. However, a keyword could have different meanings
in a different contexts, and could thus be related to different
keywords in different topics. However, the topic itself does not
have specific semantic meanings. Documents’ topic relevance
scores can also be used for relevance measurement.

The feature dictionary FW is used for better search ac-
curacy. Not all keywords in the document set are equally
important and taking the whole keyword dictionary into
consideration wastes storage space and computing resources
because the topic relevance is the major measurement. As
mentioned in Section V, we use the IG score to evaluate
keywords’ importance in the dataset and the ffitf score to
evaluate keywords’ importance in each document with the
topic model. Using the #fitf and IG scores, we build the feature
dictionary FW. Finally, we use the query likelihood model to
measure the relevance scores between feature keywords and
documents to improve search accuracy.

First, the search model uses the LDA topic model to
generate the DTR-matrix ® and the KTR-matrix Q after the
completion of training with the document set D.

Second, the model calculates each keyword’s IG score and
the tfitf scores of each document’s keywords. Hence, the
feature dictionary is built according to the steps described in
Section V.C. Afterwards, we use the query likelihood model to
calculate each feature keyword’s relevance to each document.
Then, the model extends the original DTR-matrix ® with
feature dictionary FW that stores the values of QLScore
between documents and feature keywords. We assume that
there are m topics, and b feature keywords in FW, and the
extended DTR-matrix ®,,,,, is then an n X (m + b) dimensional
matrix, and is utilized as the index. The structure of the
extended document vector V; is shown in Fig. 2.

B. Perform Search

The search model generates the query topic vector with ®,
Q and FW, and performs a search with the query topic vector
and the search index. Because of the property of the Dirichlet
prior, we use the prior beliefs of keywords to generate the
query topic vector. Before a search is performed, the model
needs to generate two vectors:

The topic probability vector Vy records the prior belief of
the corresponding topic in 7 appearing in D. Assuming that
each document is equally important, the prior belief of topic

t; is the average probability that each document in D belongs
to topic #;, i.e.,

1 n
V==~ 6Ll (26)
j=1

where @[j] is the j row vector of @.

The keyword probability vector Vi records the prior belief
of each keyword in dictionary W appearing in D. We calculate
the keyword probability vector using the prior belief of topics
and the topic distribution of keywords, as shown in (27).

Viv = Vp - QF @27)

Vr and Vy are calculated only once and can be utilized
for all queries. Afterwards, the model is ready for performing
searches. The following four steps are involved in performing
a query Q = {wp,, Wpys -..» Wp,, }-

First, the model generates the query topic vector Ty for Q
with & queried keywords. It is an m-dimensional vector and
represents the topic intention of the queried keywords. The
calculation of T is shown in (28).

5 Vro(@lpl - min(@pD)
fo= WWZEQ 01 Vivip]

(28)

where w),, represents the pi" keyword in keyword dictionary
w.

Second, the model extends the query topic vector with
feature dictionary FW. We use 1 or O to represent that a
feature keyword does or does not appear among the queried
keywords. Thus, the extended query vector Vp is now an
(m + b)-dimensional vector.

Third, the model measures the relevance scores between the
documents and the query by calculating the inner products
of vectors that correspond to them. Given a document d, the
relevance score between Q and d is computed as shown in
(29).

IT|+|FW|
Score(d, Q)= Vo -Va= > Volkl- Valk]
k=1
= aTRScore(Q,d) + 8 Z QLScore(d, w;)

w; eFW

(29)

where Vp and V,; are the query vector and the document vector,
7|
respectively. TRScore(Q,d) = Y, Vplk] - Vy4[k] is the topic

relevance between Q and d, Wlfi_clh means the semantic rele-
vance. The QLScore represents the feature keyword relevance
based on the query likelihood model. @ and B are weight
parameters to balance the importance of semantic relevance
and feature keywords relevance. Users can modify @ and 8 to
get a satisfying search result (this will be discussed in Section
VIII). The calculation of relevance score is the basic operation
of ranked searches.
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Fourth, as we discussed in Section IV.A, using the relevance
measurement Score(d, ), we can obtain the top-k search
result R of search request Q as (we reuse (8) for convenience):

|R| ZkAVdi,dj(di GR/\dj E(D—R)) —
Score(d;, Q) > Score(d;, Q) (30)

The documents in R are k documents that have higher
relevance scores with Q among all documents in D.

VII. ENHANCED SEMANTIC SEARCH SCHEME

We implement the enhanced semantic search scheme (LDA-
ESSS) by adopting the enhanced semantic search model
mentioned in Section VI. We use MRSE [5] as the basic
framework. To provide efficient multi-keyword searches, we
utilize a complete binary tree (CBTree) in LDA-ESSS. Specif-
ically, the proposed scheme consists of two modules: the Setup
Module and the Search Module. The detailed descriptions of
the algorithms are provided in the following subsections. We
first describe the build and search algorithms for CBTree.

A. Algorithms for CBTree

For efficiency, we use a complete binary tree (CBTree) as
the search index in our scheme. Each node 7 [i] in CBTree
has the same data structure, which is denoted as

Ili] =< doclD, d,,fv > 3D

where doclID represents the corresponding document d;’s ID
i, d, denotes d;’s document vector, and fv denotes the filter
vector of 7[i] that stores the largest value of each dimension
of the document vectors among all the child nodes.

We use an array structure 7[1,2,...,n] to store the entire
CBTree according to [37]. Each element J[i] in J represents
a tree node in CBTree. Then

« Each node 7 [i] sets its docID to i and d,, to d;’s document
vector. The root node is 7[1].

o If 7[i] has the left and right child nodes, they are 7[2i]
and 7 [2i+1], respectively. Its filter vector fv is calculated
by A1 = max{Z[2ifv[j1. 7[2i + 11 /], &[]}, where
Jj=12...,1]d].

o If 7[i] is not the root, its parent node is 1 |i/2]. Its filter
vector fv = d,.

Because every node stores a document vector, we construct
the CBTree with n nodes in total. To build a CBTree, we
first create a complete binary tree with n nodes. Then, we
calculate each node’s filter vector fv from bottom-up. The
tree construction algorithm is shown in [30] and denoted by
BuildCBTree in this paper. Additionally, the complete binary
tree is the shortest tree among all binary trees. The height
of the CBTree will be [log,(n+1)]. Thus, we can achieve a
sublinear search complexity with the CBTree, and the structure
of our tree further improves the search efficiency.

The search process follows a greedy depth-first search
algorithm that recursively traverses the nodes, starting from
the root node. We use the search result list R to store the top-
k documents with the largest relevance scores. The relevance
score calculation is described in Section VI and denoted by

9

function Score(). The last document in R, denoted by R[k], has
the lowest score among all documents in R and is used to speed
up the search process. The relevance score between the filter
vector in each node 7 [i] and the query vector is the largest
possible score among all nodes in the subtree with the root as
node 7 [i]. Using this score, we can reduce the calculation time
by filtering these nodes. In addition, we need to keep R ranked
in the descending order and sorted when a new document is
added. The detailed search algorithm is shown in [30]. Given
a search request Q, the search process starts with 7[1], and it
is briefly described as follows (an example is given in Fig. 3).

1) The algorithm first calculates Score(Z[i].fv,Q); if
Score(I[i].fv,Q) < Score(R[k],Q), then it will not
continue searching in this subtree.

2) The algorithm calculates Score(I|i].d,,Q); if
Score(I'[i].d,,Q) > Score(R[k],Q), then it adds
the corresponding d; into R.

3) If node I [i] has child nodes, the algorithm traverses its
child nodes 7 [2i] and 7[2i + 1]. It first traverses the
child node with a higher relevance score between Q and
fv, and then the other node.

B. Algorithms in Setup Module

To achieve the semantic search over encrypted cloud data,
the data owner needs to generate each document’s vector that
is merged by its topic vector and feature keyword vector. Then,
the data owner builds the search index based on the CBTree,
and outsources the data to the cloud server and the data user.
The detailed algorithms are as follows.

GenKey(1'V): The data owner generates the secured key
SK = {S, My, M, g}, where S is a random (m + b)-bit split
vector, M; and M, are both random (m + b) X (m + b) invertible
matrices, and g is used for document encryption. SK is only
shared with the data owner and the data user.

BuildIndex(D): The data owner uses the LDA topic model
to generate the DTR-matrix ® and the KTR-matrix Q with
Gibbs sampling [26]. Then, the data owner calculates each
keyword’s IG score and selects the top x words as feature
keywords. Additionally, the data owner chooses the keywords
with top A highest tfitf scores as feature keywords for each
document d; in D. The feature dictionary FW is constructed
for document set D. Afterwards, the data owner uses the query
likelihood model to calculate the feature keyword relevance
QLScore. The document vector results from merging by the
topic vector and the feature keyword vector that stores the
QLScore. Thus, O is extended to ©,,,, an n X (m + b)
matrix, and each row of ©®,,, is the document vector of a
document. The specified procedure is illustrated in Section
VI.A. Finally, the data owner executes the BuildCBTree
algorithm to generate the plaintext index tree 7 for D.

EncData(SK, I, D): The data owner encrypts 7 and D to
the corresponding encrypted forms 7 and D. The procedures
are as follows.

1) The data owner encrypts Z with SK, and divides both the
document vector and the filter vector of each node in 7 into
two random vectors with S. Then the data owner encrypts them
by the secure kNN algorithm [13]. Specifically, two random
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Fig. 3: Example of the CBTree-based search algorithm. The entire dataset contains 8 documents D = {d|, d>, . ..,ds}. We set

the number of topics to 3 and extract two feature keywords. The document vector and the filter vector are the first row and
the second row of each node 7 [i]. Each vector is a 5-bit vector: the first three dimensions are the topic vector, and the last
two dimensions are the feature keyword vector. Each tree node 7 [i] represents a corresponding document d;. Given a search
request Q with query vector Vp = {0.9,0.1,0,0.9,0} and k=3 that signifies that we want three most relevant documents, the
search starts at the root node 7 [1], and the algorithm directly adds d; into result list R with the relevance score of 0.59. Then, it
reaches 7 [3] because the latter has a higher relevance score of 1.26, and d3 is added into R with the score of 0.63. Afterwards,
de is added into R with the score of 1.17 and d; is ignored because its score of 0.18 is less than the lowest relevance score
of 0.59 in R. Next, the algorithm reaches 7 [2] and then I [5]. Because ds has a relevance score of 0.89, it replaces d; in R.
Finally, the algorithm reaches completion because the filter vector of 7 [4] has a lower relevance score of 0.59 than 0.63 in R.

vectors are generated according to the following procedure,
where Rand() is a pseudo random generator. For simplicity,
we use V to represent both the document vector and the filter
vector.

o If S[i] = 1, then Vi[i] = Rand() and W,[i] = V[i] — Vi[i].

o If S[i] = 0, then Vi[i] = W,[i] = V[i].

2) The data owner encrypts {Vi,V»} to V = {V},V»} by
using the secure matrices M| and M, in SK.

V={WW}={M -Vi.M] -V>} (32)

Thus, the secure search index 7 is generated.

3) The data owner encrypts every document in D with the
key g in SK and generates the set of encrypted document set
D.

Finally, the data owner outsources D and 7 to the cloud
server and shares SK and € with the data user. The setup
module’s execution is finished, and the system is ready to
perform ranked searches.

C. Algorithms in the Search Module

GenTrapdoor(Q, SK): The data user generates the query
trapdoor Vo = {Vp1,Vpo} with a search request Q = {wp,,,
Wpys --.s Wp, }, Where wp,; represents the pi'" keyword in W.
The detailed steps are as follows.

1) The data user generates the query vector Vo for Q
by following the procedure mentioned in Section VI.B. For
a specific dataset, the data user can use parameters « and
B to adjust the importance of topic relevance and keyword
relevance. Thus, the data user multiplies the query’s topic
vector Tp by a, obtaining the first m dimensions of Vp and

the query’s feature keyword vector by S, obtaining the last
b dimensions of Vp. Accordingly, the query vector Vp is
generated (o and B can affect the ranked search result and
reflect users’ different search intentions).

2) The data user uses S to divide Vp into two vectors
{Vo1, Vga}. For the i dimension of Vp, the procedures follow
two rules:

o If S[i] = 0, then VQl[i] = Rand() and VQQ[i] = VQ[i] -

Voulil.

o If S[i] = 1, then Vg [i] = Vipali] = Vplil.

3) The data user uses the secure matrices M; and M; in SK
to encrypt {Vo1, Vo2 } into Vg = {Vp1, Vga}, as shown in (33).

Vo = {Vo1, Vo2 } = {M;" - Vo1, M5 - Voo (33)

LDASearch(1, VQ, R, k): The cloud server executes the
greedy depth-first algorithm described in Section VIL.A with
T and obtains the search result list R. Using to the secure inner
product operation (34), the semantic relevance score between
the query vector and the document vector or the filter vector
can be calculated from their encrypted forms. Then, the cloud
server returns R to the data user.

Score(V, Vo) = {MI Vi, M] V»} - {M[ ' Vo1, M5 Vo }
= MV - M7 Wy + MT V) - M5 W,
=Vi Vo1 +Vi - Voa
=V-Vp
= Score(V,Vgp) (34)

After receiving R, the data user decrypts the encrypted
documents with the secure key g, shared by the data owner,
and obtains the plaintext ranked search result.
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D. Security Analysis

We analyze the privacy of our scheme according to the
requirements that the privacy of documents, index (CBTree)
and queried keywords, as well as trapdoor unlinkability and
the keyword information be protected from the curious cloud
server. We present proofs in what follows.

Theorem 1: The privacy of documents is protected in LDA-
ESSS.

Proof: In LDA-ESSS, the documents themselves are not
involved in the search process and are encrypted by well-
established symmetric encryption (such as AES). Since SK
is kept from the cloud server, the privacy of documents is
preserved, and LDA-ESSS is CPA-secure for documents. M

Theorem 2: The privacy of the CBTree and the queried
keywords in Q are protected from the curious cloud server
in LDA-ESSS.

Proof: In our scheme, I and Vy are encrypted with secure
key SK, and the cloud server cannot directly get the plaintext
vectors from their encrypted forms. The secure matrices M
and M, are both randomly generated. Because we use the
secure kNN algorithm, according to [8], M; and M, have been
secured from the cloud server. For any vector V = {V}, V,} in
7, it is encrypted and then outsourced to the cloud server. The
encryption of V is:

vi-MT =V,
{1 1= (35)

VoM =Vh

In (35), this quadratic equation only has 2n X (m + b) known
numbers, but need to solve 2n X (m + b) + (m + b) X (m + b)
unknown numbers. Thus, the cloud server cannot achieve de-
cryption and obtain the plaintext of 7 only with the ciphertext
1. The encryption of Q is the same as 7, thus the privacy of
the CBTree and the queried keywords in Q are secured. H

Theorem 3: Trapdoor unlinkability is preserved in LDA-
ESSS.

Proof: According to the algorithm GenTrapdoor(), the
query trapdoor is split by a random split vector S and then
encrypted by the secure kNN algorithm. Specifilly, for a query
QO having multiple query keywords, the corresponding query
vector Vg is processed by two rules: if S[i] = 0, then Vp[i] =
Rand() and VQQ[i] = VQ[i] - VQ][i]; if S[i] = 1, then VQl[i] =
Voolil = Vpli]. After that, the generated Vo = {Vp1, V2! is
encrypted to form the query trapdoor.

For the same search request with the same queried key-
words, the data user will generate different query trapdoors,
because of the pseudo random generator Rand() in the trapdoor
generation algorithm. The cloud server cannot link the query
trapdoors even if they are generated by the same queried
keywords. Thus, trapdoor unlinkability is guaranteed.

However, the cloud server can link instances of the same
search request with the same relevance scores between docu-
ments and the trapdoor, and the access patterns of the CBTree.
With this information, the cloud server can link the same
queries without acknowledging the linkability between the
trapdoors. The reason is that despite different query trapdoors
being generated, the relevance scores between the documents
and the same queries are the same, as are the ranked results. To
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prevent linkability of queries, a better scheme needs to change
the ranking and relevance scores, which will surely reduce the
search accuracy. In our scheme, the data user can easily adjust
a and B to obtain different rankings and relevance scores
without modifying the encrypted data. Additionally, o and 8
can satisfy the user’s different search intentions. Hence, the
cloud server cannot infer the occurrences of the same search
requests with the same queried keywords because the ranked
results will be different. The detailed discussion about rank
privacy is given in the experiment section. [ ]

Theorem 4: The privacy of keywords is preserved in LDA-
ESSS.

Proof: As we discussed in [30], the topic vector replaces
the original TF vector of a document in the topic model; thus,
the privacy of keywords is preserved. The topic itself does not
have specific meanings, and the cloud server can merely ana-
lyze the keywords based on the topic’s statistical information.
Additionally, the query trapdoor’s topic distribution generated
by the data user is calculated by all the queried keyword.
For different queried keywords, the query’s topic distribution
could be totally different. Thus, the cloud server cannot infer
the keywords based on the topic information.

However, in LDA-ESSS we extend the original topic vector
with the feature keyword vector, and the feature keyword
information should also be preserved. The feature keyword
relevance score can obfuscate the topic relevance score, and
vice versa. Thus, the privacy of keywords is enhanced in LDA-
ESSS. Additionally, because of @ and S, the ranked results
will be further obfuscated. The data user will get more se-
mantic search results with higher @ and will get more queried
keywords-related search results with higher 8. A change in
either parameter will change the relevance scores between
the query and documents. Thus, the privacy of keywords is
preserved in LDA-ESSS. We can also add phantom terms to
enhance privacy according to [8], but it can affect the accuracy
of our scheme. [ ]

In the last part of the security analysis, we want to clearly
illustrate the security differences between LDA-ESSS and
traditional TF-IDF based schemes.

The security requirements above have been widely adopted
in the TF-IDF based schemes. The proposed LDA-ESSS
and the TF-IDF based schemes both adopt the secure kNN
algorithm to achieve searchable encryption, and this algorithm
is the most widely adopted encryption algorithm that can
achieve multi-keyword ranked search scheme over encrypted
cloud data. However, in the TF-IDF based schemes, a curious
cloud server can easily link similar search requests. The reason
these schemes suffer from query linkability problems is that
the TF-IDF model uses the sum of queried keywords’ TF'XIDF
values as the relevance score. For two queries Q) = {w, w2}
and O, = {w,} and a document d, if w, appears in d while w;
does not. The relevance score Score(Q1,d) will be the same
as Score(Q»,d) because TF X IDF between w; and d is 0,
and this will causes a leakage of keyword information. Even
with randomization, the cloud server will still be easily able
to deduce the queried keywords using the relevance scores’
distribution because the rank scores are linearly related to
the keywords. Furthermore, randomization will decrease the
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ranking’s accuracy.

In contrast, in LDA-ESSS, we use topic information instead
of the TF X IDF values to represent documents and keywords.
As (29) shows, the topic relevance score is calculated from
the query’s and document’s topic representations. Consider-
ing the example above, Score(Q1,d) will be different from
Score(Q2, d) because T is generated based on the topic prior
beliefs of queried keywords. A feature keyword’s relevance
is calculated by multiplication with each queried keyword’s
likelihood despite its occurrence in the document. There is no
direct linear relationship between the queried keywords and
relevance scores in both topic relevance and feature keyword
relevance. Thus, little information can be acquired by the cloud
server, and our scheme is more secure than the TF-IDF based
schemes.

As to the leakage of rank results, the document rankings
resulting from a given set of queried keywords will be the
same. Using different values of @ and 8 can change the rank
results, but accuracy will be affected.

The main difference in information leakage between TF-
IDF based scheme and LDA-ESSS is that our scheme only
leaks topic information, while TF-IDF based schemes directly
leak keyword information. The documents and keywords have
different topic distributions, so the cloud server cannot directly
infer whether a queried keyword appears in a specified doc-
ument. This makes LDA-ESSS a more secure ranked search
scheme.

VIII. PERFORMANCE ANALYSIS

We implement our scheme using Java 14.0.2 on a PC with
an Intel Core(TM) I5-8400 CPU running Windows 10. We
test our scheme by using two different real-world datasets: 20
newsgroups [38] and the TREC robust 2004 [39] dataset. The
20 newsgroups dataset is used for semantic accuracy evalua-
tion. It is a categorized dataset of 20 different categories of
news that contains 11000 articles in total. We choose different
categories and evaluate the performance of our scheme in
different settings. To make our assessment more convincing,
we compare our scheme with two different schemes, namely,
LDA-MRSE [30] and TFIDF-MRSE [8]. The TREC robust
2004 dataset is widely-used IR document retrieval. However,
there is no related studies of multi-keyword ranked search
schemes have used the TREC robust 2004 dataset as a test
dataset. Because these schemes that adopted the TF-IDF model
will get similar search result in this dataset. Thus, for the
first time, we use it as our experiment dataset for keyword
search accuracy evaluation over encrypted data. This dataset
has 500k documents in total. We compare our scheme with
TFIDF-MRSE [8] and BM25-MRSE.

A. Parameters

We measure the semantic accuracy on the 20 newsgroups
dataset and the keyword accuracy on the TREC robust 2004
dataset. Thus, parameter settings are different.

Parameters for the 20 newsgroups dataset are shown in
Table I: n,m and k are the numbers of documents, topics
and required documents, @ and S are thresholds used for
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search, ¢, k and A are thresholds used for keyword extraction,
and y and ¢ are the Dirichlet priors for the query likelihood
calculation, set according to [18] to ¥y = 0.7 and ¢ = 1000.

TABLE I: Default Parameters for the 20 newsgroups dataset

Parameter | n m k a B e K a
Value ‘ 8000 70 200 50.0 1.0 0.005 1000 8

The TREC robust 2004 dataset is a combined collection
consisting of documents from the Financial Times, the Federal
Register 94, the LA Times, and FBIS (i.e., TREC disks 4&5
with the exclusion of the Congressional Record). As in [18],
we also exclude the Federal Register 94 collection because it
contains few valid queries and relevant documents. We only
return the top 100 documents for efficiency (the default top-
k setting should be top-1000). The parameters are shown in
Table II (y = 0.7 and 6 = 1000).

TABLE II: Default Parameters for the TREC robust 2004
dataset

Parameter |  n m k a B I K 1

Value ‘468370 400 100 10 1.0 0005 45000 4

The main difference between these two parameter settings is
that we set @ for the TREC robust 2004 dataset to be relatively
small. The reason is that for this dataset the queried keywords
are regarded as more important. Most of the related documents
contain the queried keywords, and we accordingly set @ to a
small value.

B. Semantic Accuracy Evaluation

In this section, we evaluate the semantic accuracy of differ-
ent schemes from the perspective of semantic precision and
recall. To define a correct search result, we use words from a
specified category as the queried keywords, and the documents
from the related categories constitute the correct search result.
For example, terms such as “HDD” and “harddrive” are
computer-related, while “playoff” and “ESPN” are sports-
related. We select words with different term frequencies to
simulate a user’s real-world search requests. Some of the
words appear in many nonrelated categories, while others
only appear in the semantically related categories. We use
the precision metric [15] to evaluate the search accuracys; it
is calculated as follows:

TP
P= ——m
TP + FP

where TP and FP represent the counts of documents in the
search result that, respectively, belong and do not belong to
the category of the search intent.

To evaluate the recall of various schemes, we presume that
TFIDF-MRSE returns all documents containing the queried
keywords in the top-k search. We evaluate the number of doc-
uments returned in other schemes and regard it as the recall.
A good scheme should achieve high values of both recall
and precision. However, not all the documents returned by

x 100% (36)
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TFIDF-MRSE are semantically related to the search request.
The recall calculation method is as follows:

IR N Rrrpr|

x 100%
|RrriDF|

recall = 37
where R is the search result, and Rygypr is the search result
of TFIDF-MRSE.

We also perform the experiment on LDA-ESSS when a =
0, which makes LDA-ESSS equivalent to QL-MRSE, to test
the effectiveness of the feature keywords and query likelihood
model.

1) The impact of n. Fig. 4a shows that topic model based
schemes outperform TFIDF-MRSE. On average, the seman-
tic precisions of LDA-MRSE and LDA-ESSS are 97.91%
and 97.96%. Because the TF-IDF model is not a semantic
model, documents that are unrelated to the search intention
are added to the search result due to the presence of the
queried keywords. Additionally, if there are fewer than &
documents containing the queried keywords, the precision is
even worse. The LDA topic model utilizes topic information
for searching relevant documents, and thus the presence of
keywords will not affect the search result if such keywords
are not topically related to the search request. LDA-ESSS has
the same semantic precision as LDA-MRSE, and the feature
keywords information is not reducing the search accuracy
because we extract such keywords also from the perspective
of topics. Moreover, the result shows that QL-MRSE (LDA-
ESSS with a=0) still outperforms TFIDF-MRSE in semantic
precision and achieves above 90% precision, as does LDA-
ESSS, which shows that the query likelihood model has a
better relevance measurement than the TF-IDF model from the
perspective of semantics. However, it slightly underestimates
the semantic relevance among the text.

Fig. 4b indicates that LDA-ESSS greatly improves the recall
of the topic model based schemes by an average of 90.18%,
while LDA-MRSE only achieves 61.54%. The use of feature
keywords can increase the relevance score between the query
and the documents that match the queried keywords. The fea-
ture keywords extracted by LDA-ESSS have strong semantic
meanings. Thus, this scheme can significantly increase recall
without a loss of precision. When « is set to 0, LDA-ESSS can
achieve an almost 100% recall because we select the keywords
that are strongly semantically defined, and the precision could
decline if the queried keywords are not all related to the
search intention. However, the result shows that the keyword
extraction is effective, and the user can simply set @ to a
moderate value to obtain more accurate results.

2) The impact of k. Fig. 5a indicates that the semantic
precision of topic model based schemes is greatly higher than
that of TFIDF-MRSE. Specifically, the average precisions of
LDA-MRSE and LDA-ESSS are 98.93% and 99.2%. LDA-
ESSS slightly outperforms LDA-MRSE, because the feature
keywords can help the scheme find more suitable documents
as the search result. The reason that LDA-based schemes
outperform TFIDF-MRSE is that using topic information can
lead to selecting the documents that better fit the user’s search
intention. As k increases, the precision of TFIDF-MRSE
decreases significantly. This occurs because the documents
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with relatively low relevance scores to the query intention are
added to the search result, and such documents are mostly
unrelated to the search intention.

Fig. 5b indicates that the recall of LDA-ESSS is more than
90% and is better than that of LDA-MRSE that attains, on
average, 50%. As k grows, the recall of LDA-MRSE increases
accordingly because the documents that contain the queried
keywords that have slightly lower topic relevance scores are
added to the result. However, LDA-ESSS takes the presence
of keywords into consideration, and it is reasonable that the
documents that both have high TRScore and QLScore are
ranked at the top of the search result.

C. Search Efficiency Evaluation

In this section, we evaluate the time cost of the search
process in TFIDF-MRSE, LDA-MRSE and LDA-ESSS.

1) The impact of n. Fig. 6a indicates that the search time
cost of topic model based schemes is significantly less than
that of TFIDF-MRSE. On average, the time cost of LDA-
MRSE and LDA-ESSS is 99% and 94.7% less than that of
TFIDF-MRSE. As n increases, the time cost of three schemes
increase, but the growing tendency of TFIDF-MRSE is more
notably pronounced than that of LDA-based schemes. The
reason is that computing the secure inner product between
the document vector and the query vector consumes a large
amount of time. The vector dimension in TFIDF-MRSE is
the entire scale of the dictionary which is much larger than
the number of topics. Additionally, LDA-ESSS only selects a
few keywords from the dictionary as the feature keywords
because most of the words do not have much information
for representing the documents or the dataset according to
the information gain. Thus, the time cost of LDA-MRSE and

2168-7161 (c) 2020 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

Authorized licensed use limited to: Chuka University. Downloaded on May 20,2021 at 11:28:06 UTC from IEEE Xplore. Restrictions apply.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TCC.2020.3047921, IEEE

Transactions on Cloud Computing

8000 = TFIDF-MRSE]

——LDA-MRSE
—2—LDA-ESSS

—+—TFIDF-MRSE]|
——LDA-MRSE

—~—LDA-ESSS
6000

4000 4000

Time(ms)
Time(ms)

2000

) s .
4000 5000 6000 7000 8000 9000 10000 50 100 150 200 250
k

n

(a) Impact of n (b) Impact of k

Fig. 6: Search Efficiency Evaluation.

00—+

9% 9% A

80 80

%)

ic prec
Recall(

= 70

60 60

——LDA-ESSS a=0
A-E! 50.0

3

(a) Semantic precision (b) Recall

Fig. 7: Parameter Settings.

LDA-ESSS are better than that of TFIDF-MRSE and increase
remarkably slower than that of TFIDF-MRSE.

2) Fig. 6b also shows that the search time costs of LDA-
MRSE and LDA-ESSS are clearly better than that of TFIDF-
MRSE. The reason is the same as 1). Additionally, the time
costs of three schemes increases as k increases. The reason is
that all three schemes use an index tree to improve the search
efficiency, and when k increases, the search process needs to
traverse more tree nodes to obtain the search result. Doing
so leads to more inner product operations that increase the
search time cost. However, in LDA-MRSE and LDA-ESSS,
the heights of index trees are smaller because we store the
document vectors in every nodes in the tree, while TFIDF-
MRSE stores them only in leaf nodes. The search algorithm
will access the documents earlier in LDA-MRSE and LDA-
ESSS which increases the pruning effect in the greedy depth-
first search algorithm.

D. Keyword Accuracy Evaluation

In this section, we evaluate the performance of our scheme
on the TREC robust 2004 dataset. This dataset has predefined
queries(topics): queries 301-450, queries 601-650, and queries
651-700. These queries have the corresponding relevant docu-
ments that are considered to be the correct search results. We
take the topic part of these queries as our search requests.
We compute the interpolated average precision and mean
average precision (MAP) using trec_eval '. as our accuracy
evaluation. Because TF-IDF performs poorly on the TREC
dataset, we implement BM25-MRSE according to (1) for a
more informative comparison.

Thttps://github.com/usnistgov/trec_eval
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The accuracy of search results on the TREC dataset is
presented in Table III with comparisons to the results of
TFIDF-MRSE and BM25-MRSE.

TABLE III: Search result accuracy comparison of different
ranked search schemes. The evaluation measures are interpo-
lated average precision and MAP.

TFIDF-MRSE | BM25-MRSE | LDA-ESSS | + BM25

Rel 17195 17195 17195
Rel_ret 1772 3381 4245 25.55%
0 0.3227 0.5714 0.6790 18.83%
0.1 0.1651 0.3701 0.4681 26.48%
0.2 0.0973 0.2525 0.3438 36.16%
0.3 0.0671 0.1774 0.2560 44.30%
0.4 0.0473 0.1246 0.1731 38.92%
0.5 0.0368 0.0932 0.1315 41.09%
0.6 0.0268 0.0671 0.0818 17.97%
0.7 0.0171 0.0418 0.0667 59.56%
0.8 0.0094 0.0199 0.0319 60.30%
0.9 0.0080 0.0107 0.0129 20.56%
1 0.0080 0.0092 0.0083 -9.78%
MAP 0.0574 0.1362 0.1803 32.38%

The result shows that our scheme outperforms both TFIDF-
MRSE and BM25-MRSE. The TF-IDF model and BM25
model only consider the occurrence of queried keywords.
When keywords do not appear in the given document, their
relevance scores are equal to zero. However, the LDA topic
model views the queried keywords from the perspective of
topics and infers the search intention by the context of all the
queried keywords. This results in a significant improvement
from the traditional TF-IDF model.

We consider a specific example in the TREC dataset
to further illustrate why LDA-ESSS outperforms keyword
occurrence-based models. Query 301 is the first query in the
dataset, and its queried keywords are “International Organized
Crime”, i.e., the intent is to obtain the documents that discuss
organizations that participate in international criminal activi-
ties. 1) The top (1*") document in our LDA-ESSS scheme is
“FBIS3-24143; this document is “An interview with the head
of the Regional Directorate for Fighting Organized Crime”.
It is not relevant to query 301 according to the predefined
result, but the document is very close to the query’s topic of
“Organized Crime”. The top (1*') document in BM25-MRSE
is “FBIS4-20472” that discusses “Selections from the Guide
to China’s Science and Technology”; it is also not relevant
to the query. The content of this document is indeed entirely
irrelevant to the topic of criminal organizations. When we ex-
amine the document, we find that words “crime”, “organized”
and “international” all appear in the document many times but
do so in a different context. Moreover, this document is far
longer than average. These two reasons distort the relevance
measurement of the BM25 and TF-IDF models, leading to
worse rank results. 2) We analyze the first query’s relevant
document in both schemes. Document “FBIS3-21961”, ranked
3" in LDA-ESSS, discusses “Views of Growth of Organized
Crime in a Europe Conference”. This document is of medium
length and is very relevant to the query topic. Document
“FBIS3-37947”, ranked 8" in BM25-MRSE, discusses the
“Russian National Security Concept”. It is also rather long,
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and only a part of the document talks about organized crime.

In conclusion, without a topic representation, the keyword
occurrence based models cannot truly “understand” the theme
(topic) of a document. Furthermore, these models are more
likely to be affected by the length of the document and the
number of occurrences of keywords. LDA-ESSS considers
both the keyword occurrence and topic relevance, which
makes our model more accurate for the TREC dataset. Most
of the queried keywords match with the extracted feature
keyword dictionary, which also shows that our feature keyword
extraction can lead to high usability.

E. Parameter Settings

In this section, we discuss how the parameters affect the
performance of LDA-ESSS and how to reasonably set the
parameters’ values.

1) @ and B

Parameters @ and S can affect the search accuracy of LDA-
ESSS significantly because they directly change the relevance
scores between documents and the query.

Using the 20 newsgroup dataset, we perform three different
experiments on the same search request when « is set to 0, 50.0
and 100.0. As Fig. 7a shows, the setting of @ and 8 almost do
not affect the semantic precision of LDA-ESSS. The reason is
that we use topic information to extract the feature keywords
and measure the relevance score with QLScore (the feature
keyword relevance score). Parameter 8 adjusts the weight of
QLScore that also measures the semantic relation between
the query and documents. Thus, S can adjust the ranking
of search results without significantly affecting the semantic
relevance. When a=0, precision declines to approximately
91%:; this occurs because some documents that are unrelated
to the search intention have similar values of QLScore, and
we should use topic relevance to filter them by setting « to a
nonzero value.

Fig. 7b indicates that the recall of LDA-ESSS increases as
increases and tends to be stable. When a=0, the recall is almost
reaching 100%. The reason is that the topic relevance score can
filter the documents that contain the queried keywords but are
not particularly related to the search intention, in other words,
the documents have low QLScore and TRScore. When a=0,
LDA-ESSS can achieve both high recall and high precision
because we add topic relevance to the QLScore relevance
measurement. Thus, even if only the query likelihood model
is used, LDA-ESSS can perform well on a semantic-aware
search.

For the TREC dataset, we set « to a relatively small value
because we want the query likelihood model to perform the
majority of relevance measurement. The effects of @ and 8 on
MAP and precision at 20 (p_20) are shown in Table IV.

TABLE IV: Effects of @ and 8 on MAP and p_20.

a:p 1:5 1:1 10:1 50:1
MAP | 0.1779 | 0.1803 | 0.1784 | 0.1383
p_20 | 0.3221 | 0.3273 | 0.3225 | 0.2504

The result shows that when @:( is 1:1, LDA-ESSS exhibits
the best performance. Additionally, when « is in an appro-
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priate range, it only changes MAP by 1% because TRScore
contributes much less to the final relevance than does QLScore.
However, when @ = 50, the accuracy declines significantly.
The reason is that the TREC task uses short queries to perform
searches, and the queried keywords are much more important
than the abstract semantics. Because we have already added
topic relevance in QLScore, we only need the query’s topic
information as auxiliary measurement. Thus, « is better set to
a small value.

Parameters @ and B balance the importance of a query’s
topic relevance and that of the query’s keyword relevance.
The data owner can easily specify these two parameters by
performing a test search. In particular, the data owner can
perform a search with a feature keyword from FW with
a medium Py (fw|D) value (it is the relevance when the
keyword does not show in the given document). Having
received the ranked search results, the data owner can take the
most related document and obtain its TRScore and QLScore.
For example, suppose that TRScore=0.1 and QLScore=-5; if
the data owner sets 8 = 1.0 and « is set to 50, the data owner
will obtain the ranked results with both high topic relevance
and keyword relevance. If @ is set to a small value such as
1.0, the data owner will obtain results that are more related
to the queried keywords. In normal cases, we suggest that the
data owner set both @ and 8 to 1.0 because most searches
are biased towards keywords, and the query likelihood model
considers both keyword occurrence and semantics.

2) |FW| and Other Parameters

The scale of feature dictionary |FW]| also affects the search
precision of LDA-ESSS if FW does not include the queried
keywords. We experimentally assess the effect of this scale
on MAP and precision at 20 (p_20) for the TREC dataset, as
shown in TABLE V. The result indicates that if the scale of
FW is set to % and % of the dataset dictionary, our scheme
can achieve approximately 85% and 95% search precision in
regard to using the whole dictionary as FW, i.e., the scale
of FW does not markedly affect the search precision. The
user can use the entire dictionary as the feature keyword
dictionary for a higher search precision, but search efficiency
will decline significantly. Among the parameters, £, x and A
are those that can change |FW|. Parameter { should be set to
the most common lowest value of topic relevance among all
the keywords because { is used to measure whether a keyword
is related to a given topic. Parameter x should be set to at least
% of the entire dictionary’s size. Parameter A should be set
according to the average length of documents in the dataset.
However, using larger « and A1 will guarantee higher recall
and precision, and the data owner can adjust their values to
balance accuracy and efficiency. The experiments show that y
and 6 do not substantially affect the search accuracy.

TABLE V: Effect of |FW| on MAP and p_20.

W] W] W]
IFW] | " 0 z W]
MAP | 0.1705 | 0.1803 | 0.1915 | 0.1960
p_20 | 0.2750 | 03273 | 03396 | 0.3430
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F. Rank Privacy

In this section, we evaluate the rank privacy of our scheme
under various parameter settings. As we discussed in Section
VIIL.D, a curious cloud server can use the rank result lists to in-
fer the connection between different search requests and even
link them (i.e., linking trapdoors). In LDA-ESSS, the cloud
server cannot use the relevance scores to link the trapdoors
because different @ and S will change them completely. Thus,
we measure the rank privacy similarly to [8]; it is defined as

|rank; — rank!|
P r = Z Tl
where rank; is the rank number of a document in a given
scheme’s top-k ranked result list, and rankl’. is the rank number
of the same document in the scheme with default parameters.
We assume that the cloud server can infer linkability be-
tween trapdoors based on similarity between the rank results’
lists. We use LDA-ESSS with default parameters @ = 50.0 and
B = 1.0 to obtain the reference rank result lists; these param-
eters mean that the user wants to obtain the documents that
have both high topic relevance and occurrence of keywords
(QOLScore). We perform an experiment with two different
parameter settings, denoted by LDA-ESSS1 and LDA-ESSS2.
For LDA-ESSS1, a=1.0 and B=1.0, i.e., the user wants to
obtain the documents that are highly related to the queried
keywords. For LDA-ESSS2, @=200.0 and $=1.0, i.e., the user
wants to obtain the documents that are highly semantically
related to the queried keywords. Fig. 8 indicates that LDA-
ESSS1 and LDA-ESSS2 can both achieve high rank privacy
with average values of 95.41% and 64.55%. Our scheme
achieves significantly higher rank privacy than does [8], which
reaches approximately 22% rank privacy on average. The
reason that LDA-ESSS2 has relatively low rank privacy is that
the topic relevance scores TRScore in both LDA-ESSS and
LDA-ESSS2 are the main relevance measurement in scoring
the document and the query, and their rank result lists are more
similar. The result shows that different @ and S can enhance
the security of our scheme.

(38)

IX. CONCLUSION AND FUTURE WORK

In this paper, we propose an enhanced semantic-aware
multi-keyword ranked search scheme over encrypted cloud
data based on the LDA topic model and the query likelihood
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model. By taking the keywords information into consideration,
we increase the search accuracy of the LDA-based scheme. We
use the LDA-based information gain and the TF-ITF model
to extract the feature keywords from the document set. The
original document vector is extended by the feature keyword
vector that stores the query likelihood model’s relevance score
between the keyword and the document. In the search process,
the enhanced scheme can obtain a more search request-related
search result. The user can also adjust the weight parameters
to obtain a more satisfying result. The presence of feature
keywords can help our scheme to meet the user’s search
intention more accurately. We also adopt an index tree to
further improve the efficiency of our scheme. The secure KNN
algorithm is used to protect our scheme under two different
threat models.

In this work, we first incorporate the query likelihood model
into searchable encryption and propose an enhanced semantic-
aware multi-keyword ranked search scheme over encrypted
cloud data based on the LDA topic model. The query like-
lihood model is a powerful model in document retrieval; as
we discuss in the security analysis, a search scheme based
on such a model is more secure than the TF-IDF model-
based scheme. The proposed LDA-ESSS also achieves higher
search accuracy than that of the traditional TF-IDF model. We
hope that our model can provide a new way to generate the
document index and perform searches. The TREC robust 2004
dataset first used in our work is also suitable for measuring
performance of a multi-keyword ranked search scheme. In
future work, we can use the query likelihood model and the
LDA topic model to implement solutions for various multi-
keyword ranked search tasks, such as fuzzy keyword search,
verifiable keyword search, etc. LDA-ESSS is a new model in
searchable encryption, and thus needs to be explored further
to demonstrates its effectiveness and usability.
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