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Abstract—In this paper, we introduce the notion of sufficient set and necessary set for distributed processing of probabilistic top-k
queries in cluster-based wireless sensor networks. These two concepts have very nice properties that can facilitate localized data
pruning in clusters. Accordingly, we develop a suite of algorithms, namely, sufficient set-based (SSB), necessary set-based (NSB), and
boundary-based (BB), for intercluster query processing with bounded rounds of communications. Moreover, in responding to dynamic
changes of data distribution in the network, we develop an adaptive algorithm that dynamically switches among the three proposed
algorithms to minimize the transmission cost. We show the applicability of sufficient set and necessary set to wireless sensor networks
with both two-tier hierarchical and tree-structured network topologies. Experimental results show that the proposed algorithms reduce
data transmissions significantly and incur only small constant rounds of data communications. The experimental results also
demonstrate the superiority of the adaptive algorithm, which achieves a near-optimal performance under various conditions.

Index Terms—Top-k queries, distributed data management, probabilistic databases, wireless sensor networks

1 INTRODUCTION

IRELESS sensor networks are revolutionizing the ways

to collect and use information from the physical
world. This new technology has resulted in significant
impacts on a wide array of applications in various fields,
including military, science, industry, commerce, transporta-
tion, and health-care. However, the quality of sensors varies
significantly in terms of their sensing precision, accuracy,
tolerance to hardware/external noise, and so on. For
example, studies show that the distribution of noise varies
widely in different photovoltic sensors [1], precision and
accuracy of readings usually vary significantly in humidity
sensors [2], and the errors in GPS devices can be up to
several meters [3]. Thus, sensor readings are inherently
uncertain [4], [5], [6].

To facilitate management of uncertain data, research on
probabilistic databases have received renewed attentions in
the past few years. Most of the recent works on probabilistic
data modeling propose to associate a confidence (in form of
probability) with a data record/tuple to capture the data
uncertainty and thus carry a possible worlds semantic [7], [8],
[9].! Accordingly, system issues such as indexing techni-
ques [10], [11] and query processing [8], [6], [12], [13], [14]

1. We follow the conventional relational data model to refer data records
as tuples for the rest of this paper.
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have been examined. Nevertheless, they have mostly been
studied under a centralized system setting. In this paper, we
explore the problem of processing probabilistic top-k
queries in distributed wireless sensor networks.

Here, we first use an environmental monitoring applica-
tion of wireless sensor network to introduce some basics of
probabilistic databases.

Running example. Consider a wireless sensor network
that consists of a large number of sensor nodes deployed in
a geographical region. Feature readings (e.g., moisture
levels or speed of wind gust) are collected from these
distributed sensor nodes. Due to sensing imprecision and
environmental interferences, the sensor readings are usual-
ly noisy. Thus, multiple sensors are deployed at certain
zones in order to improve monitoring quality. In this
network, sensor nodes are grouped into clusters, within each
of which one of sensors is selected as the cluster head for
performing localized data processing. By using statistic
methods (e.g., [5]), a cluster head may generate a set of data
tuples for each zone within its monitored region.” In this
example, we assume that each tuple is comprised of tuple-
id, zone, a derived possible attribute value, along with a
confidence that serves as a measurement of data uncer-
tainty. Thus, the data tuples corresponding to the same
zone collectively represent the probabilistic distribution of
derived possible values for the zone. Since the existence of
possible values in these tuples are exclusive to each other,
they naturally form a logical tuple, called x-tuple.’

Fig. 1 shows a wireless sensor network (with a two-tier
hierarchical topology) that monitors the speed of wind gust
in different zones (denoted as zones A, B, ... ,F).4 In this

2. Note that zones and clusters are two independent organizations
corresponding to different functions at the application and network levels.
For simplicity of presentation, we assume a zone is located within a cluster
in this example.

3. Itis possible that all these possible values do not exist at the same time.

4. This network topology is widely adopted in data-centric sensor
networks, such as LEACH [15] and StoneDB [16].

Published by the IEEE Computer Society
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Fig. 1. A wireless sensor network. There are six zones, denoted as A,
B,...,F, which are organized into two clusters C; and C,, with the
corresponding cluster heads ¢, (i.e., s3) and ¢ (i.e., s7).

network, sensor nodes are grouped into clusters, where
cluster heads are responsible for local processing and to
report aggregated results to the base station. As shown, ¢;
and c¢» denote the cluster heads for clusters C; and C»,
correspondingly.

Fig. 2 shows two tables, T} and T3, representing a global
snapshot of gust wind records collected from the sensor
network. As shown, each tuple records a possible wind
speed corresponding to a location. The confidence value
associated with a tuple indicates the existence probability of
that particular wind speed. For example, there are two data
tuples generated for Location A. The wind speeds in these
two tuples are both valid (i.e., with measured confidences)
but their presence is exclusive. In probabilistic databases,
the exclusive presence of tuple instances in an x-tuple 7 is
dictated by the x-relation rule, denoted in the form of
T = {tuple,, tuples,...}. In our running example, each
location is associated with an x-relation rule. For instance,
corresponding to location A, 74 = {{1,t3}, i.e., 74 is an x-
tuple for A and ¢, and t3 are alternative tuple instances (or
simply called alternatives) of T4. In our running example, x-
tuples for locations A, B, E have two alternatives while
those for other locations have only one alternative. Note
that the overall confidence of an x-tuple is the sum of its
alternatives’ confidence values, which is less than or equal
to 1 (e.g., the confidence of 74 =0.9 + 0.1 =1 and that of
78 =0.1 + 0.45 = 0.55).

Top-k queries on uncertain data have received increasing
interests recently [17], [13], [18], [19], [14]. Given a scoring
function and a data set, a top-k query finds the highest
ranked k tuples over all possible worlds. The answers to
this query may vary in different possible worlds, making
the problem interesting and challenging. Moreover, various
semantics of top-k queries can be employed in different
applications. There are several top-k query semantics and
solutions proposed recently, including U-Topk and U-
kRanks in [17], PT-Topk in [13], PK-Topk in [18], expected
rank in [19], and so on. A common way to process
probabilistic top-k queries is to first sort all tuples based
on the scoring attribute, and then process tuples in the
sorted order (until some termination condition is met) to
compute the final answer set. Answer sets for the above-
mentioned queries typically consist of highly ranked tuples
in the sorted list because tuples positioned lowly usually do
not have the required ranks and confidence to be included
in the answer sets. While these works produce insightful
results, they are conducted on a centralized database rather
than in a distributed setting as we target on in this paper.

[ Tid [ Loc. [ Speed [ Conf. ]
th | A |80 km/h| 00
to B 83 km/h | 0.1
ts A | 8L km/h | 0.1 Ty (w.r.t. Cluster Cy)
t4 B 80 km/h | 0.45
ts | C | 75 km/h | 05
% | D |99 km/h | 01
tr | E | 94km/h | 05
s E 90 T TR 01 T> (w.r.t. Cluster C2)
to | F | S5 km/h | 02

Ta = {t1,t3},78 = {to, ta},7c = {ts}, 70 = {6}
TE = {t7,tg} and TF = {tg

Fig. 2. A global view of wind gust records.

Only recently, a study on processing a probabilistic query
with “expected rank” semantic in distributed systems has
appeared [14]. Nevertheless, while focusing on optimizing
the transmission bandwidth, the proposed techniques
require numerous iterations of computation and commu-
nication, introducing tremendous communication overhead
and resulting in long latency. As argued in [20], this is not
desirable for many distributed applications, e.g., network
monitoring, that require the queries to be answered in a
good response time, with a minimized energy consumption.
In this paper, we aim at developing energy efficient
algorithms optimized for fixed rounds of communications.
As shown later, our distributed algorithms for probabilistic
top-k query processing are guaranteed to be completed with
no more than two rounds of communications. Moreover,
our approach is not designed only for a specific probabilistic
top-k query semantics. Our proposal is a general approach
for efficient processing of the probabilistic top-k queries in
distributed wireless sensor networks. These objectives
uniquely differentiate our work from [14].

Motivated by previous studies that show promises in
processing queries in wireless sensor networks [21], [22], we
employ an in-network processing approach that efficiently
prunes and aggregates data in order to avoid redundant
transmissions. The basic idea is to perform data pruning and
aggregation at cluster heads such that only the data tuples
required for final processing are transferred to the base
station. Consider the running example in Fig. 2, where a
tuple with larger speed value is ranked higher in our
application scenario. Suppose a PT-Top-k [13] is issued to
retrieve tuples with their top-k probabilities over all
possible worlds greater than a predefined threshold p,
e.g., k=2and p = 0.5. As shown, the data T} = {t1,...,%5}
and T = {t;,...,ty} are maintained at ¢; and cy, respec-
tively. Instead of transmitting the whole 77 and 75 to the
base station, ¢; and ¢, submit only subsets of 7 and 75 to
save energy. From Tj, we observe that the x-tuples 74 =
{t1,t3} has an aggregate probability of 1 and 75 = {t3,¢4}
has an aggregate probability of 0.55. Obviously, t; could
never be included in the final answer, as the probability for
t5 to be in the top-2 is not greater than 1 — P(7p) = 0.45 < p.
In fact, any tuples ranked lower than ¢; will never be
included in the final answer set. Therefore, from the point of
view of cluster head ¢, it is “sufficient” for ¢; to send only
the subset T; — {t5} to the base station. This observation
leads to the notion of “sufficient set” to be introduced later.
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Now let’s consider T,. From the local viewpoint of ¢,
any tuple in 75 may possibly be ranked in top-2. However,
we can also observe that the probabilities for tg,t5, and tg to
be in the top-2 list would never exceed 0.1, 0.1, and 0.2,
respectively, which are lower than the probability threshold
p = 0.5. Thus, they are for sure not to be part of the final
answer. Therefore, for cluster head c;, a “necessary” set of
uncertain tuples {ts,t7} can be derived for delivery to the
base station. This leads to our proposed notion of
“necessary set.” Note that while ¢; is the only qualified
candidate tuple, cluster head ¢, has to deliver t; to the base
station because it anticipates that the confidence of ¢
(ranked higher than t;) may be required for computing the
top-2 probability of t;. Thus, we name t; as a computation
tuple, which is useful for computing the top-k probability of
the final result at the base station. Since the computation
tuples are only selected based on the local view of their
cluster heads, e.g., t; is selected by ¢y because of 7, it’s
possible that more tuples may be needed at the base station
to assist the probability computation for candidate tuples
from other clusters. For example, ¢, is a candidate tuple and
tg is ranked higher than ¢;, thus the base station may request
ty as supplementary data via an extra round of commu-
nication with the cluster head c;.

While our running example above illustrates the
sufficient set and necessary set with data tuples in separate
clusters, i.e., T; and T, respectively, they are applicable to
all the local clusters in the network. These two notions,
with very nice properties to facilitate efficient localized
data pruning in clusters, actually provide a theoretical
foundation for our design of energy-efficient distributed
query processing algorithms. Notice that, while the
necessary set is usually a subset of the sufficient set, it
may require extra communications for the base station to
request for missing computation tuples. This represents a
tradeoff between the two ideas.

Armed with sufficient set and necessary set, we develop a
suite of algorithms for processing probabilistic top-k queries
in two-tier hierarchical wireless sensor networks with PT-
Topk as a case study, including 1) sufficient set-based (SSB)
algorithm, 2) necessary set-based (NSB) algorithm, and
3) boundary-based (BB) algorithm. Moreover, we developed
an adaptive algorithm that dynamically switches among the
three proposed algorithms to minimize the communication
and energy overhead, in responding to changing data
distribution in the network. Furthermore, we discuss how
to apply sufficient set and necessary set to devise a series of
algorithms, namely SSB-T, NSB-T, and optimized NSB-T
(NSB-T-Opt), for processing probabilistic top-k in a sensor
network with tree topology. Finally, we evaluate the
proposed algorithms both in two-tier hierarchy (i.e., SSB,
NSB, BB) and tree topology (i.e., SSB-T, NSB-T, NSB-T-Opt) in
comparison with two baseline approaches. We also perform
sensitivity tests to observe the behavior of examined
algorithms under various parameter settings. The result
validates our ideas and shows the superiority of our proposal.

This paper is the full version of our preliminary work
published as a short paper in ICDE10, where we introduce
the targeted problem and propose the idea of employing
sufficient set to develop the SSB algorithm for distributed
processing of probabilistic top-k queries [23]. In this paper,
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we extend the idea of sufficient set with the notion of
necessary set and sufficient/necessary boundaries; develop
new distributed processing algorithms; and demonstrate
the extendability our ideas to a sensor network with tree
topology. Additionally, we examine a new issue of
changing data distribution. In summary, our research
makes the following important contributions:

e This work supports in-network top-k query process
over uncertain data in a distributed wireless sensor
network. Although the case study is on PT-Topk
query, the general concepts are applicable to other
top-k query variants.

o  We develop the notion of sufficient set and necessary
set for efficient in-network pruning of uncertain data
in a distributed setting. Additionally, we system-
atically derive boundaries for both sufficient and
necessary sets. This notion, along with its nice
properties, provides a theoretical basis for the
distributed query processing algorithms.

e Based on the notion of sufficient and necessary sets,
we propose a suite of algorithms for in-network
processing of PT-Topk queries in a two-tier hier-
archical sensor network. These algorithms exploit
individual and combined strengths of sufficient and
necessary sets in query processing.

e We develop a cost model on communication cost of
the three proposed algorithms. Accordingly, we
propose a cost-based adaptive algorithm that dyna-
mically switches among the three algorithms based
on their estimated costs.

e We apply sufficient set and necessary set to sensor
networks with tree topology, to further improve
query processing performance by facilitating sophis-
ticated in-network filtering at the intermediate nodes
along the routing path to the root.

e An extensive performance evaluation is conducted
to compare the proposed algorithms along with two
baseline approaches. Experimental result validates
our ideas and shows that the proposed algorithms
reduce data transmissions significantly without
incurring excessive rounds of communications.

The rest of this paper is organized as follows. Section 2
provides a background for this study. Section 3 introduces
the notion of sufficient set and necessary set. Section 4
presents the proposed query processing algorithms in a two-
tier hierarchical network topology and Section 5 introduces
an adaptive algorithm. Section 6 extends the ideas of
sufficient set and necessary set to sensor networks with tree
topology. Section 7 validates our proposals and evaluates
their performance. Finally, Section 8 concludes the paper.

2 PRELIMINARIES

In this section, we first define the PT-Topk query, introduce
the centralized algorithms for its query processing, and
review some related works.

2.1 System Model and Problem Definition

In this paper, we assume that a wireless sensor network
consisting of a base station and N sensor nodes is deployed
in a monitoring field. With a continuous power supply, the
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[ Possible World | Prob. [[ Possible World [ Prob. |
Wi = {t1] 02025 || Ws = {5} 0.0225
Wa = {t1, 2] 0.045 || Ws = {t5, 2] 0.005
W3 = {t1,ta} 0.2025 || Wo = {t3,t4} 0.0225
Wy = {tl, ta, t5} 0.045 Wio = {tg, ta, ts} 0.005
W5 = {t1,ta, &5} | 02025 || Wi1 = {3, ta,i5} | 0.0225
We = {t1,t5} 0.2025 || Wiz = {ts,%5) 0.0225

Fig. 3. Possible worlds of 7} in Fig. 2.

base station serves as the data collection and processing
center to the external users and applications. We assume M
clusters are formed and a cluster head is selected for each
cluster. The whole sensor network can be logically treated
as a distributed uncertain database. Sensor readings are
collected by cluster heads and transformed into uncertain
data, which collectively form as an uncertain table 7. In
other words, the content of T, i.e., a set of uncertain tuples
{t1,t2,...,ty}, is distributed in cluster heads within
the sensor network. To capture the data uncertainty, each
tuple t € T is associated with a confidence P(t) > 0, i.e., the
uncertain table 7" carries a possible world semantics [7], [8],
[9]. A set of x-relation rules are derived for tuples reflecting
the same monitored phenomenon (e.g., wind speed in
location A). Thus, only one tuple in the same x-relation rule
may appear in a possible world. Note that, we assume
sensor nodes within the same location are clustered
together. Thus x-relation rules, which are derived by cluster
heads, are only applicable to tuples in the same cluster. In
other words, tuples in the same x-relation rule are
correlated and corresponding to the same location. We
assume tuples with different x-relation rules are indepen-
dent and corresponding to different locations. Moreover,
we assume that each tuple in 7" involves in one and only
one x-relation rule.

An x-relation rule is specified in the form of 7= {t;,
to,...,tm}, where m = |7| and ¢; (1 < i < m) are alternative
tuples, e.g., T4 = {t1,t3}. The collection of alternative tuples
in the same rule can be seen as one logical tuple and thus is
called an x-tuple. Let Y(T') = {m,7»,...,7,} (Where g is the
total number of x-tuples in T') be the set of x-relation rules
specified on T'. The aggregate confidence of an x-tuple 7 is the
sum of the confidence values of all its alternative tuples, i.e.,
P(r) =X, P(#).

Let W denote a possible world which consists of a subset
of tuples in 7" and W denote the set of all possible worlds.
The probability that W € W exists is

P(W) = P(t) (1— P(7)).
(reX(T)) AW ={t}) (reX(T)A(rnW=0)

Since at most one tuple of each x-tuple exists in any W €
W and tuples belonging to different x-tuples are indepen-
dent of each other, the first and second terms above
capture the probabilities of the x-tuples that do and do not
appear in W € W, respectively. For illustration, Fig. 3
shows all the possible worlds of the uncertain table 7} in
the example of Fig. 2.

As mentioned, we use PT-Topk [13] as a test case for our
proposed ideas, we first define the top-k probability of a tuple
and then define the PT-Topk query.

Definition 1 (Top-k Probability). Let Ay denote the top-k
answer set in a possible world W. Given a tuple t € T, the top-
k probability of t is the aggregate probability of t being in the
top-k answers over all W € W, i.e.,

Pwpk(t) =
WeWw,te Ay

PW). (1)

For example, consider a PT-Topk query with k =2 and
p = 0.5 on data set T} in Fig. 2. We can calculate P,;(t1) =
Propi(ts) = P(Ws) + P(W1o) = 0.225.

Definition 2 (Probabilistic Threshold Top-k Query (PT-
Topk) [13]). Given a probability threshold p (0 < p < 1), PT-
Topk finds the set of tuples whose top-k probabilities are at
least p.

2.2 Centralized PT-Topk Query Processing

In this section, we present a general approach for proces-
sing PT-Topk queries in a centralized uncertain database,
which provides a good background for the targeted
distributed processing problem.

Given an uncertain table T, we first sort T' in accordance
with the ranking function f such that ¢; <y ty <y --- <y t,.
The query answer can be obtained by examining the tuples
in descending ranking order from the sorted table (which is
still denoted as 7" for simplicity). We can easily determine
that the highest ranked & tuples are definitely in the answer
set as long as their confidences are greater than p since their
qualifications as PT-Topk answers are not dependent on the
existence of any other tuples. Nevertheless, the qualification
of tuple t;41 as a PT-Topk answer is dependent on
1) whether there exist some possible worlds where the
tuples in front of ¢;,; belong to less than k x-tuples; and
2) whether the aggregated confidence of ¢;.; over these
possible worlds are greater than p. If the answer is positive,
then tuple t;4, is included in the answer set and tuple ¢;. is
examined. This process continues until there are no more
qualified tuples left to be examined.

To shed more light on probabilistic PT-Topk query
processing, let’s consider the top-k probability for tuple ¢;,
where i > k. Based on (1), Pui(t;) is the sum of the
probabilities that ¢; ranks higher than & in a possible world.
In other words, the top-k probability of t; is the sum of
possible world probabilities with less than k tuples ranking
higher than ¢;. Let r;_;;[T] denote a probability of possible
worlds in which [ of the highest i — 1 tuples in T (i.e., those
placed in front of ¢;) do exist. We use r;_; ; for simplicity when
it causes no confusion. The top-£ probability of ¢; is as follows:

Poopi(ti) = P(ti) - > mim1[T). (2)
]

o~
—

Il
=

The above computation involves only the first ¢ —1
tuples in T" except for those in the same x-relation with ¢;.
Thus, we use D, to denote {t,|t,€T,1<zx<i—1}—
{t.|t; € T At, € T}. Thus,

k-1
Piopi(ti) = P(t:) - Y mi1[Dy]. 3)

=0
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In the following, we use an example to show how the
top-k probability is calculated. Given a PT-Top2 query
issued against the uncertain table T; (sorted by decreasing
speed) as shown in Fig. 2, the top-2 probabilities of ¢; and ¢,
are the same as their confidences, i.e., Py (t1) = P(t1) = 0.9
and P,,2(t2) = P(t2) = 0.1. Note that both ¢; and ¢, must be
within the top-2 list in any possible world, as long as they
exist there. For t3, we have ¢; and ¢3 belong to the same x-
relation, i.e., t1, t3 € 74. Therefore, D;, = {ti,ts,t3} — T4 =
{t2}, and Pigp(ts) = P(ts)(raa[Dy] +7r20[Dy]) = Plts) -
(P(ty) + P(13)) = 0.1- (0.1 + (1 —0.1)) = 0.1, where P(t) de-
notes the probability that tuple ¢ does not exist.

2.3 Related Work

Here, we review representative work in the areas of 1) top-k
query processing in wireless sensor networks, and 2) top-k
query processing on uncertain data.

Top-k query processing in sensor networks. An ex-
tensive number of research work in this area has appeared
in the literature [21], [24], [25], [26]). Due to the limited
energy budget available at sensor nodes, the primary issue
is how to develop energy-efficient techniques to reduce
communication and energy costs in the networks. TAG [21]
is one of the first studies in this area. By exploring the
semantics of aggregate operators (e.g., sum, avg, and top-k),
in-network processing approach is adopted to suppress
redundant data transmissions in wireless sensor networks.
Approximate-based data aggregation techniques have also
been proposed [27], [25]. The idea is to tradeoff some data
quality for improved energy efficiency. Silberstein et al.
develop a sampling-based approach to evaluate approx-
imate top-k queries in wireless sensor networks [26]. Based
on statistical modeling techniques, a model-driven ap-
proach was proposed in [5] to balance the confidence of the
query answer against the communication cost in the
network. Moreover, continuous top-k queries for sensor
networks have been studied in [28] and [29]. In addition, a
distributed threshold join algorithm has been developed for
top-k queries [24]. These studies, considering no uncertain
data, have a different focus from our study.

Top-k query processing on uncertain data. While
research works on conventional top-k queries are mostly
based on some deterministic scoring functions, the new
factor of tuple membership probability in uncertain
databases makes evaluation of probabilistic top-k queries
very complicated since the top-k answer set depends not
only on the ranking scores of candidate tuples but also their
probabilities [8]. For uncertain databases, two interesting
top-k definitions (i.e., U-Topk and U-kRanks) and A*-like
algorithms are proposed [17]. U-Topk returns a list of &
tuples that has the highest probability to be in the top-% list
over all possible worlds. U-kRanks returns a list of k tuples
such that the ith record has the highest probability to be the
ith best record in all possible worlds. In [13], PT-Topk
query, which returns the set of tuples with a probability of
at least p to be in the top-k lists in the possible worlds, is
studied. Inspired by the concept of dominate set in the top-k
query, an algorithm which avoids unfolding all possible
worlds is given. Besides, a sampling method is developed to
quickly compute an approximation with quality guarantee
to the answer set by drawing a small sample of the
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uncertain data. In [19], the expected rank of each tuple
across all possible worlds serves as the ranking function for
finding the final answer. In [30], U-Topk and U-kRank
queries are improved by exploiting their stop conditions. In
[31], all existing top-k semantics have been unified by using
generating functions.

Recently, a study on processing top-k queries over a
distributed uncertain database is reported in [14] and [23].
Li et al. [14] only support top-k queries with the expected
ranking semantic. On the contrary, our proposal is a general
approach which is applicable to probabilistic top-k queries
with any semantic. Furthermore, instead of repeatedly
requesting data which may last for several rounds, our
protocols are guaranteed to be completed within no more
than two rounds. These differences uniquely differentiate
our effort from [14]. Our previous work [23] as the initial
attempt only includes the concept of sufficient set. In this
paper, besides of sufficient set, we propose another
important concept of necessary set. With the aid of these
two concepts, we further develop a suite of algorithms,
which show much better performance than the one in [23].
Probabilistic ranked queries based on uncertainty at the
attribute level are studied in [32], [33], and [19]. A unique
study that ranks tuples by their probabilities satisfying
the query is presented in [12]. Finally, uncertain top-k query
is studied under the setting of streaming databases where a
compact data set is exploited to support efficient slide
window top-k queries [18].

3 INTRACLUSTER DATA PRUNING

In a cluster-based wireless sensor network, the cluster
heads are responsible for generating uncertain data tuples
from the collected raw sensor readings within their clusters.
To answer a query, it’s natural for the cluster heads to
prune redundant uncertain data tuples before delivery to
the base station in order to reduce communication and
energy cost. The key issue here is how to derive a compact
set of tuples essential for the base station to answer the
probabilistic top-k queries. This is a very challenging issue
for the following reasons: 1) the interplay of probability and
ranking due to the semantic of probabilistic top-k queries;
and 2) the lack of global knowledge to determine the
probability and ranking of candidate tuples locally at cluster
heads. In this section, we propose the notion of sufficient set
and necessary set, and describe how to identify them from
local data sets at cluster heads. Next, we use the PT-Topk
query as a test case to derive sufficient set and necessary set
and show that the top-k probability of a tuple ¢ obtained
locally is an upper bound of its true top-k probability. Thus,
data tuples excluded from the sufficient sets and necessary sets in
local clusters will never appear in the final answer set.

3.1 Definition of Sufficient and Necessary Sets

It would be beneficial if cluster heads are able to find the
minimum sets of their local data tuples that are sufficient
for the base station to answer a given query. Ideally,
sufficient set is a subset of the local data set. Data excluded
from the sufficient set, no matter which clusters they reside,
will never be included in the final answer set nor involved
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Fig. 4. Data distribution over the wireless sensor network.

in the computation of the final answer set. Here, we define
the sufficient set more formally as follows:

Definition 3 (Sufficient Set). Given an uncertain data set T; in
cluster C;, if there exists a tuple ty, € T; (called sufficient
boundary) such that the tuples ranked lower than tg, are useless
for query processing at the base station, then the sufficient set of
T;, denoted as S(T;), is a subset of T; as specified below:

S(TL) = {t|t =y tgport <y tsb},

where f is a given scoring function for ranking.

Note that a sufficient boundary may not exist for a given
data set; then we consider the whole data set as a sufficient
set and will discuss it in more detail later.

Theorem 1. Given M clusters in a sensor network, collecting
S(T;) or T; (when S(T;) does not exist for C;) from clusters C;
where i = 1..M is sufficient for the base station to answer a
query.

Proof. The proof is sketched below. Meanwhile, we use
Fig. 4 for illustration. Suppose there are M(= M; + M>)
clusters within the wireless sensor network, where M;
clusters have sufficient sets, while M, clusters do not
have one (e.g., M; =2,M,; =2 in Fig. 4). We call the
highest ranked sufficient boundary among all clusters
the global sufficient boundary (GSB). Based on Defini-
tion 3, any tuple ranked lower than G'SB is not in the
final answer. Thus, only tuples ranked higher than GSB
are of interest to the base station. We consider three
cases to prove that all the tuples ranked higher than
GSB are in the base station: 1) the clusters without
sufficient sets (e.g., T3 and T} in Fig. 4)—all tuples are
transmitted; 2) the cluster holding the highest sufficient
boundary GSB (i.e.,, S(T1))—we can simply agree that
all the necessary data tuples are sent to the base station;
and 3) any cluster holding a sufficient boundary lower
than GSB (i.e., Tp)—all the tuples ranked higher than
GSB are safely contained within their sufficient sets and
delivered to the base station. Hence, it is sufficient for
cluster heads ¢;(i = 1..M) to deliver S(T;) or T; (if S(T;)
does not exist) for top-k query processing. 0

Next, we discuss the notion of necessary set. It consists of
a set of data tuples locally known to be necessary for the
base station to process the query (ideally in one round of
communications). It is a subset of the local data set as well,
including all the locally qualified candidate tuples and all
higher ranked computation tuples absolutely needed for
computing top-k probability of the final answer. Thus, the
necessary set is defined as follows.

Definition 4 (Necessary Set). Given a local data set T; in
cluster C;, assume that A; is the set of locally known candidate
tuples for the final answer and t,;, (called necessary boundary)
is the lowest ranked tuple in A;. The necessary set of T;,
denoted as N(T;), is

N(T;) = {t|t € Ti, t <y top}-

Note that, at the base station, for a given cluster, the
probability computation of some candidate tuples from
other clusters may still require data tuples outside its
necessary set. In other words, while the data tuples in the
necessary sets include the final answer set, they may not be
sufficient to determine the final answer set. In the following
theorem, we depict a relationship between the sufficient set
and necessary set.

Theorem 2. Given a data set T; in cluster C; where the sufficient
set exists, the necessary set N(1;) is a subset of the sufficient
set S(T;), i.e., N(T;) C S(T7).

Proof. We prove the theorem by contradiction. Suppose we
have a necessary set denoted by N(7;) which is a proper
superset of the sufficient set S(T;) (i.e., N(T;) D S(T;)). Let
the sufficient boundary be SB(T;) and the necessary
boundary be NB(T;), then SB(T;) <; NB(T;). According
to Definition 3, we know that any tuples ranked lower
than SB(T;) can be safely pruned from transmission. On
the other hand, if NB(T;) can be pruned, it cannot be part
of the necessary set N(T;). This contracts our assumption.
Therefore, N B(T;) ranks higher than SB(T;). According to
the definitions of sufficient set and necessary set, we
conclude that the necessary set must be a subset of the
sufficient set, if the sufficient set exists. O

3.2 Case Study—PT-Topk Query

While the idea we develop is generally applicable to various
probabilistic top-k queries, here we use the PT-Topk query
to examine the notion of sufficient set and necessary set. To
facilitate our discussion, we term the top-k probability
computed based on a local data set as local top-k probability
(denoted as Pr, ;o (.)) and the top-k probability based on the
entire data sets in the network as global top-k probability (i.e.,
Piopii(.)). We show that the local top-k probability of a tuple ¢
is an upper bound of the its global top-k probability.

Lemma 1. Given a tuple t € T; in a cluster C;, we have P, (t) <
PL4topk(t)~

Proof. Let T represent the aggregation of data sets received
from clusters other than C;. Thus, 7; are to be merged
with 7" at the base station in order to compute the final
answer. For a given tuple ¢ € T}, we prove that P, (%)
is greater than or equivalent to P,,;(¢) (i.e., the global
top-k probability based on 7" U T;) by induction. As the
tuples in 7" are grouped in x-tuples, we assume that 7"
consists of m x-tuples, i.e., T = {71, 7y,...,7;n}. Let T° be
T;,. We use T* = T*~' U {7,} (p = 1..m) to denote a series
of intermediate steps in the merging process and use

P} (t) to denote the top-k probability computed based

on T7. Finally, we use 7, to denote the subset of 7, which

includes only those tuples ranked higher than ¢. The
proof is sketched by proving Pf;pk,(t) < Ppigpk(t) in the

following inductive steps p = 1..m.
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For the base step p = 1, i.e., T* = T; U {r; }. There are
two possible cases to consider.

Case 1: 7y, is empty, i.e., there is no tuple in 7; ranked
higher than t. Thus, P, ,(f) computed based on T"
remains the same as P, o (t) which is Pp sk (t).

Case 2: 7; is not empty. Let P(7,;) denote the
existence probability of 7, ;. We have

Propi(t) = P(7e) - Poy1y(t) + [1 = P(720)] - P (D).
we have P!

Since Pt?)p(k—l)(t) < Ptoapk(t) topk( ) < P)‘?)pk( )
Combining the above two cases, we conclude that

Pyi(t) < Py (t). Since Py (1) = Propi(t), we have
Plyi(t) < Priopi(t).

For an inductive step p = ¢, where 1 < ¢ < m, assume
that Bﬂpk( ) < Ppiopi(t) has been shown true for all the
previous steps p=2..q— 1. We consider T =T7"1U
{7y}. Similar to the base step, we can show that
P, (1) < P} i(t). Hence, P () < Ppop(t) also holds
in this step.

Based on the above steps, we conclude that given a

tuple t € T; , we have Pipi(t) < Propr(2). O

Here, we first define the sufficient boundary for PT-Topk
queries as follows.
Definition 5 (PT-Topk Sufficient Boundary). Given an
uncertain data set T; in cluster C;. The sufficient boundary of
T;, SB(T;) is the highest ranked tuple tg such that the

following conditions are satisfied
Condition 1:

"
= P(100,)) Y _ravalD] <p (4)

vt, €T, — D, (1
=1
where 7., is the subset of x-tuple T, which includes only
tuples ranked higher than tg; P(Ty.,) = Zt e P(t;);
D={t|t; e T;,1 < j<sb};and Dy, = D — 7.

Condition 2:

.
Z Tsbj-1[D] < p. (5)

In Definition 5, Condition 1 ensures that any local tuple
t € T; ranked lower than t, has its top-k probability smaller
than p. Let ¢ belong to the x-tuple 7,. Since P(r,;,)
represents the probability of tuples in 7, that are ranked
higher than ty, we have P(t) < (1 — P(7,4,)). Thus, the top-
k probability of t is smaller than p. Note that the first
condition only considers the local tuples that belong to T;.
To make the locally determined sufficient boundary holds
for other clusters, Condition 2 ensures that any nonlocal
tuple ¢’ ¢ T, ranked lower than ¢y, has a its top-k probability
smaller than p. Because ¢’ does not belong to T;, it does not

belong to any x-tuple appearing before ¢y, (i.e., those in D).
Hence, the top-k probability of ¢ must be smaller than p,

even if P(¢') =1. Notice that Condition 2 may become
redundant when there exists a tuple t, € T; such that
P(1,4,) =0. However, this scenario does not always
happen and thus Condition 2 is needed.
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Based on the notion of sufficient boundary, we develop
Theorem 3 which provides the basis for our development of
sufficient-set-based algorithm later.

Theorem 3. Given an uncertain data set T; in cluster C;, any
tuple ranked below the PT-Topk sufficient boundary of T; (i.e.,
ta) does not qualify for the final answer.

Proof. Suppose a tuple t, is ranked lower than ty;. We
consider the local top-k probability of ¢, in the following
two cases.

Case 1, t, € T; — D, where D = {t;|t; € T;,1 < j < sb}.
Due to the mutual exclusiveness of x-tuple members, ¢,
may appear in a possible world only if no other members
of 7, coexists in this possible world. Therefore, we have

k—1 k—j—1
PL,topk(tw) = P(tx) Z <r5bj Dr‘ Z §e>
s=0

7=0
k
> P(tr) Z st«,jfl[Dt,,,-} (6)
k
S( T.Lt)) Zrab/ lDt <Dp,
J=1

where &; is the probability that s tuples between tg, and
t, appears, and therefore, Z & <1.

Case2,t, €T;.t,isnota member of any x-tuple in D.
Therefore, the local top-k probability of t, computed
based on T; is

k—1
PLTom(t Z( eh]

7=0

s=0

M»

Tsb,j— 1
J:I

Based on Lemma 1, Popi(ts) < Ppiopk(ts) < p. Thus, ¢, is
not in the final answer. O

In the following, we informally describe the algorithm to
obtain the sufficient boundary and sufficient set. To find
the sufficient boundary, the cluster head first sorts all
the data tuples in ranking order. It then iterates from the
highest ranked tuple downward to include tuples into the
sufficient set until the first tuple that satisfies the conditions
in (4) and (5) is obtained. If the sufficient boundary cannot
be found, the sufficient set does not exist. For example,
consider a PT-Topk query with k= 2,p = 0.5 on the data
set T; in Fig. 2. Let 1, denote ry,,[T}] here. Starting from
t1, we have D = {t,} initially. For ¢, € (I} — D), we check
Condition 1 of PT-Topk sufficient boundary (i.e., (4)) and
find that

(1= P(14,)) - (r10[Ds] + r1.1[Ds,))
= (1-0)-(0140.9)=1>p.
Since the condition is not met, we move on to 3, and have
D = {t1,t:}. Again, check Condition 1. For ¢3 € (T} — D), we
have (1 — P(7ay,)) - (r10[Dy] +r1.1[Dy]) = (1 —0.9) - (0.9 +
0.1) = 0.1 < p; while for ¢, € (T} — D), we have

(1= P(7B4,)) - (ri,0[D] + r1.1[Dy])
—(1-0.1)-(0.1+0.9) =09 > p.
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Fig. 5. Algorithms for intercluster query processing.

Thus, the condition is not met for ¢, as well. Similarly, we
move onward to tuple t3, and find that ¢3 does not satisfy
Condition 1 because (1 — P(7py,)) - (r10[Dy,] +r11[Dy]) =
(1-0.1)-(04+1)=0.9> p. Finally, we check ¢, and thus
have D = {#,ts,t3,t4}. For t5(€ T} — D), we have

(1 = P(7cy,)) - (ri0[Ds] + r1.1[Dy])
= (1-0)-(0+0.45) = 0.45 < p.

Meanwhile, r4 9 +r41 = 0+ 0.45 = 0.45 < p,i.e., Condition 2
is also satisfied. Thus, the algorithm terminates and return
{t1,t2,1t3,t4} as the sufficient set in which ¢ is the sufficient
boundary. Note that, sufficient boundary does not always
exist for a given data set. Take 75 in Fig. 2 as an example. If
there is an independent tuple ¢,y with speed value 84 (km/h)
in 1.0 probability in 75, then 1y could possibly be a qualified
answer based on the local view of ¢5-t19. In this case, any
tuple among ts-ty is not a sufficient boundary of 7.

Next, we first define the necessary boundary for PT-Topk
query and then discuss how to obtain the necessary
boundary and necessary set via Theorem 4.

Definition 6 (PT-Topk Necessary Boundary). Given an
uncertain data set T; in cluster C;, the necessary boundary
NB(T;) is the lowest ranked tuple t,;, such that

PL,tUpk (tnb) > p.

Theorem 4. Given an uncertain data set T; in cluster C;, the
tuples ranked below the PT-Topk necessary boundary of T;
(i.e., tnp) do not qualify for the final answer.

Proof. Since t,;, is the lowest tuple having a “local” top-k
probability greater than (or equal to) the threshold p, we
know that any tuple ranked lower than t,;, has a local
top-k probability lower than p. Thus, those tuples have
their global top-k probabilities less than p according to
Lemma 1, and as a result should not be included in the
final answer. Moreover, those tuples ranked below ¢,
are not needed for computing the top-k probability for
any tuple ranked higher than ¢, ]
Again, we informally describe the algorithm for finding

necessary boundary and necessary set. Similarly, a cluster

head first sorts all the tuples in ranking order. The processing
starts from the lowest ranked tuple upwards till the first
tuple whose top-k probability is no less than the threshold

(i-e., the lowest ranked candidate tuple).” The tuple satisfy-

ing the stop condition is the necessary boundary. Recall the

5. If the sufficient boundary information is available, the sweeping may
start from the sufficient boundary instead.

| 2nd Phase

(b) Necessary Set-based (NSB) Algorithm

2nd Phase

(c) Boundary-based (BB) Algorithm

example in Fig. 2. First, we access tuple ty, and find
Popa(ty) < P(tg) = 0.2 < p. Then we move upward to check
ts, and similarly, tg is skipped as well. For ¢7, we have

Propa(tz) = P(t7) x (re0 + 76,1)
=0.5% (0.1 +(1—0.1)) = 0.5.

Finally, we get the necessary set {ts,tr}, with ¢; as the
necessary boundary. Note that, the probability computation
of some candidate tuples from other clusters may still
require data tuples outside their necessary sets, e.g., in our
example, tg is needed when computing the top-k probability
of ¢1. Thus N(T3) is only necessary but not sufficient.

4 INTERCLUSTER QUERY PROCESSING

In this section, using the notion of sufficient and necessary
sets as a basis, we propose three distributed algorithms for
processing probabilistic top-k queries in wireless sensor
networks, namely 1) Sufficient Set-based method; 2) Neces-
sary Set-based method; and 3) Boundary-based method.
Here we focus on addressing the communication overhead
which is critical for wireless sensor networks and their
applications. For simplicity, we logically assume single-hop
transmission in both intracluster and intercluster commu-
nications. Nevertheless, our algorithms are not restricted to
this assumption and can be extended for the multihop
communications. As long as the base station receives all the
candidate data tuples and supplementary tuples, we are able
to compute the final answer with a generic centralized
algorithm, e.g., those in [17], [13], [18], and [19]. Note that
the supplementary tuples refer to the unqualified data
tuples needed for computing the confidence probability of
final answer.

4.1 Sufficient Set-Based Algorithm

An intuitive way for in-network data processing is to
transmit the sufficient set to base station. As indicated in
Theorem 1, the tuples not included in the sufficient set
neither have top-k probability higher than p nor affect the
top-k probability of qualified tuples in the final answer. Thus,
they are subject to pruning. Consequently, the SSB algorithm,
as illustrated in Fig. 5a, consists of only one communication
phase from cluster heads to the base station. After collecting
data tuples from its cluster, a cluster head computes the
sufficient set from the local collected tuples and sends it to
the base station. Note that if a sufficient set cannot be
obtained, all the local data tuples are transmitted. After
receiving the transmitted data tuples from all the cluster
heads, the base station computes the query answer by a
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centralized algorithm. Detailed SSB algorithm is presented in
Algorithm 1.

Algorithm 1. SSBLALGORITHM
. /* Cluster Head ¢; Side */
2: Compute the sufficient boundary SB(T;) of T;
3: if SB(T;) exists then

4 S(Ty) — {t|t =y SB(T;)) At € T}}

5 T/ — S(T;)
6
7
8
9

—_

3

: else

T T,

: end if

: Deliver T} to the base station

1: /* Base Station Side */

2: Collect T/ from all ¢; (1 <i < M)

3. T — Ulg,ngT;/

4: Execute centralized algorithm over T”

The SSB method has a short query latency because only
one round of data transmission is needed. However, the
sufficient set is not very effective for intracluster pruning.

4.2 Necessary Set-Based Algorithm

The necessary set contains only 1) locally qualified tuples that
have local top-k probability higher than p and 2) supplemen-
tary tuples ranked higher than those in (1) (Because they are
needed to compute top-k probabilities of these qualified
tuples). However, even though all the tuples that potentially
have top-k probabilities higher than p are included in the
necessary set, calculating their global top-% probabilities may
still need to access some additional supplementary tuples.
Therefore, NSB may have two phases when these additional
supplementary tuples are needed.

Fig. 5b illustrates the NSB algorithm. As shown, each
cluster head first computes its own necessary set and sends
the set to the base station. After receiving all the necessary
sets, the base station merges all the received tuples into a
table 7" = |J), N(T;), and finds the necessary boundary of
T’ (i.e., NB(T")—called the global boundary (GB)). Consider T"
as a location data set. Based on Lemma 1, any tuple ranked
lower than GB is not part of the final result. If GB is ranked
higher than the highest ranked necessary boundary (i.e.,
N Bhighest), we can conclude that all the necessary data have
been delivered to the base station; thus, the base station
computes the final answer and stop here. Otherwise,
entering the second phase, the base station sends the GB
back to the cluster heads, which return the supplementary
data tuples ranked between its local necessary boundary and
GB. Eventually, the base station computes the final answer.
Algorithms running in cluster head ¢; and the base station are
shown in Algorithm 2.

Algorithm 2. NSB_.ALGORITHM
1: /* Cluster Head ¢; Side */
Compute the necessary boundary NB(T;) of T;
N(Ti) — {t|t =y NB(TL) Nt € TL‘}
Deliver N(T;) to the base station
if Receive GB from the base station than
N'(T,) — {t]t 3¢ GB At € [T, ~ N(T))]}
Send N'(T;) to the base station
end if
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1: /* Base Station Side */
2: Collect N(T;) from all ¢;(1 <14 < M)
3: T Ulgig]\[N(ﬂ)
4: Compute the global necessary boundary (GB) over 7"
5: if GB=; NB(T;), where Vi of 1 < i < M than
6: Execute centralized algorithm over 7"
7: else
8: Broadcast GB to cluster heads
9:  Once collect all N'(T;) from all ¢;
10: Tl — T/ UlSiSM N’(’T,)
11:  Execute centralized algorithm over 7"
12: end if

4.3 Boundary-Based Algorithm

Instead of directly delivering data tuples to the base station,
the boundary-based method first delivers the local knowl-
edge in clusters, in the form of sufficient boundary and
necessary boundary, to the base station in order to facilitate
a refined global data pruning among clusters later. Fig. 5¢
illustrates the BB algorithm. As shown, each cluster head
first computes its sufficient and necessary sets and sends
the boundaries to the base station. After receiving all the
sufficient and necessary boundaries, the base station
computes the global boundary as follows: Let SBjigest
denote the highest ranked sufficient boundary and N Bjgyest
denote the lowest ranked necessary boundary. Based on the
property of sufficient boundary, we know that any tuple
ranked lower than SBjg.s is not required for query
processing. Meanwhile, based on the property of necessary
boundary, we know that all tuples ranked higher than
N Bjouest may be needed for query processing. Therefore, we
return the higher boundary between SBj;ghes: and N Bigyest
as GB to the cluster heads. In the second phase, all the data
tuples ranked higher than GB are transmitted to the base
station, which runs a centralized PT-topk algorithm to
compute the final answer. Detailed algorithm is presented
in Algorithm 3. Its correctness is shown by Theorem 5.

Algorithm 3. BBLALGORITHM
1: /* Cluster Head ¢; Side */
: Compute NB(T;) and SB(T;) of T;
: Send NB(T;) and SB(T;) to the base station
: Receive GB from the base station
T —{tlt =X, GB)A(teT))}
: Deliver T to the base station

N Ul = W N

—_

: /* Base Station Side */

: Collect NB(T;) and SB(T;) from all ¢; (1 <i < M)

: Let SBignest, N Biowest be the highest ranked SB(T;) and
the lowest ranked N B(T;) respectively, where
(1<i< M)

. if SB},,;ghesf, <y NBjyyest than
GB «— SBhighﬁst

else
GB — NBjgyest

. end if

: Broadcast GB to each cluster head

10: Collect T} from all ¢; (1 <1 < M).

11: T UIS’L'SMT;

12: Execute centralized algorithm over T"

W N
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Theorem 5. Any tuple ranked lower than GB is not in the final
answer.

Proof. The proof is sketched as below. 1) If GB is the highest
ranked SB(T;) (1 <i < M), i.e, global sufficient bound-
ary, we make the above conclusion based on Theorem 1.
2) Otherwise, GB is the lowest ranked NB(T))
(1 <i< M). According to the definition of necessary
boundary, all the candidate results are ranked higher
than GB, thus all the tuples ranked lower than GB are
useless for the base station. O

5 ADAPTIVE QUERY PROCESSING

In this section, we first perform a cost analysis on data
transmission of the three proposed methods. Since their
performance is affected by factors such as the skewness of
data distribution among clusters which may change
continuously over time, we propose a cost-based adaptive
algorithm that keeps track of the estimated cost for all
methods in order to switch as appropriate.

5.1 Cost Analysis

Let M denote the number of clusters in the network; and
Sy, Sy, and Sy be the sizes of query message, boundary
message, and data message, respectively.® Also let |S(T})]
and |N(T;)| denote the cardinalities of the sufficient set and
necessary set of the data set T; in a cluster C;(1 <i < M),
respectively. Notations and their descriptions are listed in
Table 1.
The total transmission cost for SSB is

M

Cssp=M-S;+ > _[S(T})| - Sa. (7)
=1

For the necessary set-based algorithm, let |ST(c;)| be the
number of supplementary data tuples collected in the
second phase from cluster head ¢;. Then, the total transmis-
sion cost for NSB can be estimated as follows:

M
M-S, + E |N(T3)| - Sy (1 phase)
i=1
M

2M - S, + M- Sy+ > IN(T)| - S (8)
=1

Cnsp =

(2 phases).

M
+YIST(ei)| - Sa
i=1

Similarly, for the boundary-based approach, let |BB(c;)|
be the cardinality of data tuples delivered in phase 2. Since
sufficient boundary and necessary boundary are trans-
mitted in the first phase, and global boundary is transmitted
in phase 2, the total transmission cost for BB can be
estimated as follows:

M
Cpp =2M - S, +3M- S, + > |BB(c;)| - Su. (9)
i=1

6. While the meanings of query and data messages are self-explained,
boundary messages refer to the messages that deliver boundary
information.

TABLE 1
Notations and Descriptions
Notation || Description
ci cluster head of cluster C;
M # of clusters
Sq size of a query message
Sy size of a boundary message
Sq size of a data message
S(Ty)] cardinality of the sufficient set of T;
N(T;)| cardinality of the necessary set of T;
1ST(c;)] cardinality of supplementary data collected from
! ¢; in phase 2 of NSB

|[BB(c;)| || cardinality of data delivered by ¢; in Phase 2 of BB

5.2 Cost-Based Adaptive Algorithm

Here we propose a cost-based adaptive algorithm that
switches dynamically among SSB, NSB, and BB as the data
distribution within the network changes. Our approach is to
keep track of the estimated cost for all three methods under
different scenarios in order to trigger the switch as
appropriate. The key issue is how to estimate the cost of
the running and alternative methods under different
scenarios. In the following, we consider three scenarios
running SSB, NSB, and BB, respectively, and show how the
cost of alternative methods are estimated.

Running SSB. It is easy for the base station to estimate
Cysp and Cpp under this scenario. According to Theorem 2,
we know that the necessary set is always an subset of the
sufficient set (if it exists), implying that the base station has
required information to mimic NSB to get the Cygp.
Furthermore, the total cost Czp for boundary-based method
can be estimated at the base station as well.

Running NSB. As shown in (7) and (9), extra informa-
tion such as |S(T;)| and |BB(c;)| are needed to compute
Cssp and Cpp. Thus, in the first phase of NSB, cluster heads
send the base station some extra information, including
|S(T;)|, SB(T;) (the sufficient boundary), and p(c;) (density
of data tuples in the scoring range between NB(T;) and
SB(T;)). With |S(T;)|, the base station obviously can obtain
CSSB easily.

As for computing Cpp, the base station first computes the
global boundary for the BB algorithm based on the
sufficient and necessary boundaries from the clusters. Then,
it compares the necessary sets of clusters against GB. For
cluster C;, if NB(T;) <y GB, |BB(c;)| is the number of tuples
ranked higher than GB; otherwise, |BB(¢;)| = |N(T;)| +
p(ci) - (score(GB) — score(NB(T;))), where score(GB) and
score(NB(T;)) are the score values of GB and NB(T),
respectively. Notice that, as SB(T}) is available, the global
boundary which is originally derived from necessary sets
N(T;)(1 <i < M) in NSB can be further refined.

Running BB. The extra information needed from each
cluster head ¢; to figure out the Cgsp and Cygp includes
|S(T;)|, IN(T;)| and |ST'(¢;)|. Additionally, for NSB, we need
to know whether the examined query would be executed in
one or two phases. To obtain such information, |S(T;)| and
|N(T;)| are sent along with the boundary messages in the
first phase. With |S(7})|, the base station can compute the
Cgssp easily. To figure out Cygp, we consider two cases:
1) SByighest is ranked lower than or equivalent to N Bjyes;
and 2) SBjghest ranked higher than N Bjgyest-
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For Case 1 (see Fig. 6a), we know that BB(c;) covers all
necessary sets N(7;),i =1... M. Let T = |J,;,, N(T;) and
NB(T") denote the boundary of necessary set in 7" (i.e., the
global boundary in the NSB algorithm). If GB <; N Byghest,
NSB is completed in one phase, and Cygp can be estimated
by taking into account |N(T;)|(1 <1< M); otherwise,
supplemental tuple set is constructed as ST(¢;) = {t|t €
BB(c;) ANB(T}) <5 t <5 GB}.

For Case 2 (see Fig. 6b), some tuples in the necessary sets
have been cut off by intercluster pruning of the BB method.
However, with |N(T;)|, we can still construct partial
necessary sets PN(T;) from BB(T;) (i = 1..M) by taking the
first |N(T;)| tuples from BB(T;). Let T" = J, ;<) PN(T}),
and NB(T") be the necessary boundary of data set 7". In
addition, the lowest ranked tuple of PN(T;) is denoted by
PNB(T;), and PNBjiges presents the highest ranked
PNB(T;) (1 <i< M). If NB(T") 2§ PN Bjighest, we believe
NSB could be completed within the first phase, of which
|N(T;)| information is available; otherwise, NSB needs to
enter the second phase to answer the query. Here we let GB
be the higher ranked tuple between NB(T") and SBuighest,
ST(¢;) can be recovered as ST(c;) = {t|t € BB(ci) A
NB(TL) <rt=y GB}

In order to estimate the costs of all three methods under
various scenarios, we piggy-back some extra information in
data transmissions, which introduces some communication
overhead. A detailed derivation that takes into account the
overhead is omitted due to space limitation, but the
methodology to perform cost analysis is basically similar
to what we show in Section 5.1.

The adaptive algorithm is shown in Algorithm 4.
Basically, the base station collects cost statistics in each
processing round but it only decides whether to switch
algorithms for every A rounds, where A is an adjustable
system parameter, based on the lowest average transmis-
sion cost estimated. The cost statistics is cleared after a
switch. Since the switch is triggered by the base station,
which is also responsible for tracking the cost statistics, the
incurred overhead is limited to the cost of piggy-backing
some extra information in the NSB and BB methods.

Algorithm 4. ADAPTIVE_ALGORITHM
// Initialize: S¢sp, Snysp, Spp < 0 and counter < 0
// Ais a pre-defined window size.
counter «+ counter +1
Estimate the cost of Cssp, Cvsp and Cpp
Sssp + Sssp + Cssp
Snsp < Snsp + Cnsp
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Spp < Spp + Cpp
if counter > A than
if SSSB = min{SSSB, SNSBa SBB} than
Switch to SSB_LALGORITHM.
end if
if Syvsp = min{SSSB, SNsB, SBB} than
Switch to NSB_LALGORITHM.
end if
if SBB = IIliIl{SSSB, SNSB» SBB} than
Switch to BB_LALGORITHM.
end if
Sssp, Snsp, Spp < 0 and counter < 0
end if

6 EXTENSION FOR TREE-STRUCTURED NETWORK
ToPOLOGY

To perform in-network query processing, a routing tree is
often formed among sensor nodes and the base station. A
query is issued at the root of the routing tree (i.e., the base
station) and propagated along the tree to all sensor nodes.
Although the concepts of sufficient set and necessary set
introduced earlier are based on two-tier hierarchical sensor
networks, they are applicable to tree-structured sensor
network. Here, we devise a family of algorithms, namely
SSB-T, NSB-T, and NSB-T-Opt, for efficient probabilistic
top-k query processing in a tree-structured sensor network.
Let N and D denote the set of sensor nodes and the entire
uncertain data set, respectively. Each sensor node n; € N,
holds a subset of D, denoted by D;. Note that all D;
(Vn; € N) are disjoint, and D =], .y D;. Similarly, we
assume tuples belonging to the same x-tuple are obtained in
a single sensor node.

SSB-T. Similar to SSB, SSB-T is a one-round query
processing algorithm. The basic idea is to deliver the
sufficient sets from leaf nodes, along the routing path, back
to the root node. More specifically, after the query message is
propagated to all sensor nodes, sensor nodes respond as
follows: for a leaf sensor node n;, it computes the sufficient
set based on D;, denoted as S;, for delivery to its parent. On
the other hand, for a nonleaf node n;, it collects sufficient sets
sent by its children (i.e., Uy, echild(n;)S=), which along with D;
are used to determine the sufficient set S; for delivery to its
parent. When the base station receives all sufficient sets sent
by its children. It directly deduces the probabilistic top-k
result by running a centralized algorithm. Similar to SSB, the
correctness of SSB-T can be proved.

NSB-T. NSB-T is a two-round query processing algo-
rithm, where in the first round necessary sets are collected
along the routing tree, from the leaf nodes to the root (i.e.,
base station). In the second round, the necessary boundary
derived at the root is returned to all sensor nodes to obtain
additional supplementary tuples for computing the final
query result. In the first round, after the query message is
propagated to all sensor nodes, NSB-T algorithm runs as
follows: for a leaf node n;, it computes the necessary set
based on D;, denoted as NV;, for delivery to its parent. On the
other hand, for a nonleaf node n, it collects the necessary sets
sent by its children (i.e., Uy, echitd(n;) V=), which along with D;
are used to determine the necessary set N; for delivery to its
parent. When the base station receives all necessary sets sent
by its children, it calculates a global necessary set, and sends
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back the global necessary boundary (GNB) to all sensor
nodes for acquiring supplementary tuples as needed in the
second round. After all supplementary data is collected, the
base station deduces the probabilistic top- result by running
a centralized algorithm. Similar to NSB, the correctness of
NSB-T can be proved.

NSB-T-Opt. Aiming to exploring the in-network caching
ability of tree-structured sensor networks, we further
extend the idea of NSB-T to optimize its performance, and
thus develop a new algorithm called NSB-T-Opt. Note that,
in the first round of NSB-T, some data filtered at
intermediate nodes may become the supplementary data
in the second round. In NSB-T, supplementary data are
pulled from their source nodes, but this is not always
necessary as some of them might have been delivered to
some intermediate nodes. Additionally, with some knowl-
edge about data stored in its subtree, an intermediate node
may be able to determine whether there is a need to go
further down the tree to retrieve supplementary data.

Based on the ideas discussed earlier, NSB-T-Opt aims to
cache at each intermediate node n; the suppressed data
along with a supplementary boundary B; for each of its child
node n;. Note that this boundary information is used to
suppress unnecessary supplementary data transmission in
the second round. When n; is a leaf node, B, is its necessary
boundary N B;, i.e., the lowest ranked tuple of the necessary
set from n;. On the other hand, if n; is a nonleaf node, B; will
be the supplementary boundary computed and sent along
with the necessary set by n;. It derives B; from U, coita(n,) Be-
Let B be the boundary holding the highest score among all
boundary information of U, ccpiia(n,) Bz If B;, ranks higher
than N B;, then B; = B}; otherwise, B; = NB,.

The above describes the derivation and maintenance of
supplementary boundary at intermediate nodes in the first
round of NSB-T-OPT. In the second round, the base station
disseminates the global necessary boundary along the
routing tree to sensor nodes in order to retrieve supple-
mentary data. At an intermediate node n;, the GNB is not
propagated to a child node n; if B; is greater than GNB. As
such, significant saving in the second round communication
can be achieved.

7 PERFORMANCE EVALUATION

In this section, we first conduct a simulation-based
performance evaluation on the distributed algorithms for
processing PT-topk queries in two-tier hierarchical cluster-
based wireless sensor monitoring system. As discussed,
limited energy budget is a critical issue for wireless sensor
network and radio transmission is the most dominate
source of energy consumption. Thus, we measure the total
amount of data transmission as the performance metrics.
Notice that, response time is another important metrics to
evaluate query processing algorithms in wireless sensor
networks. All of those three algorithms, i.e., SSB, NSB, and
BB, perform at most two rounds of message exchange, thus
clearly outperform an iterative approach (developed based
on the processing strategy in [14]), which usually needs
hundreds of iterations. Note that, there is not much
difference among SSB, NSB, and BB in terms of query
response time, thus we focus on the data transmission cost
in the evaluation. Finally, we also conduct experiments to

TABLE 2

Parameter Settings
Parameters Default | Settings
k: # of top ranked tuples 6 2~ 10
p: probability threshold 0.5 0.2~0.7
7: data skewness factor 0.5 0~1
A: mean size of X-tuple 5 1~10
A: adaptive window size 15 1~ 50
M: # of clusters 36 4 ~ 100
I: # of interest zones/x-tuples 500
Sg: data tuple size (bytes) 32 ] 8~128
Sq: query message size (bytes) 8
Sp: boundary message size (bytes) 8

evaluate algorithms, SSB-T, NSB-T, and NSB-T-Opt under
the tree-structured network topology.

7.1 Simulation Model

Here we describe our simulation model. We assume a
wireless sensor field consisting of I zones. Each zone is
deployed with an average of A sensor nodes. Here, I can also
be seen as the number of x-tuples in the global database and
A is the average size of an x-tuple. The confidence values for
sensor readings in an area are assigned randomly. The
clusters in the network is realized by a simple grid partition.
There are M clusters, which is varied in our experiments.
The simulator models sensor mote behavior at a coarse level,
similar to the TAG simulator [21] in which time is divided
into units of rounds. At the beginning of each round, users
may issue PT-Topk queries at the base station and the query
messages are passed to cluster heads and sensor nodes
without delay since transmission latency is not our main
concern in this evaluation.

We use both synthetic data and real traces of sensor
readings for performance evaluation. Note that, we use
tunable parameters to control the distribution of synthetic
data as in [34]. For synthetic data, the scoring attribute value
of a sensor node n; is obtained by f(t;) =n-s(i) + (1 —1n) -
(i), where 0 < 1 < 1 controls the data skewness. Here s() is
a value generated based on the node n;s location in order to
inject spatial locality and (i) is a random variable ranging
from O to 1. When 7 =1, the data distribution is highly
spatial-correlated. When n = 0, the data distribution is totally
random. The real sensor traces are from the Intel Lab Data
[35]. We treat the readings for each sensor node in the traces
as for an area of interest by assigning A readings to A sensor
nodes in an area. All the parameter settings are summarized
in Table 2.

7.2 Experimental Results

A series of experiments is conducted to evaluate the
proposed algorithms for a two-tier network in the following
aspects: 1) overall performance, 2) sensitivity tests, and
3) adaptiveness. Additionally, overall performance under
the tree topology is evaluated.

7.2.1 Overall Performance

We first validate the effectiveness of our proposed methods
in reducing the transmission cost against two baseline
approaches, including 1) a naive approach, which simply
transmits the entire data set to the base station for query
processing; 2) an iterative approach devised based on the
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processing strategy explored in [14]. The iterative approach
runs as follows: in each round, each cluster head delivers a
single data tuple with the highest score in its local data set
and the information of current local highest score (after
removing the delivered data) to the base station. In
response, the base station derives necessary set upon the
data collected so far. If the score of necessary boundary is
higher than the current local highest score of all cluster
heads, the base station can determine the final result based
on the available data and thus terminate the algorithm;
otherwise, the algorithm goes for the next round. The
experiments use both the synthetic data and real traces.
Here we randomize all parameter settings within their
ranges to show the general performance. Both results on
synthetic and real data (see Fig. 7) indicate that all the
algorithms proposed in this paper significantly reduce data
transmissions against the two baseline approaches by
achieving about 70 percent of saving against the Iterative
approach in synthetic data sets (see Fig. 7a) and 80 percent
of saving against the Iterative approach in real traces (see
Fig. 7b). One important reason that our approaches
outperform the Iterative approach is due to the small and
constant query processing rounds in our approaches. In our
experiment, our algorithms complete within two rounds;
while the iterative approach incurs about 60-200 rounds.
Note that the experiments on adaptive algorithm are
conducted on a setting that exhibits dynamic changes with
certain temporal locality. Since the algorithm dynamically
adapts to the changes by switching to appropriate methods,
it provides an additional saving over the other algorithms.

7.2.2 Sensitivity Tests

Next, we examine the impact of a variety of query and
system parameters on the performance of the proposed
algorithms. In the plots, we do not show the result of baseline
approaches for clarity of presentation. We also omit the plots
of experiments on real traces due to space limitation.”

Here we first show the impact of query parameters, i.e., k
and p, on performance. Fig. 8a shows the trend of
transmission cost by varying k from 2 to 10. As shown,
the transmission cost increases for all algorithms because
the number of tuples needed for query processing is
increased. Among the SSB, NSB, and BB algorithms, BB
does not perform as well as others when k is small but it
becomes a good choice when k becomes larger.

Fig. 8b shows the trend of transmission cost by varying
query threshold p from 0.2 to 0.7. Performance of all
algorithms improve as the threshold p increases because a

7. The experimental result aligns with conclusion from experiments on
synthetic data.
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high threshold in general reduces the size of the result set
and hence the amount of data transmitted to the base
station. Among the algorithms, SSN performs the best
when p is small but becomes significantly worse than the
others when p becomes large. This is because NSB and BB
are able to use the tighter threshold to filter out more
unqualified tuples and reach a tighter necessary boundary.
On the other hand, the sufficient boundary does not benefit
as much. Finally, we observe that the adaptive algorithm
matches very well with NSB.

Next, we present results of our sensitivity tests on a
number of system parameters and data distribution. We
examine how the algorithms scale up by increasing the
number of clusters in the system from 4, 16, 36, 64, to 100.
The result, as shown in Fig. 9a, shows that BB scales up
better than NSB and SSB. As the number of clusters
increases, the total amount of data transmission rises
accordingly. Realizing intracluster and intercluster pruning
before data transmission is an important factor for BB to
outperform others in this examination. The same observa-
tion can also be made in the sensitivity test on the size of
data tuples (see Fig. 9b). As the primary cost in the network
is tuple transmission, SSB exhibits a linear increase of
transmission cost at a higher rate than NSB and BB. Again,
the result shows that BB is the best choice when the tuple
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size is large. Overall, the adaptive algorithm matches up the
best algorithm under all circumstances.

Fig. 9c shows the impact of data skewness on transmis-
sion cost. In the experiments, when the skewness is high the
difference among readings in different zones is increased. As
shown, the data skewness helps intracluster data pruning as
the performance of every algorithm improves when the data
distribution becomes more skewed. Additionally, N.SB and
BB take advantage of the skewed necessary sets and
necessary boundaries among local clusters to obtain their
global boundaries, respectively, which are very effective for
intercluster pruning. Particularly, when n = 1, BB shows the
best performance in terms of transmission cost. Thus,
adaptive algorithm approaches BB under this scenario.

Fig. 9d shows the impact of the size of x-tuples A on the
performance. When A\ is small, SSB shows a good
performance because the probability of highly ranked
tuples in an x-tuple is higher. Thus adaptive algorithm
chooses SSB as the best candidate. As A grows, there are
more tuples in an x-tuple. Thus, the size of sufficient set is
linearly increased as more tuples need to be considered to
set the sufficient boundary. On the other hand, although the
size of necessary set also increases, it does not increase
linearly since many low-probability tuples are filtered out
by the probability threshold. By utilizing both sufficient and
necessary boundaries, the performance of BB also gets
worsen but in a slower pace due to the smaller necessary
set. However, due to the overhead for exchanging boundary
information, BB may not perform as good as NSB,
particularly with light data skewness.

Based on the above results, we find that NSB and BB
generally exhibit better performance than SSB does. How-
ever, there is no clear winners for NSB and BB. As we
discussed above, with larger network scale (A1), larger tuple
size (Sy), or extreme skewed data distribution (), BB
usually outperforms NSB. However, in other cases, NSB
shows better performance over BB.

7.2.3 Adaptiveness
As shown in the above figures, the adaptive algorithm
reaches our expectation by achieving the least transmission
cost under all circumstances. In this section, we further test
its adaptiveness to dynamic sensor network environments.
One important factor that has an impact on the adaptive
algorithm is the size of tuning window. To figure out the
optimal setting of tuning window size, we conduct an
experiment by varying the window size from 1,10, 20,...,

HElNaive HElNaive
[iterative [iterative
IlssB-T 10 IlssB-T
[INSB-T [INSB-T
IENSB-T-Opt IlNSB-T-Opt

Transmission Cost (byte)
Transmission Cost (byte)

o

(a) Synthetic Data (b) Real Data

Fig. 11. Overall performance in tree topology.

to 90. To mock the dynamics of readings, we change 7 setting
among {0,0.5,1.0} every 50 round. As shown in Fig. 10a,
there exists an optimal window size for adapting to the
dynamic readings. If the window size is too small, the
adaptation will be too sensitive and thus fail to get the optimal
performance. On the other hand, if the window size is too
large, the adaptation may lag behind the change of readings.

Additionally, we conduct an experiment to show the
behaviors of algorithms under a dynamic environment we
simulate. Fig. 10b shows that the adaptive algorithm
switches timely to match the best algorithms. As shown in
the figure, adaptive algorithm switches from the NSB
algorithm to the BB algorithm at about time 10, then returns
back to NSB at about time 20, and finally switches to the BB
algorithm again at about time 30. While the different
algorithms may outperform each other at different time, the
adaptive algorithm adapts to the dynamic changes to
achieve the least transmission cost.

7.2.4 Tree Topology

Finally, we evaluate SSB-T, NSB-T, and NSB-T-Opt in a tree-
structured network. Experimental settings are the same as
the ones used in two-tier hierarchical network. As shown in
Fig. 11, SSB-T, NSB-T, and NSB-T-Opt show much better
performance against the two baseline approaches. Notice
that, SSB-T outperforms NSB-T, as NSB-T incurs extra
overhead for the delivery of supplementary data in the
second round. On the other hand, NSB-T-Opt address this
issue through in-network suppressing of unnecessary
supplementary data transmission. From the experiment,
we observe that the query for the supplementary data never
reaches the leaf nodes, i.e., requests for supplementary data
are fulfilled by some intermediate nodes along the routing
paths. In this way, NSB-T-Opt indeed optimizes the
performance of NSB-T and shows excellent performance.

8 CONCLUSION

In this paper, we propose the notion of sufficient set and
necessary set for efficient in-network pruning of distributed
uncertain data in probabilistic top-k query processing.
Accordingly, we systematically derive sufficient and neces-
sary boundaries and propose a suite of algorithms, namely
SSB, NSB, and BB algorithms, for in-network processing of
PT-Topk queries. Additionally, we derive a cost model on
communication cost of the three proposed algorithms and
propose a cost-based adaptive algorithm that adapts to the
application dynamics. Although our work in this paper is
based mainly under the setting of two-tier hierarchical
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network, the concepts of sufficient set and necessary set are
universal and can be easily extend to a network with tree
topology. The performance evaluation validates our ideas
and shows that the proposed algorithms reduce data
transmissions significantly. While focusing on PT-Topk
query in this paper, the developed concepts can be applied
to other top-k query variants. We plan to develop algorithms
to support other probabilistic top-k queries in the future.
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