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Abstract—Internet of Things is a new technology which offers
enormous applications that make people’s lives more convenient
and enhances cities’ development. In particular, smart healthcare
applications in IoTs have been receiving increasing attention
for industrial and academic research. However, due to the
sensitiveness of medical information, security and privacy issues
in IoTs healthcare systems are very important. Designing an
efficient secure scheme with less computation time and energy
consumption is a critical challenge in IoTs healthcare systems. In
this paper, a lightweight online/offline certificateless signature (L-
OOCLS) is proposed, then a heterogeneous remote anonymous
authentication protocol (HRAAP) is designed to enable remote
WBANSs users to anonymously enjoy healthcare service based
on the Internet of Things applications. The proposed L-OOCLS
scheme is proven secure in random oracle model and the
proposed HRAAP can resist various types of attacks. Compared
with the existing relevant schemes, the proposed HRAAP achieves
less computation overhead as well as less power consumption on
WBANS client. In addition, to nicely meet the application in the
IoTs, an application scenario is given.

Index Terms—Public Key Infrastructure, Certificateless Cryp-
tography, Remote Authentication, Anonymity, Wireless Body
Area Networks (WBANs), Internet of Things (IoTs).

I. INTRODUCTION

The Internet of Things (IoTs) has been recognised as one
of the major technological revolutions of this century [1].
The realisation vision of the IoTs can be achieved with three
main architectural components: smart things, back-end servers
and communications infrastructure [2]. This vision offers a
vast amount of applications such as smart healthcare system,
smart grid, intelligent transportation, smart cities, and so
on [3]. In particular, smart healthcare applications in IoTs have
been receiving increasing attention since they help facilitate
remote monitoring of patients. WBANSs are formed by various
wearable sensors deployed around/in/on the human body [4],
where the nodes are connected via wireless communication
technologies [5]. WBANs can provide remote monitoring,
emergency medical assistance and remote medical treatment
with wearable and implantable biosensors [6] [7] [8] [9]. Dif-
ferent types of WBANS sensors collect the vital physiological
and environmental information from human body. And then,
it transmits the information to remote control center using
personal terminal. Finally, the remote control center addresses
and analyzes information to meet different requirements [10].
To push the data collected by WBANS into the Internet server,
the WBANSs need to integrate into the Internet as a part of
the IoTs healthcare systems. In fact, the integration has been
done and tested according to 6LowPAN standard defined by

IETF [11]. Three approaches have been suggested to make
this integration: gateway solution, front-end proxy solution and
TCP/IP overlay solution [12].

The messages exchanged in the IoTs healthcare systems
contain sensitive information about the physical conditions
of patients, which is important for patients’ privacy. Hence,
security and privacy protection is a critical issue, which must
be solved in IoTs healthcare systems [13]. In IoTs healthcare
systems, information such as the patients’ data should only be
derived from each patients’ devoted WBANSs system, and the
use of WBANs data should be guaranteed by authorization
control strategy. Moreover, the openness and mobility of
WBANS lead to more security challenges. For example, an
adversary may track a specific patient by linking two or more
messages to the same sensor node of the patient, even without
identifying the context of this traffic. Besides, an adversary
may obtain some critical information about the physical condi-
tion of a patient, and these information may help the adversary
to launch physical attacks against this patient. In general, IoTs
security and privacy challenges especially from technical per-
spectives such as system limitations, lack of standardization,
software vulnerabilities etc. are discussed [14]. In addition, a
novel network security model for cooperative virtual networks
in the IoTs, which includes network security vulnerabilities,
threats, attacks and risks in switches as well as security policy
to mitigate those risks is presented [15]. Meanwhile, due to
the wearable sensors in WBANS being resource-constrained
in terms of memory space, energy supply, computation capa-
bilities and communication rate, security schemes proposed
for other networks may not be applicable to IoTs healthcare
systems. Thus, in the design of security and privacy schemes
for IoTs healthcare systems, the conflicts among efficiency,
practicality and security must be considered carefully. The
resource-constrained wearable devices in WBANSs require the
security schemes to be as lightweight and low cost as pos-
sible. Security in IoTs healthcare systems should achieve the
following requirements [13] [16]: data integrity assurance, data
confidentiality, authenticity, non-repudiation, data availability.
As is known, based on cryptography, the security mechanisms
of IoTs healthcare systems begin from the PKC authentication
to ID-PKC authentication, and then to the presently known
CL-PKC authentication.

To enhance security, the remote authentication schemes
for WBANSs have been widely studied to supply anonymous,
confidentiality, integrity, non-repudiation and generate session
key for encrypting data.

It is worth noting that, as the focus of this paper is on
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designing a secure scheme to serve security for Healthcare
application in IoTs, most of the work in this paper is relevant
to the WBANS and IoTs.

TABLE I: The abbreviations and notations used in this paper.

Notation Description

IoTs Internet of Things

WBANs Wireless body area networks

L-OOCLS Lightweight online/offline cetificateless signature

OOCL-PKS | Online/offline certificateless public key signature

HRAAP Heterogeneous remote anonymous authentication
protocol

TPKC Traditional public key cryptosystem

PKI Public key infrastructure

PKC Public key cryptosystem

ID-PKC Identity based public key cryptosystem

CL-PKC Certificateless public key cryptosystem

ECC Elliptic Curve Cryptography

NM Network manager

AP Application provider

KGC Key generator center

params System parameters

Fq Finite field with primary order g

1k Security parameter

G The group of elements formed by the points on the
elliptic curve E(Fq) (for ECC-based curve)

G1 A cycle additive group of order p (for Pairing-based
curve)

G2 A cycle multiplicative group of order p (for Pairing-

based curve)

p A prime order of groups G1 and G2
P A generator of group G

é A bilinear map € : G1 X G; — G2

H;() A one way hash function, where ¢ = 1,2,3

s A master secret key of KGC

Ppup A master public key of KGC

ID. An identity of WBANSs client

D, A partial private key of WBANSs client

SK. A full private key of WBANSs client

PK,. A public key of WBANS client

SNM A secret key of network manager

PKnwm A public key of network manager

SApP A secret key of application provider

PKap A public key of application provider

key A shared key between application provider and
WBANS client

&) The bitwise XOR operation

I Concatenation operation

te Current time stamp

II. RELATED WORK

Authentication and/or key agreement for WBANS have been
of great interest recently. A few articles that have discussed
this issue follow two major mechanisms: non-cryptography
and cryptography.

The existing non-cryptography mechanism schemes can
be broadly classified into three categories: physiological-
signals-based, channel-based and proximity-based. Using the
physiological-signals-based, many schemes have been pro-
posed to measure and compare physiological information
gathered by the biomedical sensors, such as electrocar-
diogram (ECG), fingerprint, iris and photoplethysmogram
(PPG), to serve authentication and session key establish-
ment without a priori distribution of keying material. The
authors in [17] [18] [19] designed their schemes based on
physiological-signals-based technique. However, this tech-
nique requires different biomedical sensors measuring the

same physiological signals of the same person, and that is
impossible since it leads to Denial-of-Service attack (DoS).
Some schemes based on channel-based technique have been
proposed such as [20] [21] [22], where the authors utilized
RSS (Received Signal Strength) to assist authentication. How-
ever, in fact, the RSS tends to change over time due to the
changing environment and nodes mobility. Therefore, it is
difficult to obtain a relatively stable RSS profile for a mobile
node, what becomes hard to decide if the change of RSS is due
to the nodes mobility or an impersonation attack. Moreover,
Zeng et al. [20] has not achieved anonymity and Cai et al. [21]
required special hardware. In addition, most of the schemes
are only applicable in static cases, where the signal, channel,
or device characteristics are relatively stable. Given the above
issues, their applications are limited. Hence, both schemes are
not suitable for practical application in WBANSs. The schemes
by Kalamandeen et al. [23] and Mathur et al. [24] utilized
proximity-based techniques to support authentication and key
generation. However, the major drawback of proximity-based
technique is that the devices should be within half of the wave-
length distance of each other, which constrains the deployment
of biomedical sensors in WBANS.

From another perspective, cryptographic mechanisms pro-
vide an alternative way of authentication and/ or key gen-
eration for WBANs. And most cryptographic schemes have
few restrictions of environment and mobility such as channel,
distance and location to be applicable. Thus, in the following,
we focus on surveying cryptographic mechanisms for authen-
tication and session key establishment related to WBANS.

So far, remote user authentication can be achieved through
traditional public key cryptosystem (TPKC) as in [25] [26].
But such schemes are not applicable for WBANS, since
TPKC requires to compute modular exponentiation, which
may take more computational resource than that the sensor
devices can offer. Then, elliptic curve cryptography (ECC)
introduced by Miller [27] and Koblitz [28], which offers
small key size than TPKC with same security level [29]. For
example, 160-bit ECC offers the same security level as 1024-
bit RSA. Therefore, ECC is suitable for resource-constrained
devices such as sensor. Several schemes based on elliptic curve
cryptosystem (ECC) have also been proposed [30] [31] [32]
to serve authentication. However, these schemes need PKI
(Public Key Infrastructure) to apply ECC, which requires extra
computation to verify the certificates of others. Therefore,
authentication schemes in [30] [31] [32] are not suitable to
apply in WBANSs.

It has been seen that the performance of ECC can be
enhanced through identity based public key cryptosystem (ID-
PKC) [33]. In ID-PKC, the user’s secret key is calculated
according to his/her identity by a third party called PKG
(Private Key Generator) and the identity uses it as the public
key of the user. Therefore, the ID-PKC can address the
weakness of certificates management inherited by PKI. Various
ID-PKC authentication schemes [34] [35] [36] [37] [38] [39]
based on ECC have been proposed. Yang et al. [34] proposed
remote mutual authentication scheme and they claimed that
their scheme was secure. Unfortunately, Yoon et al. [35]
pointed out that Yang et al’s [34] could not withstand an
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impersonation attack and does not provide perfect forward
secrecy. Subsequently, Islam et al [36] proposed an enhanced
remote user mutual authentication scheme to overcome the
security weakness of the scheme in [34]. They claimed that
their scheme can resist various types of attacks than other
existing relevant schemes. However, Truong et al [37] found
that the scheme in [36] can not resist denial of service attack.
Later, Debiao et al [38] proposed an efficient authentication
and key exchange scheme based on ECC, and also claimed
that their scheme was secure under random oracle model.
Unfortunately, Wang et al [39] pointed out that Debiao et
al’s [38] is vulnerable to reflection attack and parallel session
attack. Lu et al. [40] proposed two SET protocols, SET-
IBS and SET-IBOOS for clustered WSN. In SET-IBOOS
protocol, an ID-PKC online/offline digital signature is used to
reduce the computation overhead. Accordingly, the protocols
are tested and analyzed against various attacks. In [41], a
novel authentication framework, named ACPN for VANETS
is proposed. For the authentication between the RSUs and
vehicles, the ACPN framework uses the ID-PKC online/offline
signature scheme. Whereas for authentication among vehicles,
the ID-PKC signature scheme is used. The ACPN framework
is efficient in terms of computation overhead and storage
requirement. Recently, the authors in [42] [43] proposed the
authenticated secure session key schemes based on ID-PKC.
However, the scheme in [42] has not achieved the anonymity
property. Nonetheless, all the above schemes are not suitable
for WBAN:Ss applications since some schemes being vulnerable
to some attacks and/or not having a user anonymity presented.
Besides, some schemes are designed for mobile devices,
which offer more resources than that sensor devices can offer.
Moreover, the ID-PKC suffers from key escrow problem since
the PKG knows all private keys of clients.

Al-Riyami and Paterson introduced the certificateless public
key cryptography CL-PKC [44] to overcome the key escrow
weakness inherited by ID-PKC and certificate management
problem inherited by PKI. In the CL-PKC, the full private
key of user comprised of two parts: one comes from third
trust party called KGC (Key Generation Center) and the
other is created by the user. As a result, the CL-PKC is the
best choice for resource-constrained devices such as sensor
node. Recently, some remote anonymity authentication and
session key establishment schemes for WBANs have been
proposed [45] [46] [47] [48] [49]. Liu et al [45] utilized
CL-PKC to design lightweight signature scheme, in which
the authentication protocol with session key establishment is
derived by using their signature scheme. However, Xiong [46]
demonstrated that the scheme in [45] cannot resist public
key replacement attack when the adversary makes query for
public key replacement, and it is lack of forward secrecy. And
then he proposed a secure remote anonymity authentication
scheme using CL-PKC. Moreover, the computation overhead
is reduced. Consequently, Zhao [47] utilized ECC to propose
an efficient anonymous authentication scheme. Unfortunately,
Wang and Zhang [48] pointed out that Zhao’s [47] scheme has
not achieved the unlinkability of a user. And then, they pro-
posed a new anonymous authentication scheme to overcome
the weakness of the previous scheme. He et al. [49] found
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that the scheme proposed by Liu et al [45] was vulnerable
to an impersonation attack, and then they proposed a remote
anonymous authentication scheme. Their scheme did really
resist various forms of attacks. In addition, the schemes
in [47] [48] were designed based on ID-PKC, which have
a key escrow problem. Moreover, the schemes in [46] [49]
have more computation overhead. Furthermore, CL-PKC does
not scale well at the Internet side. The authors in [S0] [51]
proposed a multi-layer authentication protocol and a secure
session key establishment method for WBANs. However, their
protocols do not achieve the end-to-end security since each
one has two session keys; the one key is used to encrypt
data between sensor node and local server, the other key is
used to encrypt data between local server and AP. In addition,
the group key between sensor nodes and local server in [50]
requires to be updated in case of node deletion or addition.

It is observed that the above reviewed authentication and
session key establishment schemes suffer from either, some
schemes being vulnerable to some attacks separately and/or
having more computation overhead, which results in more
energy consumption than other schemes that have low compu-
tation overhead. Besides, some schemes do not achieve end-
to-end security or are not scalable well at the Internet side
since the CL-PKC is used.

The concept of online/offline technique was introduced by
Even et al. [52]. Their scheme has presented a methodology
to transform any signature into two phases: online phase and
offline phase. In the offline phase, most of the heavy operations
are done before a message is known. In the online phase, only
lightweight operations are done by using a precomputation of
the offline phase and the message to produce a signature. This
technique can help the researchers to design lightweight secure
schemes to be applicable for resource-constrained devices.

A. Contributions and Organization

To address the above issues presented in the related work
Section, a heterogeneous remote anonymous authentication
protocol (HRAAP) is proposed. The HRAAP can be used
for authentication and session key establishment between
WBANS client and AP (Application Provider) based on the
applications of Internet of Things. The contributions of this
work are as follows:

o In this paper, a lightweight online/offline certificateless
signature scheme is proposed, which is provably se-
cure against existential forgery adaptively chosen mes-
sage attacks in the random oracle model [58]. Then, a
heterogeneous remote anonymity authentication protocol
(HRAAP) to serve authentication and session key estab-
lishment for WBANSs in the IoTs application is derived.

o To reduce the computation overhead in WBANS client, an
online/offline technique is used. Moreover, to overcome
the key escrow problem inherited by ID-PKC (Identity
based Public Key Cryptosystem), the CL-PKC (Certifi-
cateless Public Key Cryptosystem) is used. Furthermore,
to be more scalable in AP, the PKC (Public Key Cryp-
tosystem) is used.
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o To show the performance of the proposed HRAAP in
terms of computation overhead and energy consumption,
the comparison between the HRAAP and relevant exist-
ing work are studied. The results show that, the proposed
HRAAP is most efficient in terms of computation over-
head as well as energy consumption.

o In order to show the feasibility of HRAAP on resisting
attacks, the security analysis is given. The results show
that the proposed HRAAP can resist various types of
attacks. Furthermore, to nicely meet the application in
the IoTs, an application scenario is given.

Consequently, the proposed schemes can be applied to serve
security on WBANs in IoTs applications which comprise
of resource-constrained devices. They can also be applicable
to powerful devices resulting in serving security for other
applications.

The remaining sections of this paper are organized as fol-
lows: Section III gives a brief introduction to bilinear pairings
and security assumptions related to the proposed schemes.
Section IV provides the framework of OOCLS scheme. Sec-
tion V presents the network architecture of HRAAP as well
as security threats. The proposed L-OOCLS scheme and its
security analysis in random oracle model are given in Section
VI. Section VII presents the proposed HRAAP. The security
analysis and quantitative performance of HRAAP are given in
Section VIII. An application scenario is described in Section
IX. Conclusion and future work are drawn in last Section.

III. PRELIMINARIES

This section presents the properties of bilinear pairings
and basic definitions of intractable assumptions, on which the
proposed schemes rely.

A. Notation

In order to clearly understand the proposed schemes, the
abbreviations and notations used are listed and their meanings
are given in Table L.

B. Bilinear Pairings

Let (G1,+) and (Gg,x*) be two cyclic groups, G; is an
additive group of elliptic curve generated by P with prime
order p and Go is a multiplicative group of finite field with
the same prime order of ;. The bilinear pairing is defined
as amap é: Gy x G; — Go. It is assumed that elliptic curve
discrete logarithm problem (ECDLP) is intractable in G and
discrete logarithm problem is intractable in G5. A bilinear
pairing satisfies the following properties:

1) Bilinearity: VP, Q € Gy, and Va,b € Zy, é(aP,bQ) =

é(P, Q).

2) Non-degeneracy: there exists P,(Q € G; such that
é(P,Q) # lg,, where 1g, represents the identity of
group Go.

3) Computability: VP, € Gy, there exists an efficient
algorithm to compute é(P, Q).

Formally, a symmetric pairing defined over elliptic curve

can be computed by the Tate pairing [57] or by the np
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pairing [60]. An efficient algorithm takes as input a security
parameter 1%, and returns specification of groups G, G, and
a bilinear pairing € : G; x Gy — Go.

C. Intractability Problems

Let G be an additive cyclic group of prime order p and
generator P. To ensure the security of proposed schemes, the
following intractability assumptions are used in G:

Definition 1: let Gy be cyclic group of prime order
p and P be a generator of G, the g-strong Diffie-
Hellman Problem (q-SDHP) in G; is given a(q + 1)-tuple
(P,aP,a?P,...,a?P) € G; as input. It is difficult to find a
pair (A, M%XP), where A, a0 € Zj, [71].

Definition 2: let G; be cyclic group of prime order p and P
be a generator of Gy, the Elliptic Curve Discrete Logarithm
Problem (ECDLP) in G; is given a tuple (P,zP) € G; as
input. It is impossible to extract x € Z;‘, [59].

Definition 3: let G; be cyclic group of prime order p and
P be a generator of 1, the Computational Diffie-Hellman
Problem (CDHP) in G, is given a tuple (P,aP,bP) € G,
as input. It is difficult to compute abP € G1, where a,b € Zj,.

Definition 4: let G; be cyclic group of prime order p
and P be a generator of Gj, the Inverse Computational
Diffie-Hellman Problem (Inv-CDHP) in G, is given a tuple
(P,xP) € Gy as input. It is hard to compute x~!P € Gy,
where x € Z.

IV. FRAMEWORK OF OOCLS SCHEME

OOCLS is an online/offline certificateless signature scheme,
which allows the WBANSs client (sensor node) in CL-PKC
(Certificateless Public-Key Cryptosystem) domain to send a
signed message to the AP in the PKC (Public Key Cryp-
tosystem) domain. Moreover, to minimize the computational
overhead in CL-PKC domain, online/offline techniques are
used [52]. An OOCLS framework which includes generic
model and security model of OOCLS scheme is described as
follows:

A. Generic Model

According to the definitions in [44] [67] [68] for ordi-
nary certificateless signature schemes, the formal structure of
OOCLS scheme consists of the following algorithms:

o Setup(1¥): the global setup algorithm, which takes a secu-

rity parameter 1* as input, and returns KGC’s secret key
s and params (system parameters) including a master
public key Py, gives params to all clients in WBANs
and AP. This algorithm is executed by KGC for an initial
setup of the system.

o Set Public-Key(I D, params): an algorithm is run by

the WBANSs client, in which client’s identity /D, and
params are taken as input, then client’s public key
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PK,. € Gy and secret value x. € Z; are outputted. The
resulting public key is assumed to be publicly known.

o Extract Partial-Private-Key(PK., s,params): a deter-
ministic algorithm is run by the KGC, in which client’s
public key PK,., KGC’s secret key s and params are
taken as input, then a partial private key of client D, is
returned.

o Set Full-Private-Key(D,, x.,): an algorithm is run by the
WBANSs client, in which client’s partial private key D,
and secret value z. that is generated with client’s public
key are taken as input, then a full private key SK, is
outputted.

o CL-OffSign(PK., SK,, xc, Pouy, params): the certifi-
cateless offline signature algorithm is run by inputting
the client’s public key PK., full private key SK. and
secret value x.. It also has the PKG’s public key Py
and params as input, then it returns CL-OffSig result U;
(0. = 7,9, T,Qc, W, where y,7 € Z ). It should be
noted that, this algorithm is run by a powerful trustworthy
device and works without knowledge of a message.

. CL-OnSign(U;, params, m): the probabilistic certificate-
less online signature algorithm is run by inputing a CL-
OffSign olc, a message m € M and params, then a full
signature o, is generated. Where M is a message space.

e Verification(o., Q., W., params, m): the deterministic
verification algorithm is run by inputing a signature
¢y Qcy We, params and message m. This algorithm
outputs 1, which means that the signature is valid on a
message m. If it outputs 0, it means that the signature
is invalid.

It should be noted that, the above algorithms must satisfy
the standard consistency constrain of OOCLS as follows.
forall k€ N, ID. € {0,1}* and m € M
If O'/C = CL-OffSign(PK., SK., %¢, Ppu, params) and
Oc = CL-OnSign(alC, params, m), then
1 = Verification(o., Q., W, params, m)

B. Security Model of OOCLS Scheme

This subsection demonstrates the security model of OOCLS
scheme. As is defined in [44] [67] [68], the security of a
certificateless signature scheme can be analyzed by consid-
ering two types of adversaries, Type I adversary A; and Type
IT adversary Ajs, since the sender belongs to the CL-PKC
domain [44]. Type I Adversary A; represents a third party
attacker against the OOCLS scheme. That is, adversary Ay
does not allow access to the master secret key s, but has the
ability to replace the public keys of any entity with a value
of its choice. Type II Adversary Aj; represents a malicious
KGC. Here, the adversary Aj; is equipped with the KGC’s
secret key s, but cannot replace any client’s public key. In
fact, if the adversary Aj; is allowed to replace a client’s
public key, then the adversary can easily forge the signature
of the client. Whereas, the sender in the OOCLS scheme
belongs to the certificateless public key. Hence, the scheme
should achieve unforgeability (unforgeability against adaptive
chosen messages attacks: UF-CMA). The security notions in
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[67] [69] [70] are modified to adapt the OOCLS scheme. The
games for security notions are described as follows.
Existential Unforgeability Games: here two types of
adversaries, Type I adversary A; and Type II adversary Aj;
(EUF-CMA-I game and EUF-CMA-II game) are considered.

EUF-CMA-I Game: in this game, the challenger C interacts
with Type I adversary A; as follows.

Initialization Phase: the challenger C runs the setup algo-
rithm on the input of a security parameter 1% for generating
master secret key s and public params. C keeps s and then
gives params to Aj. It should be noted that, A; does not
know the s.

Attack Phase: an adversary A; can perform a polynomial
bounded number of oracle queries in an adaptive way as
follows:

« Request Public-Key: upon receiving a public key query
for any identity ID., C' runs public key generation
algorithm and returns PK. to A;. Then, it keeps a list
for its queries. The secret value z. output of this query
is one which is used to generate I D’s public key PK,.

o Request Partial-Private-Key: an adversary A; is able to
perform query for the partial private key D, for any
identity ID. except the challenged identity /D). The
challenger C computes the partial private key D. and
returns it to Aj.

o Request Full-Private-Key: an adversary A; is able to
ask full private key SK. query for any ID,. except the
challenged identity /D}. C computes the full private key
SK. corresponding to the identity /D, and returns it to
Ar.

o Replace Public-Key: for any identity I D., an adversary
Aj can pick a new secret value x; and compute the new
public key PK ; in the public key space PKX, and then
replace PK . with PK ; It should be noted that, It is not
required for A; to provide the corresponding secret value
x; when making this query.

o Signing Oracle Queries: an adversary A; may need to
ask a signing query. It submits a message m and a
sender’s identity /D.. The challenger C finds sender’s
private key SK. and public key PK, (C may need to
run corresponding algorithms to generate those keys).
C runs the CL-OffSign(PK., SK., x¢, Ppup, params) to
obtain alc. Finally, C runs the CL-OnSign(a/C7 params,m)
algorithm to obtain o.. Then, it sends o., ., W, and
m to Aj. If the public key PK. has been replaced by
Aj. In such a case, an adversary A; needs to submit the
secret value x; corresponding to the replaced public key
PK ; to the signing oracle.

e Output Phase: after all queries, A; outputs a
forgery(o, Q5, W2, ID%,m*), where ID} 1is the
challenged identity. Finally, A; wins the game if the
following conditions hold:

— Request Full-Private-Key (/D) has never been
queried

- Request Partial-Private-Key (ID}) and Replace
Public-Key(I D}, PK ) have never been queried
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— A; has never submitted m™* to the signing oracle
with respect to the challenged identity 1D}
- 1 «— Verify(o}, Q%, W2, params, m*)

Definition 5: an OOCLS scheme is EUF-CMA-I secure if
the advantages of probabilistic polynomial time adversary A;
is negligible e after at most perform attack phase queries in
the UF-CMA-I game.

EUF-CMA-II Game: this is a game in which challenger C
interacts with Type II adversary A;; as follows.

Initialization Phase: the challenger C runs the setup algo-
rithm to generate a master key s and params. C gives both
KGC'’s secret key s and params to Ajy.

Attack Phase: an adversary A;; may perform a polyno-
mial bounded number of oracle queries: Request Public-Key,
Request Full-Private-Key and Signing Oracle queries in an
adaptive way as defined in EUF-CMA-I Game. It should be
noted that, here the adversary A;; can compute the Partial-
Private-Key D, of an identity I D, since it knows the master
secret key s.

o Output Phase: after all queries, Aj;; produces a
forgery(o, Q%, W2, 1D}, m*), where ID? is challenged
identity. Finally, A;; wins the game if the following
conditions hold:

— Request Full-Private-Key(ID*) query has never
been queried

— Signing Oracle on m* and I D} with respect chal-
lenged identity /D) has never been quired

- 1 +— Verify(o}, Q%, W2, params, m*)

Definition 6: an OOCLS scheme is EUF-CMA-II secure
if the advantages of probabilistic polynomial time adversary
Ajr is negligible € after the most attack phase queries in the
UF-CMA-II game is performed.

Definition 7: an OOCLS scheme is said to be existentially
unforgeable against adaptive chosen message attacks (EUF-
CMA), if the success probability of both A; and Aj; is
negligible.

V. SYSTEM DESCRIPTION AND OBJECTIVE OF HRAAP

In this section, the network architecture of proposed
HRAAP and its components, and the potential threats of
establishing a shared key as well as protocol’s objectives are
presented.

A. Network Architecture and Components

As is shown in Fig. 1, the HRAAP comprises of three
main parts: Network Manager (NM), WBANs clients and
AP (Application Provider). The system model is described as
follows:

o Network Manager (NM): it is in charge of an enrolling
system setup, and registration of WBANSs clients and APs.
It is semi-trusted, since it has the knowledge of partial
private keys of WBANSs clients (The WBANSs clients
belong to the certificateless public key cryptosystem) and
public parameters of AP (AP belong to the public key
cryptosystem). Therefore, the NM cannot impersonate the

6

loTs Data Generating Communication

o | "
b “ 1 . - ‘ 1

I
I
Wireless Body Area ‘
Network (WBANSs) ;

Receive params

[’WBANscentregstratcn »\‘
$ Send its public key

(NM)
Fig. 1: Network architecture and components of HRAAP based
on JoTs

WBANS clients or AP without being detected, resulting
in overcoming the key escrow problem inherited by ID-
PKC.

e WBANs clients: WBANs contain sensor nodes as
WBANS clients that gather data from patients, and then
send them to the AP via an Internet medium. Before
sending data to the AP, each WBANSs client should be
registered with NM and preloaded with partial private key
and public parameters. In addition, the WBANSs client
computes its full private key, and creates a shared key
AP. This key is used for future communication between
WBANS client and AP.

o Application Provider (AP): it works as database server,
which is in charge of storing the data coming from
WBANS clients and provides them to the physicians
through web interface. The AP needs to receive system
parameters from NM, as well as sends its public key
to NM. Finally, it needs to generate a shared key with
each WBANSs client. The shared key is used for secure
communication between them.

B. Security Threats of HRAAP

Through key establishing between WBANSs client and AP,
the HRAAP is vulnerable to a number of security attacks. In
the following, some of these attacks are presented:

o Anonymity Attack: the goal of this attack is to try to

reveal the identity of the patient when WBANs and
AP exchange the messages on session key establishment
process. To achieve the anonymity property, the identity
of a patient should remain unknown to an eavesdropper.
Countermeasures to these attacks are data encryption,
which hides the contents of messages.

« Linkability Attack: here the attacker can directly link two
particular messages as being part of different sessions
performed by the same WBANS client or AP. Therefore,
if the attacker learns anything about WBANs client/AP
repeating sessions, unlinkability will fail. It should be
noted that unlinkability does not imply anonymity prop-
erty. Countermeasures to these attacks are data encryp-
tion, which hides the contents of messages.

« Repudiation Attack: repudiation refers to a denial of legal
entity in all or part of communications in IoTs healthcare
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systems. For instance, an AP could deny WBANS client
to create a share key or vice versa. Therefore, non-
repudiation refers to the ability of a system to assure that
something that is actually valid cannot be denied or coun-
ters repudiation threats. Countermeasures to these attacks
are data authentication, where the receiver authenticates
the sender of a message.

« Replay Attack: it is a category of network attack. Its goal
is to replay a message that is originally sent by a legiti-
mate WBANS client/AP to make the entity that receives
the message be busy or unavailable. A countermeasure to
avoid a message replay attack is to ensure the freshness
of message, for instance, via attaching a time stamp with
each message.

o Impersonation Attack: an adversary attempts to imper-
sonate the target user (WBANs client or AP) without
knowing the target user’s secret. Countermeasures to
these attacks are data authentication, where the receiver
authenticates the sender of a message.

The goal of the proposed HRAAP is to generate anonymous
authenticated key between WBANS client and AP. The shared
key can be used to build a secure channel for data trans-
missions between them. Meanwhile, as is seen in the related
work, the existing relevant anonymous authenticated keys for
WBANSs suffer from either, some schemes being vulnerable
to some attacks separately and/or having more computation
overhead that leads to more energy consumption, which is a
critical issue in a resource-constrained device. Besides, some
schemes are designed based on the ID-PKC, which has key
escrow problem or are not well scalable at the Internet side.

In this work, we aim to propose the anonymous authenti-
cated session key establishment that can resist various security
threats. Moreover, it can achieve efficient computation over-
head as well as energy consumption. Furthermore, it should
be better scalable at the Internet side.

VI. LIGHTWEIGHT ONLINE/OFFLINE CERTIFICATELESS
SIGNATURE SCHEME (L-OOCLS)

In this section the proposed L-OOCLS signature and its
security analysis in random oracle model are given.

A. The L-OOCLS Scheme

The proposed L-OOCLS scheme consists of five algorithms:
System Setup (Setup), WBANSs Client Key Generation, Certifi-
cateless Offline Signature (CL-OffSign), Certificateless Online
Signature (CL-OnSign) and Verification.

Setup: input a security parameter 1%, the KGC chooses two
groups G and G of prime order p (G4 additive group and Go
multiplicative group), a generator P of G and a bilinear map
é : G1 x G1 — Go. Moreover, there are three hash functions
H1 : {071}* — Z;, H2 : (Grl — Z*, H3 : {0, l}n X G2 — Z;,
where n is the number of message bits. The KGC selects
randomly s € Zj as master secret key, then computes its
master public key P,,;, = sP. The KGC publishes the system
parameters (G1, Go, é,p, P, Pyup, g, H1, Ha, H3) and keeps
the master secret key s as private, where g = é(P, P).

7

WBANS Client Key Generation: in the proposed L-OOCLS
scheme, all WBANSs clients (sensor nodes) belong to the
CL-PKC domain. The WBANSs client keys are computed as
follows:

o Public Key of WBANSs client (ID.): the client with
identity I D. chooses a secret value z. € Z;; randomly,
then computes its public key as follows:

PK, = z.H,(ID,)P

o Partial Private Key of WBANSs client (PK.): the client
with identity I D, transmits its public key PK,. to the
KGC. The KGC calculates the partial private key of client
as follows:

D.= (Hy(PK.)+s)"'P

Then D, is sent to the WBANS client in a secure channel.

o Full Private Key of WBANS client (D, x.): this algo-
rithm takes as input a secret value x. and partial private
key D, of client with identity I D.. Then the full private
key of client is computed as follows:

SK.= (z.)"'D,

The message m is signed by WBANS client and is verified
by AP as follows:

CL-OffSign (SK., PK.,xc, Ppuy, params): the algorithm
takes as input full private key SK. and public key PK. of
client with identity ID., a secret value x., KGC’s public key
P,y and params, then computes offline signature a;. This
algorithm works as follows:

1) Pick v,y € Z, randomly

2) Compute I' = ¢g¥

3) Compute Q. = z.Ho(PK.)P

4) Compute W, = z.Ppup

5) Compute p, =y 'SK,

6) Output offline signature a; = (v,9,T, pte, Qc, We)

It should be noted that, the computation of this algorithm is
performed by a powerful device and the result is stored in the
WBANS client before deployment. In addition, the powerful
device should be trustful.

CL-OnSign (0., params, m): the algorithm takes an offsign
result a;, params and message m as input, then computes the
signature as follows:

1) Compute h. = Hz(m,T') € Z.

2) Compute 5. = (y + he)y mod p.

3) Output the signature o, = (he, Be, fic) € Loy X Ly x Gy

on the message m € M, where M is a messages space.

4) The WBAN:Ss client sends o., Q., W, and m to AP.

Verification (o, Q¢, We, params, m): the algorithm takes a
signature o, Q., W,, params and a message m, then check
the validity. This algorithm works as follows:

1) Compute S. = B.jic
2) Check whether h, = Hs(m, é(S., Qo + Wa)g~"). If it
is, accept the message m. Otherwise, reject the message.

Consistency: The consistency of verification is as follows:
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c — H3(m7 é(Sca Qc + WC)g_hC)
é

= Hz(m,é((y he)SK.,x.Ha(PK.)P +
ZePpub)g™")

= Hz(m,e((y + he) 2=, we(Ha(PK.) + 5)P)g ")
= H3(m7 é((y + hC)xic H2(P}{C)+5 P7

wo(Hy(PK.) + 5)P)g~")

- H3(m7 é((y + hc)Pa P)g h()

= Hy(m, é(P, P)+h) g o)

= Hg(m,g(y‘ch)g*hc)

= H3<’I7’L,F)

= hc

In Fig. 2, the phases of proposed L-OOCLS scheme is
described.

B. Security Analysis of L-OOCLS Scheme

This subsection demonstrates that, the proposed L-OOCLS
scheme is proved to be secure in EUF-CMA property.

Theorem 1: the proposed L-OOCLS scheme is EUF-CMA
secure in the random oracle model under the assumptions
that q-SDH and Inv-CDHP in G, are intractable.

Proof: the Theorem 1 using Lemmas 1 and 2 is proved as
follows.
Lemma 1 (Unforgeability, Type I adversary Aj): if there exists
a probabilistic polynomial-time (e, ¢, ¢)-adversary A;, which
has an advantage € > 10(gsig + 1)(gsig + g, ) /2" against the
EUF-CMA-I security of L-OOCLS scheme, after running in a
time ¢ and making qp, queries to random oracles H;(i = 1,2),
gpk queries to public-key, q,p partial-private-key queries, gz
queries to private-key, g, public-key replacement queries and
(sig Signing oracle queries. Then, there exists a (t/)—algorithm
C that can solve the q-SDH problem in G; for ¢ = g, in an
expected time

£ < 120686qm, 21 are e + O(aPtam),

where notations t,, and ., respectively denotes the running
time of computing a pairing operation in G2 and the required
time for a scalar multiplication in G;.

Proof. See appendix A
Lemma II (Unforgeability, Type II adversary Ajj): if there
exists a probabilistic polynomial-time (¢, ¢, g)-adversary A;y,
which has an advantage € > 10(gsig + 1)(gsig + qu,)/2"
against the EUF-CMA-II security of L-OOCLS scheme, after
running in a time ¢ and making g, queries to random oracles
H,(i =1,2), gpr, queries to public-key, ¢s queries to private-
key and qg;4 signing oracle queries. Then, there exists a (t/)-
algorithm C that is able to solve the Inv-CDHP problem in G,
for ¢ = qu, in an expected time

t' < 120686qu, S E) 1 O(qPam),

where ¢, denotes the running time of computing a pairing
operation in G, and tg,, denotes the required time for one
scalar multiplication in G;.

Proof. See appendix B

8

VII. HETEROGENEOUS REMOTE ANONYMOUS
AUTHENTICATION PROTOCOL (HRAAP)

To meet the lightweight security demands of WBAN:S, the
new L-OOCLS scheme is used to design heterogeneous remote
authentication protocol, which can preserve the remote anony-
mous authentication with session key establishment between
WBANS client and AP, and save computation overhead as well
as energy consumption. In the following, how to design the
architecture and preliminary vision of HRAAP are presented.

A. Design Architecture

As is shown in Fig. 1, the HRAAP protocol comprises of
three main parts: NM (Network Manager), WBANs clients
and AP (Application Provider). In particular, WBANSs contain
biosensors as clients that gather data from patients, then sends
them to the AP via Internet medium. APs work as database
server, which are in charge of storing patients’ data and
provide those data to the users such as physicians. In addition,
there is a semi-trustworthy third party named NM which serves
as a key generator for WBANSs clients. Also, it generates
system parameters params.

B. Preliminary Vision HRAAP

In principle, the proposed heterogeneous remote anonymous
authentication protocol takes the new L-OOCLS scheme pro-
posed in Section VI. as the design basis. NM first generates its
private/public key, system parameters params and WBANs
clients’ partial private keys. In addition, AP generates its
private/public key, and then sends its public key to NM. To
log in, a WBANS client needs to send a ciphertext, a special
parameter and time stamp to the corresponding AP, who then
extracts the client’s signature and a message m, and validates
the signature. Finally, the AP computes a key of the current
session and sends M AC (Message Authentication Code) with
a special parameter to WBANSs client as response of service
request. The proposed HRAAP consists of three algorithms:
Initialization, Registration and Authentication. These algo-
rithms can be formally shown as follows:

1) Initialization: the NM works as KGC, it generates keys
and creates an enrollment system. In this step, given
security parameter 1*, NM generates its private/public
key pair (sya, PKnar), where syay € Z, and
PKpny = syuP. Then, it publicizes the params
<G1,Gg7p,P,g,é7PKNA[,H17H2,H3,H4,H5> as
described in Section VI., where Hy : {0,1}* x Gy — Z5
and Hs : G; — Z;‘,S x G} x {0,1}*. Moreover, it
is supposed that each AP also has a long-term
private/public key (sap, PKap), where sap € Z,, and
PKAP = SAPP.

2) Registration: WBANS client with identity /D, should
perform the following operation with NM to access an
AP of interest:

a) A legitimate WBANS client generates its public
key PK. and sends it to NM as described in
Section VL.
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Fig. 2: Remote Authentication Schemes

WBANS Client Public channel Application Provider (AP)
L-OOCLS Phases:
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- =g¥

- Qc = xcHQ(PKc)P

- Wc = Ichub

- pe =7 'SK,

- Output offsign o, = (7,9, fte, T', Qe We)

CL-OnSign

- he = Hy(m,T) € Z;

- Be = (3/ + hc)’Y mod p

- Output signature o, = (he, Be, fte)

- Send ¢, Q., W, and m
(0¢,Qc,We,m)
B AN

Verification
SC - ﬁc,uc

2 " _
he = Hg("n; e(SC7 Qc + WC)g hc)

HRAAP Phases:

-ind. = Hy(right, PK.)

- Let m = right||ind,

- Sign a message m using L-OOCLS to get o.,Q. and W,
- « € Z;, randomly

-0 =aP
-0 =aPKap
- 0, = Hs(6)

-C= (ULHQLHWc”m) @ Oy,

- Pick current time stamp ¢, then compute h. = Hy(o.||tc, 0)

- Send Req = (C, tc,9/)
(Req=Cit.,0')
e

- Check the freshness of ¢,

-0 =s,5h0

- 0, = Hs(0)

- Extract o.||Q.||W;|jm = C @ 6,

- Verify (o, m) and check validity of

he z Hy(o¢||te, #) hold or not

- Extract right || ind, = m

- Search client by indexed ind.

- T € Z% randomly
-K=710and ¢y =71P

- The session key key = Hy(he, K)
- Compute M ACey(he)

- Send M ACjey(h) and o as the reply
(Reply=M ACley(he),0)

- K = aw
- The session key key = Hy(h, K)
- Checks the integrity of M AC}.,(h.) with session key key
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b)

)

d)

Upon receiving public key PK,. of WBANS client,
NM computes his/her partial private key D. as
described in Section VI., and defines his/her right,
where right indicates to assist information such
as service type. Then, it issues {D.,right} to
WBANS client. It should be noted that, NM de-
livers {D.,right} to WBANs client in a secure
channel. In addition, NM creates an account for
WBANS client in the form of (ind..), where ind,. =
Hy(right, PK_.). Then it sends ind. to AP via a
secure channel such as SSL (Secure Socket Layer).
Upon receiving {D., right}, WBANSs client com-
putes its full private key SK,. as described in
Section V1., then stores {right, SK.} securely.

AP sends its public key PK  p to NM for regis-
tration, then it receives the system parameters.

In the same way, WBANSs client can store a group of
PK 4p for different APs of interest. Moreover, system
params and MAC (Message Authentication Code)
denoted as MAC((.), are loaded simultaneously for
login phase.

3) Authentication: The WBANS client needs to perform the
following operations to authenticate himself to the AP
of interest:

a)
b)
c)

d)

e)
f)
g

h)

Compute ind. = Hy(right, PK.)

Let m = right||ind.

Sign a message m using L-OOCLS to get o., Q.
and W,

Choose « € Z; randomly, then compute 6 = P,
and compute 0 = aPKap.

Compute 0y, = Hy(6)

Compute C = (0| Qcl|We [m) & 0,

Pick up the current time ¢., then compute h, =
Hy(o.||t.,0), where o is the signature of m
Send a service request message Req = (C, t,,6").

When the AP receives Req = (C,t.,0), it does the
following:

a)

b)
)
d)

e)

f)
g

h)
i)

i)
k)

Check the freshness of ., then reject the request
if ¢, is not valid.

Compute § = 52}39' with its private key s4p.
Compute 6, = H5(0)

Extract o.||Q||We|/m = C & 6,

Check the validity of (o.,m) and Verify h. <
Hy(o.||te, ) hold or not.

Extract right||ind. = m

Search client account indexed by ind.. If it is,
authorize the client; reject the session otherwise.
Choose 7 € Z} randomly, then compute K = 70
and Y =7P

Compute the session key key = Hy(h., K).
Compute M ACe,(h.) as the reply.

Send M AC4ey(he) and ¢ to client as reply for
service request.

When the client receives the reply from the AP, it com-
putes K = atp and the session key key = Hy(he, K).
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Then, it checks the integrity of M ACyey(he) with
session key key. Client will ignore the current session
if the check produces a negative result. Otherwise, it
authenticates the AP and uses the key with the AP in
future communications. In Fig. 2, the phases of proposed
HRAAP are described.

VIII. ANALYSIS OF HRAAP

This section is comprised of two subsections: the first part
describes the security analysis, whereas the second subsection
talks about the quantitative performance analysis.

A. Security Analysis

This subsection presents the security analysis of HRAAP
in terms of security properties, which are countermeasures to
the security threats presented in Section V-B as follows:

Theorem 2 (Client Anonymity): client anonymity in
HRAAP means that except the requesting WBANs client
and the requested AP, no one is able to reveal the real
identity of the requesting WBANS client based on the existing
communication, including the NM.

Proof: an ind. is used in the HRAAP to identify the
WBANS client. The computation of ind. = Hy(right, PK,.)
requires the knowledge of right, and NM uses a secure
channel to send both ind. to SP and right to WBANSs client.
Thus, it is impossible for an outsider to compute ind. of
client. In addition, the ind. of the requesting client is only
involved in Req = (C, t., 9l). Any adversary who eavesdrops
on communication channel between WBANSs client and AP,
and wants to reveal ind. of the client faces the decrypt
operation to solve ECDLP (Elliptic Curve Discrete Logarithm
Problem). In this way, only the requested AP can obtain the
ind, of WBANSs client with the knowledge of its secret key.
Thus, the proposed HRAAP resists the anonymity attack.

Theorem 3 (Unlinkability): unlinkability means that any
of the adversaries A; and Aj; cannot distinguish WBANs
clients based on their communication. In other words, any of
the adversaries cannot link two different service requests to
the same WBANS client.

Proof: it is assumed that, two different requesting messages
are issued from the same WBANS client as follows:

e Req; = (Ci,ti,O;), where 9; = o;PKap and C; is a

ciphertext generated by 6;.
e Req; = (Cj,tj,ﬁ;-), where 0;- = a;PK p and Cj is a
ciphertext generated by 0;.

It is clear that, the adversaries (Aj,.Ar;) are unable to
link the two requests (Reg;, Reg;) due to the usage of two
different random values «;,a; € Z;. In other words, the
two requests are independent since the ciphertext (Cj, C;)
and the parameters (9;,9;,) are generated by using two
different random numbers. As a result, the proposed HRAAP
withstands the linkability attack.

Theorem 4 (Non-repudiation): after successful authentication,



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/JI0T.2018.2876133, IEEE Internet of

Things Journal

IEEE INTERNET OF THINGS JOURNAL

the WBANS client cannot deny that he/she has accessed the
service supplied by the AP

Proof: a WBANS client can only generate a legal signature
tuple of (he,Be, pte), Which includes the client index
ind.. According to lemmas 1 and 2, even the NM cannot
impersonate the WBANS client to sign such a valid signature.
Thus, the proposed HRAAP resists the repudiation attack.

Theorem 5 (Replay Attack Resilience): the proposed
HRAAP achieves the replay attack resilience property

Proof: when the AP receives a request from WBAN:S client,
it will check the freshness of ¢. before executing other steps,
where £, is current time stamp. In this situation, the AP can
find the replay attack easily. Besides, WBANSs client can also
find the replay attack of a response message by checking the
correctness of M AC}ey(h.) to know which key is generated
by using random value o € Zj;, which is selected by WBANSs
client in each session. Therefore, the proposed HRAAP
withstands the replay attack.

Theorem 6 (Mutual Authentication): in the proposed
HRAAP, the requested AP authenticates accessing WBANs
client, with the requesting WBANSs client authenticating a
requested AP at the same time.

Proof: the requested AP authenticates the requesting
WBANS client by checking the client’s signature (0., m),
which resists both adversaries A; and Aj;. The security
proof is presented in lemma 1 and lemma 2, respectively (see
appendix A and B for security proof). Moreover, the requested
AP checks the validity of h. with the result calculated by
him/herself, which contains 6., since AP is the only one
who can recover 6, from 0; by using its secret key, and then
check h, = Hy(o.||tc, ). Furthermore, the client ind. is
another shared secret value between client and AP, which
gives more strength for requested AP to authenticate the
WBANSs client. The requesting WBANSs client authenticates
the requested AP by verifying the integrity of M ACke, (he)
by using the calculated session key key, which depends
on two random numbers «,7 € Z,. If the client receives
a right M ACjey(he), then the AP is the correct one and
the WBANSs client wants to access for service. Hence, the
proposed HRAAP resists the impersonation attack.

Theorem 7 (Forward Security): the security property is
modeled as: if the adversary reveals a secret key of both
WBANS client and AP, the previous session keys established
will not be compromised.

Proof: it is assumed that an adversary compromises the
full private key of WBANs client and the secret key of
AP, after establishing a shared session key between them.
In addition, an adversary eavesdrops on a request coming
from client and the service response coming from AP, both
client and AP compute K = a7 P, then compute the session
key key = Hy(h., K). However, an adversary still faces
the problem to compute 76 or atp from (6,4), both of
which require the adversary to solve CDHP in G; with
non-negligible advantages. Thus, the proposed HRAAP
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inherits the forward security property.

Theorem 8 (Immunity of Key Escrow): in the HRAAP,
the malicious NM is unable to impersonate the WBANS client
or AP without being discovered

Proof: in the proposed HRAAP, the WBANs clients
are constructed based on CL-PKC (Certificateless Public
Key Cryptosystem) domain that can solve the inherent key
escrow problem in ID-PKC (Identity based Public Key
Cryptosystem). And the AP is constructed based on PKC
(Public Key Cryptography) domain that does not have key
escrow problem. In other words, according to lemmas 1 and
2, the malicious NM cannot impersonate the WBANSs client
since the client generates its full-private key by itself by using
secret value z.. And the fact is that AP generates its secret
key means that it is not available to the NM. Therefore, the
proposed HRAAP achieves the property.

Theorem 9 (Session Key Establishment): after successful
authentication between requesting WBANs client and
requested AP, both sides establish a shared session key.
Proof: it is observed that the requested AP can only
recover 0 from 6, then compute K = 76 and session key
key = Hy(h., K). On the other hand, the requesting WBANs
client can only check the integrity of M ACjycy(h.), after
computing K = ) and session key key = Hy(he, K).
key is only shared by WBANSs client and AP. Therefore, the
proposed HRAAP can provide the session key establishment
property and explicit key confirmation property as well.

Theorem 10 (Non Key Control): this property is modeled as,
neither one of WBANSs client nor AP forces the session key
key to be the preselected value.

Proof: in the proposed HRAAP, both the WBANs client
and AP compute the session key key = Hy(h., K), where
K = a7 P. Neither of WBAN:S client and AP can predetermine
the session key since it is impossible for the AP to find o €
Z,, selected by the WBANS client. On the other hand, it is
impossible for WBANS client to find 7 € Z;, selected by AP.
Therefore, the proposed HRAAP achieves the property.

B. Quantitative Performance Analysis

This subsection is made up of two parts: the first part
talks about the advantages of the proposed HRAAP in terms
of computational cost, whereas the second part describes
the advantages of the proposed HRAAP in terms of energy
consumption. It should be noted that only the WBANS client
is considered since it is resource limited.

1) Computational Cost: in this part, an efficient comparison
between the proposed HRAAP and those of the existing related
schemes proposed by Liu et al. [45], Xiong. [46], Wang and
Zhang [48], and He et al. [49] have been given in terms of
computational cost and domains. This is shown in Table II.
For computational cost, only paring operation, exponentiation
in G2 and point multiplication in G; are considered. Here, the
cost of arithmetic operations and hash functions are ignored,
as they are relatively negligible compared to the above three
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operations. In Table II, P, PM, E and | e | represent a
pairing computation in Go, a point multiplication in Gq, an
exponentiation in G and the size of “e”in byte, respectively.
From Table II, it is observed that the proposed HRAAP
only requires three points multiplication in WBANSs client. In
addition, it is a heterogeneous protocol that allows WBANs
client in CL-PKC domain to send a message to AP in PKC
domain.

From Table II, it is clear that the ECC-based is required
only in Xiong’s scheme [46] and the pairing-based is required
in the other four schemes. To achieve good performance for
ECC-based, Koblitz curve E : y?> = 23 +ax? +b [53],
which is defined over binary field by [54], is used. The
scalar multiplication is faster in this curve due to the use of
“WwTNAF’method [55]. According to the experimental results
in [56], to achieve 80-bit security level the ECC-based scalar
multiplication on the Koblitz curve, which is defined over
Foies binary field needs 0.32 s on ATmegal28L-based plat-
form. To achieve the same security level at 80-bit for pairing-
based, the supersingular curve E : 32 +y = 2% + z, which is
defined over Fy271 field with an embedding degree of 4 is used.
In this curve, the Eta pairing nr : E(Fo2r1) X E(Fg2n) —
Fos271 is fastest at 80-bit security level [60]. According to
the implementing results in [61] [62], the computation of 7
pairing takes 1.90 s and point multiplication needs 0.81 s for
80-bit security level on MICA2 built with an ATmegal28 8-
bit micro-controller based on the AVR architecture, 4KB RAM
and 128KB of FLASH program memory (ROM). Also, Shim
et al [65] has shown that the exponentiation operation requires
0.9 s. Now, the computation time on WBANSs client of Liu et
al. [45], Xiong. [46], Wang and Zhang [48], He et al. [49]
and the proposed HRAAP are 4 x 0.81 +1 x 0.9 = 4.14 s,
10x0.32 =3.20s,3x0.81+1x1.9 =4.335,4x0.81 = 3.24
s, 3 X 0.81 = 2.43 s, respectively.

2) Energy consumption: in this part, an efficient compari-
son between the proposed HRAAP and those of the existing
relevant schemes proposed by Liu et al. [45], Xiong. [46],
Wang and Zhang [48], and He et al. [49], in terms of energy
consumption are given. It is assumed that the MICA2 is set
as simulation platform for WBANS client. The power level of
MICA2 is 3.0 V, the transmitting current draw mode is 27 mA,
the receiving current drawn mode is 10 mA, the current drawn
in active mode is 8.0 mA and the data rate is 12.4 kbps [63].
The energy consumption for computation and communication
is as follows:

e Energy for computation: for computation of energy, the
equation W =V x I x t is used, where W, VI and ¢
represent a consumption power in millijoules (mJ), power
level of platform in volts, current draw in active mode
in milliamps (mA) and the time in seconds (s), respec-
tively [64]. As done in [65] [66], the energy consumption
on WBANS client during computation process of Liu et
al. [45], Xiong. [46], Wang and Zhang [48], He et al. [49]
and proposed HRAAP are 3.0 x 8.0 x (4 x 0.81 +1 x
0.9) = 99.36 mJ, 3.0 x 8.0 x (10 x 0.32) = 76.8 mJ,
3.0x8.0x(3x0.814+1x1.9)=103.92 mJ, 3.0 x 8.0 x
(4%x0.81) = 77.76 mJ and 3.0 x 8.0 x (3x 0.81) = 58.32
mJ], respectively.
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o Energy for communication: first, the message sizes made

by different schemes are analyzed, since the size of
message is directly related to the energy consumption on
message propagation. It is assumed that the byte length
of ID, right and current time stamp ¢. are set to 4, 8
and 2 bytes, respectively. In addition, It is supposed that
the SHA256 is used for M AC.

Message size: for Liu et al. [45], Wang and Zhang [48],
He et al. [49] and the proposed HRAAP, the pairing-
friendly supersingular curve defined over Fo271 binary
field with 252-bits prime order and an embedding degree
of 4 is used. In this curve, the size of element in G; is
542-bits and the size of element in group G4 is 1084-bits
(4x271). To reduce the communication overhead, the size
of element in G; can be compressed to 34 bytes since
the x-coordinate and a single bit of y-coordinate have to
be sent, and the receiver can easily derive y-coordinate
using the curve equation [65]. The size of transmitting
and receiving message of four schemes is as follows:

— In the Liu et al. [45] scheme, the WBANSs client
sends a request message (v,U,m, o, tc,T/> to AP,
where, U, T' € G1, 0 € Go, m € {I{0,1}* + G2}
and v € Zy. And the AP responses M ACkc, (v)
to client, where MAC is SHA256. Then, the client
needs to transmit |Z5| + 2|G1| + 2|Gz| + |right| +
lto] =32 +2 x 34 + 2 x 136 + 8 + 2 = 382 bytes,
and needs to receive |M AC| = 32 bytes.

— In the Wang and Zhang [48] scheme, the WBANs
client sends a request message (R.,T., Auth.) to
AP, where Auth. € {|{0,1}*+{0,1}*+G4]| }. And
the AP responses (Rap,Tap, Authap) to client,
where Authap € Zj. Then, the client needs to
transmit |1D|+2|G1 | +2[t.| = 4+2x34+2x2 = 76
bytes, and needs to receive |M AC| + |G| + |t.| =
32 4 34 + 2 = 68 bytes.

— In the He et al. [49] scheme, the WBANS client sends
a request message (W, X,t.) to AP, where W &
{I{0,1}* 4+ {0,1}* + G1|}. And the AP responses
(Y, Auth) to client, where Auth is SHA256. Then,
the client needs to transmit |ID|+2|G4 |+ |right|+
|tc] =442 x 34 + 8 4+ 2 = 82 bytes, and needs to
receive |[MAC| + |G1| = 32 + 34 = 66 bytes.

— In the proposed HRAAP, the WBANS client sends
a request message (C,t.,0) to AP, where C' €
{1Z; + Zy + Gy + Gy + Gy +{0,1}* + Z;[}. And
the AP responses (M ACycy(hc), 1) to client. Then,
the client needs to transmit 3|Z;| +4|Gy | +[right| +
|te] = 3x 3244 x34+8+2 = 242 bytes, and needs
to receive |[M AC| + |G1| = 32 4+ 34 = 66 bytes.

For Xiong. [46] scheme, a Koblitz curve defined over
Fs163 binary field with 163-bits prime order is used. In
this curve, the size of element in G is 163-bit and can
be compressed to 21 bytes. The size of transmitting and
receiving message for [46] scheme is as follows:

— The WBAN:S client sends a request message (C1, Ca)
to AP, where C; € G and Cs € [{0,1}* + 3G +
{0,1}*|. And the AP responses (M ACey(Tr), TB)
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TABLE II: Quantitative analysis of authentication schemes for WBANSs client

Schemes Computation cost Communication cost Domains Curve type require
Comp.offline ~ Comp.online Transmit Receive

Liu et al. [45] — A4PM +1E  [Zy] + 2]G1[ + 2[G2] + [right] + [tc] [MAC] CL-PKC — PKC Pairing-based

Xiong. [46] — 10PM [ID| + 4|G| + |tc| |[MAC| + |G| CL-PKC — CL-PKC ECC-based

Wang and Zhang [48] — 3PM +1P |[ID] + 2|G1| + 2|tc| |[MAC| +|G1]| + |te| ID-PKC — ID-PKC Pairing-based

He et al. [49] — 4PM |ID] + 2|G1]| + |right| + |tc| [MAC| + |G| CL-PKC — PKC Pairing-based

Proposed HRAAP 3PM + 1E 3PM 31Z5| + 4|Ga| + |right| + [tc] [MAC| + |G| CL-PKC — PKC Pairing-based

TABLE III: Comparison of authentication schemes in terms of computation overhead, communication overhead and energy

consumption on MICA2

Schemes Comp.overhead (s)

Comm.overhead (Byte)

Energy for comp  Energy for comm  Total energy (ml)

Transmit.overhead

Receive.overhead

Liu et al. [45] 4.14 382 32 99.36 20.58 119.94
Xiong. [46] 3.20 90 53 76.80 572 82.52
Wang and Zhang [48] 4.33 76 68 103.92 5.29 109.21
He et al. [49] 3.24 82 66 71.76 5.56 83.32
Proposed HRAAP 243 242 66 58.32 13.93 72.25
to client. Then, the client needs to transmit |I.D| + 250 : : . ; ; ;
== sLiuetal
4|G| + |te| = 4+ 4 x 21 + 2 = 90 bytes, and needs oy
to receive |[MAC| + |G| = 32 + 21 = 53 bytes. 5 Wang and Zhang g
. g 200 fy====* He et al - 7
For energy consumption of request/response message, the g = = ‘Proposed HRAAP Z7
equation W = V x I x z x 3 is used, where I, ;% VG
and d represent the current draw in transmitting/receiving g 1507 Z7 1
mode, size of data in bytes and platform data rate, S 7 _
. . ® e
respectively [64]. The energy consumption on WBANSs % 100l 77 . )
during sending a request message for Liu et al. [45], £ z Pt
Xiong. [46], Wang and Zhang [48], He et al. [49] and the i‘; Vad _,./"
proposed HRAAP are 3.0 x 27 x 382 x % = 19.96 S sor s _,—/" il
mJ, 3.0 x 27 x 90 X 1555 = 4.70 mJ, 3.0 x 27 x 76 X e
-
Tou55 = 3.97 mJ, 3.0 x 27 x 82 X i = 4.28 mJ and e~ . . .
3.0 x 27 x 242 x % = 12.65 mlJ, respectively. And 0 5 10 15 20 25 30 35 40 45 50

the energy consumption on WBANs during receiving a
response message for Liu et al. [45], Xiong. [46], Wang
and Zhang [48], He et al. [49] and the proposed HRAAP
are 3.0 x 10 x 32 x 8- = 0.62 mJ, 3.0 x 10 x 53 x

o5 = 1.02 mJ, 3.0 x 10 x 68 x 5 = 1.32 ml,
3.0x10x66% 15555 = 1.28 mJ and 3.0x10x66 X 15555 =

1.28 mlJ, respectively. As is observed from Table III,
the proposed HRAAP is the most efficient in terms of
computation overhead and energy consumption among
the four schemes.

Fig. 3 and Fig. 4 depict the computation overhead and
energy consumption, respectively on WBANs client when the
number of the requested APs increases. As is seen from Fig.
3 and Fig. 4, the proposed HRAAP achieves less computa-
tional time as well as energy consumption compared with
four relevant anonymous authenticated key schemes. As a
result, a heterogeneous scheme that comprises of CL-PKC (for
WBANSs domain) and PKC (for AP domain) will be better for
Internet of Things applications.

IX. APPLICATION SCENARIO

As the focus of this paper is on designing a secure schemes
to provide security for Healthcare application in I0Ts, this sec-
tion gives an application scenario for secure data transmission
between WBANS client and AP in the IoTs using the proposed

Number of requests issued by WBANSs client

Fig. 3: The computation cost of WBANSs client regarding
number of requests

HRAAP. In this scenario, it is presumed that, the sensor nodes
or wearable devices attached to the patients’ body gathers the
patients’ data and sends it to the local server in short range
of WBANs. For communication between wearable devices
and local server, the standard IEEE 802.15.6 can be used,
which is developed for low power device communication and
operation on, in or around the human body to serve a variety
of applications. Then the local server transmits the data to the
AP (Application Provider) via an Internet medium. Finally, the
physicians can login to the patients’ data stored in the AP via
the Intranet/Internet. Since most devices are wireless in nature,
an adversary may gain some critical information of a patient
or track a particular patient by linking two or more messages
to the same sensor node of the patient. This information can
help the adversary to launch physical attacks against this
patient. Therefore, the patients’ data sent from the WBANSs
to the AP must be secure in order to ensure the correctness of
information. It should be noted that, this application is only
focused on remote anonymous authentication and session key
establishment between WBANS client and AP.
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1) Framework Model: this model comprises of four main
entities: MN (Network Manager), WBANS, local servers and
AP. Fig. 5 shows a secure framework model for secure data
transmission between WBANSs clients and AP in the IoTs using
the proposed HRAAP.

e NM: it is in charge of generating a system params
and partial private key for WBANSs clients in CL-PKC
domain. First, it runs the setup algorithm to get system
params, then sends the system params to WBANs
clients and the AP. Moreover, NM receives the client’s
public key (PK.), then runs partial private key algorithm
to generate a partial key D, of client, and transmits it to
the client in a secure channel. In addition, it computes
clients’ indexes, then sends them to AP in a secure
channel such as SSL (Secure Socket Layer).

« WBAN:S: it is comprised of clients (sensor nodes) and
local servers. The communication between clients and
local servers is assumed to be based on standard IEEE
802.15.6 [74].

o WBAN:S client: it has two tasks as follows:

1) It takes system params from NM, then runs public
key algorithm to obtain its secret value z. and public
key PK.. Then, it transmits the public key to the
NM.

2) It gets its partial private key from NM, then com-
putes its full private key.

It should be noted that, the WBANS client is preloaded
with the precomputed value O',C as an Offsign algorithm
result, system params and a group of PK 4p for differ-
ent APs of interest.

e Local Server: it sends the data coming from WBANs
client to the AP and vice-versa.

o AP: it gets system params from NM, then it generates
its private/public key. In addition, it transmits its public
key PK4p to NM.

« Database: it stores WBANS clients’ indexes and patients’
data.

o Backup Server: it uses for data backup.

14

For authentication and session key establishment, the
WBANSs client sends a service request Req = (C, tC,H/) to
local server. The local server transmits a service request to
the AP. When the AP receives the request Req = (C, ., 9'),
it checks the validity. If it is valid, it computes a session key
key, then uses a session key key to compute a M AC and
sends it back to WBANSs client. The WBANSs client computes
a session key key, then checks the integrity of M AC' by using
a computed session key key. Finally, the session key key is
used for future communication between WBANs client and
AP. As is seen, this framework can achieve remote anonymous
authentication and session key establishment between WBANs
client and AP. Moreover, only less computation is done in the
WBANS client since all heavy computation is taken away from
the online phase. As a result, the proposed HRAAP is feasible
for IoTs applications.

X. CONCLUSION AND FUTURE WORK

In this paper, a lightweight online/offline certificateless
signature scheme is first proposed and proved to be secure
in random oracle model. Then, based on a novel proposed
signature, a heterogeneous remote anonymous authentication
and session key establishment protocol is proposed to assist
anonymously secure data transmission from WBANs to AP
via an Internet medium. A theoretical security analysis, as
well as computation time and energy consumption are given
in detail, which show that the proposed HRAAP achieves
strong security and offers less time as well as less energy
consumption among the efficient existing relevant work. In
addition, in the proposed HRAAP, the WBANS client belongs
to CL-PKC and AP belongs to PKC, which make it more
scalable at Internet side. Furthermore, an application scenario
is given to demonstrate how the proposed HRAAP can be
applied in the IoTs. The future work will focus on roaming
users and sending data to more than one server in different
layers.

APPENDIX A
PROOF OF LEMMA 1

As is similar to the proof in [71] [70], it is as-
sumed that an algorithm C takes as input (q+1)-tuple
(P,aP,a?P,a?P, ....,a?P) and attempts to produce a pair
(A, /\J%QP) after interacting with A;; . Here A, o € Z;.

First, the input with consistent view to answer the adversary
queries is shown. Then the forking lemma [73] is applied to
complete the security proof.

Initial: an algorithm C
(P,aP,a®P,a®P,....,a?P) as input and  selects
A1, A2, ..y Ag—1 € Zy, randomly. Then it sets up a generator
@ and the public key @Qpus = o« both parameters
in Gy, such that it knows q-1 pairs (A, ﬁQ) for
¢ € {l,..,q — 1} as in [72]. To do so, let f(z) be the
polynomial f(z) = Hg;i(z + Ac) and expand f(z) to
obtain f(z) = 397, 7.2° where 70,71, ..., 741 € Z;. Then
compute

o A generator Q = Y/ 7,(a“P) = f(a)P € G,

c=0

takes (q+1)-tuple
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Fig. 5: A secure framework model for data transmission between WBANS client and application provider in the IoTs

o The public key Qpup = >t Te—1(aP) = af(a)P =
a@ € G. It should be noted that an algorithm C' does
not know the «.

Next, to obtain (A, )\

—Q) for each ¢ 1,.,qg — 1
and let fe(z) be the polynomlal fe(z) = f(2)/(z+ X)) =
i 0 jrc ;7. As is done before, an algorithm C expands

fe(2) to be written as f.(z) = Zq_o djz?. Then compute

« Y00 djalP = fo(a)P = {ﬁ'_‘}lp = 2=Q € Gy
As a result, the pairs (\e, y—= +a Q) can be computed using

the left side in the above equation.

Now, the challenger C is ready to answer an adversary Aj
queries in EUF-CMA-I game. It runs A; as subroutine and
simulates its attacks environment as follows:

C sends Aj; system parameters params such that @Q is a
group generator, Q,,» = Q) is a public key and g = é(Q, Q).
Moreover, C' picks ID* € {0,1}* as challenge identity, and
sends it to A;. Without loss of generality, it is assumed that,
the queries to H; are distinguished, and .4; should perform
H,(ID) query before ID is used. Moreover, the public key
query has previously been made before partial private query on
that identity. To avoid collision and be consistently respond to
these queries, C creates three lists Lg,, Ly, and Ly, which

are initially empty. Furthermore, the target identity ID? is
asked H; query at some point. Then, C simulates the oracle
queries of A; as follows:

o Hj queries: for query on input Hy(ID,). C scans whether
a tuple (IDg,hy ) is contained in L. If it does, C
returns hi . to A;. Otherwise, C picks a random value
hi.c € Z;, and returns it to A;. It then, adds (IDc,hic)
to the Lyy.

o H, queries: for A query on input Hy(PK,.). If PK, =
PK; C returns A} € Zy to Aj. Otherwise, C acts as
follows:

C checks a Ly, for a tuple (PK_, A.). If it is so, C returns
Ac to Aj. Otherwise, C picks A, € Z,, and returns it to
Aj. Finally, C stores a tuple (PK., AcorAk) inalist Ly, .

o Request Public-Key queries: when A; makes this query

on input (ID.) and C checks L, list to see whether a
tuple (ID., PK,.) is defined. If it does, C returns PK,
to Aj. Otherwise, C performs as follows:
C checks Ly, list to see whether a tuple (IDg, hy ) is
contained. If it is, it recovers hq . value and picks z. €
7 randomly (C may need to perform H; query). Then,
it sets PK. = x.hy P. Finally, C returns PK. to Aj
and adds the tuple (ID., PK,,x.) to the Ly list.
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o Request Partial-Private-Key queries: .A; may ask a
partial-private key query. When A; performs this query
on ID,., if ID, = ID}, C outputs "failure” and halts.
Otherwise, C works as follows: C checks a list Ly, to see
whether a tuple (PK,, A.) has already existed. If it is, C
sets D, = ﬁ@ and sends it to A;. Otherwise, C needs
to perform public key and Hs queries, then simulate as
above process and sends D, to Aj.

« Request Full-Private-Key queries: when A; extracts full-
private key query for identity ID., if ID. = ID},
C returns “failure”and stops. Otherwise, C recovers the
value z, from L, list (C may need to perform a public
key query for identity I/D.), and it knows the partial-
private key of ID. (D. = /\Ci_a Q). Then, C sets
SK. = (xv.)~*(D,) and returns it to A;.

o Replace Public-Key queries: when A; makes this
query on (ID,,PK,), C scans whether the tuple
(ID., PK,,x.) corresponding to I D, is contained in the
L. Ifitis, C sets PK, = PK; and z. =1, then updates
the corresponding information in a list L, where L
denotes an unknown value. Otherwise, C makes a public
key query, then simulates as above process.

« Signing Oracle queries: A; may ask a signature query
on (ID.,m) for c € {1,2,3,...,qu, }. f ID. =ID%, C
returns “failure” and halts. Otherwise, C picks u. € Gy,
he, Be € Zj, and recovers z. value from Ly list corre-
sponding to ID.. Then, it computes I' = é(B.pic, Qe +
W.)g~ "<, where Q. = x.ha.Q and W, = TcQpup (It
should be noted that, hs .. is already defined in Ly, list).
And C patches the hash value Hz = (m,T’) to h. € Z;,.
It should be noted that, C fails if the Hs = (m,T") has
already been defined. But it only happens with probability
(@sig +qpr,)/2F. Finally, C returns o. = (h., Bc, pte)s Qe
W,., and m to Aj.

Next, it needs to be shown that the L-OOCLS scheme
satisfies the forking lemma conditions [73] as follows.
Through signing oracle queries of a message m, the tuple
(m, T, he, Be, tie) is created, which is equivalent to the three-
pass honest-verifier zero-knowledge protocol. Accordingly, a
signature of a message m is a triple (o1, h, 03), where o1 =T,
h=(m,T') and o9 = B.lc, if the tuple (T, A, B, t1c) can be
simulated without the knowledge of the signer’s private key. If
Aj is really forged, then there exists another Turing machine
.A/I, which has control over A; to produce two valid signed
messages (m, T, he, Be, pie) and (m, T, k., 5., ju..) for the same
identity ID,, such that h. # h,..

Lastly, the simulator C runs AII controlled by Ay to produce
two forgeries (m*, I'*, h’, 5%, u¥) and (m*,F*,h* ,ﬂc s )
corresponding to an identity I D} for the same commitment
I'* and a message m*. If the two signatures are valid, then
the following relation is obtained:

he = Hz(m
Qe+Wig~

7
*
c

Bz, Qr + Wr)g™"e) = Ha(m,e(8:
)

Then, it is drawn that

e(Brns, Qs+ W2)g™he) = e(By ut, Qs + Wi)g™
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Also, it is deduced that

(R = BE) M (Brps = B pe), QE+ W) =g
C computes
= (he =h&) M Bipe = Brps) = 315 @ = Af‘ja

As in [72], by using long division, the polynomial f can be
written as f(zg = v(z)(z + \5) + v for some polynomial
v(z) = Zg;o vz¢ and some v_1 € Z,. As a result, the
polynomial f(z)/(z + A}) can be written as:

q—2

flz) ¢, V-1
(z+ %) _;U‘:Z +z+>\;
Then it deduced that, 3 P = -2 Sv.(atP))

C outputs the pairs (A} P) as the solution to the

; c )\*+a
g-SDH instance.

Finally, from the forking lemma, if A; is able
to forge a signature in a time ¢ with probability
€ > 10(gsig + 1)(gsig + qu,)/2%, then a t'-algorithm C
can solve the q-SDH assumption within the expected time

£ < 120686m, (7o priite) s + O(¢*tem)

1/2%)(1—q/2%)
APPENDIX B
PROOF OF LEMMA 2

It is assumed that an algorithm C takes as input a Inv-CDHP
instance (P, xz.P) for random chosen z. € Zy and P € Gy.
Its goal is to compute z_ ' P from its mteractlon with Arr. C
runs Aj; as subroutine and simulates its attacks environment
as follows:

Initial: C picks s € Z; randomly and sets PK = sP, where
s is the master key and PK is the public key. C gives both
master key and system params including public key to A;;.
Without loss of generality, it is assumed that, the queries to
H; are distinguished, and the adversary A;; must perform
H,(ID) query before ID is used. In addition, the public key
query has previously been asked before partial private query
on that identity. To avoid collision and be consistent for these
answers queries, C maintains three lists Ly, , Ly, and Ly,
which are initially empty. Moreover, the target identity I.D}
is asked H; query at some point. C then answers the oracle
queries of Ajy as follows:

e H, queries: when A;; makes this query for the input
Hy(ID.), C checks whether a tuple (ID., hi ) is pre-
viously defined in L. If so, C returns hy . to Ajj.
Otherwise, C picks a random value h; . € Z;, and returns
it to Azy. It then, stores (ID.,h; ) to the L.

e Hy queries: for query on input Ho(PK,.). If PK. =

PK C outputs \; € Z to Ajy. Otherwise, C performs
as follows:
C scans a Ly, for a tuple (PK,, A.). If it does, C returns
Ae to Ajy. Otherwise C picks A\, € Z,, randomly and
returns it to Ay;. Finally, C adds a tuple (PK., AcorA})
in a list Ly,.
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o Request Public-Key queries: an adversary A;; may per-
form a public key query for identity I.D., C checks L
list to know whether a tuple (ID., PK,) is contained. If
so, C returns PK,. to Ajy. Otherwise, C acts as follows:
C scans Ly, list to know whether a tuple (ID., hi ) is
defined. If so, it recovers hj . value and picks z. € Z}
randomly (C may need to ask H; query). Then, it sets
PK. = x:hy P. Finally, C returns PK, to A;; and
stores the tuple (ID., PK,.,x.) to the Ly list.

o Request Full-Private-Key queries: when Aj;; asks to
extract full-private key query for identity ID.. If ID, =
1D?, C returns “failure”and halts. Otherwise, C retrieves
the tuples (PK,, A.) and (ID., PK,,x.) from the lists
Ly, and Ly, respectively (C may need to ask a pub-
lic key query for identity ID.). And it sets SK. =
(xc)’lﬁP, then returns it to Aj;.

« Signing Oracle queries: when A;; makes this query on
(ID.,m) for ¢ € {1,2,3,...,qu,}. f ID. = ID}, C
outputs “failure”’and stops. Otherwise, C chooses p. €
G1, he,Be € Zj, and retrieves x. value from Ly list
corresponding to ID,. Then it sets I' = é(B.pic, Qe +
W.)g~ ", where Q. = z.ha, P and W, = 2. Py, (It is
noted that, hy . is already contained in Ly, list). And C
defines the hash function H3 = (m,I") to h. € Z;. It is
noted that, C fails if the Hs = (m,T") has already been
defined, but this only happens with probability (g4 +
qHS)/2k. Finally, C sends the signature o. = (he, B, fic)
with QC, W,., and m to Ajg.

Now, the L-OOCLS scheme satisfies the forking lemma
requirements [73] similar to the EUF-CMA-I game. It is
observed that, the triples (o1, h,02) can be simulated without
knowing the private key. If A;; is really forged, then, there
exists another Turing machine .A;;, which has control over
Ajr to output two valid signed messages (m, I, he, Be, tic)
and (m,T,h.,B., ) for the same identity ID,, such that
he # ..

Lastly, the simulator C runs A/I ; controlled by A;; to outpu

’

two forgeries (m*,I'*, hk, 5%, p*) and (m*,F*,hZ/,ﬂ*/,uZ)

c
corresponding to an identity D} for the same commitment

I'* and a message m*. If the two signatures are valid, then
the following relation is obtained:

b = Hs(m

E(Brut, Q5 + Wi)g~he) = Ha(m,e(B
Qr+WH)g"e)

Then, it is deduced that )
e(Brps, Qe+ Wr)gle) =e(Bs pr , Qs+ Wr)g e

Also, it is/ drawn that o
((hy = RZ) N (Bipe — B pt ), Qe +W2) =g

C computes o
(R = he) M (Bips = B2 ne) = (we) ' i P

Let X* = (bt — b ) (Bt — B 1) = (2e) ' 5= P

Then (A} + s)x* = (w.) P
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As a result, C outputs (A% + s)x™ as the solution to the

c

inv-ECDH instance (P, z,!P).

Finally, from the forking lemma, if A;; is able
to forge a signature in a time ¢ with probability
€ > 10(qsig + 1)(qsig + qm,)/2%, then a t -algorithm C
can solve the inv-ECDH assumption within expected time

t' < 120686q5, E2D) 4 O(Pt,)
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