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Abstract—Spam and phishing emails are very troublesome
problems for mailbox users. Many enterprises, departments
and individuals are harmed by them. Moreover, the senders of
these malicious emails are in a hidden position and occupy an
initiative position. The existing mailbox services can only filter
and shield some malicious mails, which is difficult to reverse
the disadvantage of users. To solve these problems, we propose
a secure mail system using k-nearest neighbor(KNN) algorithm
and improved long short-term memory(LSTM) algorithm(Bi-
LSTM-Attention algorithm). KNN classifier can effectively
distinguish normal emails, spam and phishing emails, and has a
high accuracy. Bi-LSTM-Attention classifier classifies phishing
emails according to the similarity of the malicious mail text
from the same attacker to some extent. By classifying and
identifying the source of malicious emails, we can grasp the
characteristics of the attacker, provide materials for further
research, and improve the passive status of users. Experiments
show that the classification results of attack sources reach 90%,
which indicate the value of further research and promotion.

Keywords-phishing mails; KNN; improved LSTM algorithm;
classifier;

I. INTRODUCTION

Spam emails consume a lot of bandwidth, waste resources,

infringe the privacy and mailbox space of the recipient,

and consume the time, energy and money of the recipient

[1]. Phishing email not only brings a lot of troubles to

people, but also is more likely to cheat people and produce

economic losses. No matter for individuals, enterprises,

government departments or other institutions, phishing email

is a common means of attack. The existing email filtering

system is effective in dealing with spam, but when dealing

with phishing email, it often fails due to the similarity

between phishing emails and normal emails. In addition,

mailbox users have been in a passive position compared

with attackers. In the face of mail filtering mechanism,

attackers can easily bypass by changing IP and continue to

spread spam or phishing emails. [2] However, a large number

of cases show that malicious mails from the same source

often have certain similarity in many headers and body

features. Therefore, we can use this similarity to classify

the malicious emails according to the attack sources, so as

to describe the characteristics of the attackers, and provide

effective feedback information such as the number of attack

organizations and whether there are new attack sources. To

sum up, users urgently need a secure email system, which

can not only accurately identify phishing mail and spam,

but also identify malicious mails from the same source, and

change the passive status of users.

This paper describes an email filtering system that can

effectively deal with phishing email attacks by machine

learning and deep learning methods. The system can not

only distinguish the malicious emails (i.e. spam and phishing

emails) from the normal emails, but also distinguish the

source of phishing emails according to the similarity be-

tween the mails from the same attacker. KNN classifier and

Bi-LSTM-Attention classifier are mainly used in the system.

In this system, KNN classifier is used to distinguish

normal mails, spam mails and phishing mails. This process

includes two steps. Firstly, the phishing mails are detected

from the data set . Secondly, the term frequency–inverse

document frequency(TF-IDF) value of the words in the

body of the mail is calculated by using the method of text

classification to distinguish the spam mails from the normal

mails.

Long short-term memory(LSTM) algorithm is very suit-

able for modeling temporal data, such as text data, because

of its design characteristics. Bi-directional long short-term

memory(Bi-LSTM) is a combination of forward LSTM and

backward LSTM. Bi-LSTM-Attention is to add an attention

layer to the model of Bi-LSTM. In Bi-LSTM-Attention al-

gorithm, the weight of each time sequence is calculated first,

then the vectors of all time sequences are weighted together

as feature vectors, and then the softmax classification is

carried out. In this system, the text of email is processed

by Bi-LSTM-Attention classifier. Phishing emails are further

classified according to the source of attack.

In the Section 2, we introduce the previous research

results on email filtering methods, machine learning and

deep learning related algorithms. In the Section 3, first of

all, we show some examples of data set for LSTM classifier,

compare the similarity of emails from the same source of

attack, and explain the principle and feasibility of the module
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intuitively. Then we describe all aspects of the system

design, including the selection and acquisition process of

data sets, the workflow of the system and the principles of

KNN and Bi-LSTM-Attention algorithm. In the Section 4,

we focus on how the original sample is transformed into the

feature vector which can be input to the classifier. In the

Section 5, we introduce the evaluation indexes and results

of classification effect.

The contributions of this paper are summarized as follows:

• We design a complete system including filtering phish-

ing email, filtering spam, and classifying phishing

emails by attack source. The KNN algorithm and the

improved LSTM algorithm is applied in the system, and

the satisfactory accuracy is obtained in the experiment.

Existing results often focus on only filtering spam and

phishing email [3], while our further study of phishing

mail is relatively novel.

• This paper proposes the possibility of using the sim-

ilarity between mails from the same source to trace

the source of mails, which is of great significance

when faced with more dangerous and targeted attacks,

such as the advanced persistent threat faced by impor-

tant government departments. Besides, our method can

grasp the characteristics of attackers, provide materials

for further research, and improve the passive status of

users.

• We overcome the difficulty of small phishing email

datasets. First of all, phishing email dataset itself is

difficult to obtain, compared with ordinary spam. We

implement the effective expansion of the data set

through a data augmentation method combined with

manual imitation. For most of the problems related to

phishing mails, datasets have specific sources that are

inconvenient to be disclosed. We point out a way to

utilize the small public datasets.

II. RELATED WORK

In 2006, Ian fette of Carnegie Mellon University and oth-

ers first proposed a phishing email detection method based

on machine learning [4], which mainly focuses on links

and scripts. The commonly used classification algorithms

of phishing email detection based on machine learning are

k-nearest neighbor, support vector machine [5] and random

forests [6].

Phishing email is closely related to social engineering

[7], [8]. The detection methods of phishing email based on

machine learning mostly use the general shallow machine

learning classification algorithm, so the improvement of the

detection methods of phishing email [9] mainly focuses

on the improvement of features. On the basis of Ian fette,

some researchers have put forward improved methods, which

expand the existing features and also put forward new

features. So far, the features used in phishing email detection

are mainly divided into four categories: mail header feature,

mail body feature, mail link feature and mail script feature.

The existing detection of phishing email often focuses on

the analysis of a single email, which can not judge the

relationship between emails, the source of emails and other

further analysis, and can not improve the passive status of

victims. In the system designed in this paper, the detection

method of phishing email appears as one of the modules.

It has become a common method to apply text classifi-

cation to email filtering. The enterprise oriented secure e-

mail system designed by Asaf Cidon et al. [10] makes use

of text classification. They divide the classification problem

into two parts: one is to analyze the title of e-mail, the other

is to use natural language processing to detect the suspicious

links in the phrases or the body of e-mail related to phishing

attacks.

LSTM algorithm [11] is widely used in natural language

processing. The Bi-LSTM-Attention proposed by Peng Zhou

et al. [12] has been proved to be more effective. In our

system, we apply Bi-LSTM-Attention classification algo-

rithm to the body of mail to deal with the problem of mail

classification by source.

III. SYSTEM DESIGN

A. Similarity

Figure 1. Example 1 of the similar spam mails.

Figure 2. Example 2 of the similar spam mails.

Figures 1 and 2 shows two spam mails in the dataset.

It’s easy to see that the two emails are closely related and

come from the same organization [13], [14]. Although there

are subtle differences in the content of the two emails, the

meaning and key information such as price and contact

information are the same. In addition, the structure of the

text is the same, for example, there are blessings at the end.

This kind of similarity is the important basis of using the
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improved LSTM algorithm to classify and find the common

source of sender [15], [16].

For spam, it seems that this work is not so urgent, but for

phishing email, it is much more important to identify the

common attack source. The phishing email often involves

criminal cases such as stealing secrets, high-value fraud, etc.,

or the next attack is brewing after the virus is implanted.

The attackers behind phishing emails are also more cautious.

They may try to change some words or expressions when

sending phishing emails to different people, so that people

don’t pay attention to the connection between emails. And

the more purposeful and harmful the attacker is, the more

carefully he designs the email and hides himself. But how

to write a mail is related to one’s habits, and the connection

between mails is not easy to cover up. We hope that the

model described in this paper can make the attacker’s efforts

to hide the trace invalid according to the similarity that can’t

be concealed. If we can identify which emails come from

the same source in many phishing emails, we have a basic

understanding of the characteristics and patterns of the attack

organization. On the one hand, we can filter emails targeted,

on the other hand, we can lay a foundation for mastering the

attack evidence of the attacker.

B. Dataset

Spam and normal mails are from ”trec06p”, a public En-

glish corpus provided by TREC. ”Trec06p” includes 37822

emails, 12910 of which are normal emails and 24912 of

which are spam emails. Because the dataset of phishing mail

is difficult to obtain, and the number is relatively small, in

order to maintain the balance of data quantity in the process

of KNN classification, we randomly selected 1200 normal

mails and 1200 spam mails from the ”trec06p” dataset as

the experimental dataset.

The dataset of phishing email is provided by Kaggle plat-

form, which is a collection of more than 2,500 ”Nigerian”

Fraud Letters, dating from 1998 to 2007 [17], Nigerian

scammers are an organized criminal network that has been

operating practically all over the world since the beginning

of the 80‘s and that hunts with financial fraud associated

with money laundering from people. Phishing is a common

method used by the organization.

First, we processed the phishing mail dataset. According

to the sending time and ”return-path” information of the

mail, we filtered out the mail from the same person, and

selected three types with more data. At this time, there were

too few samples to support the process of deep learning.

In order to solve this problem, we extended the dataset

manually, and imitateed the author to generate new samples

according to the samples we have. Finally, 1800 phishing

mails are obtained, which are divided into three categories

according to the author’s differences, including 600 for each

category.

C. System

The workflow of the system can be represented by Figure

3. First of all, preprocess the mail sample to separate the

body and the header of the mail. Then for the message

header, further extract the message ID, date, sender, recip-

ient, subject and other information [18]–[20]. For the mail

body, extract the plain text content of the body, the content

in the 〈a〉 tag and the content in the 〈script〉 tag.

Figure 3. The workflow of the system.

The preprocessed samples are input into KNN classifier

for model training. It includes two training processes with

different purposes: first, in order to filter phishing mails,

three types of samples are marked as phishing mails and

non-phishing mails (including spam and normal mails).

According to whether there are abnormal fishing links and

other features in the text, the training is carried out. Next,

in order to distinguish between spam and normal mails, we

use the method of text classification to train the model.

In this process, 10% of the normal mail, spam and phish-

ing mail samples were selected as the test set to evaluate the

training results.

Next, phishing samples are classified by Bi-LSTM-

Attention classifier. In the process, 10% of the samples are

also reserved as the test set under each attack source label.

Finally, input the corresponding training set for each pro-

cess to evaluate the results. The evaluation indexes include

accuracy rate, recall rate, etc.

D. Correlation Algorithm

KNN algorithm and Bi-LSTM-Attention algorithm are

mainly used in the system. The following briefly describes
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the principle and important parameters of the two algo-

rithms.

KNN algorithm. Generally speaking, the idea of KNN

algorithm is to determine the data types of samples in a space

by using the data types of K known samples closest to the

unknown samples. First, calculate the distance between the

points in the known category data set and the current point.

Then select the k points with the smallest distance from the

current point, and determine the occurrence probability of

the category of the first k points. At last return the category

with the highest occurrence frequency of the first k points

as the prediction classification of the current point.

KNN algorithm has two key factors: the measurement of

distance and similarity, and the value of K.

Measurement of distance and similarity. The specific steps

are described as follows: firstly, according to the above-

mentioned extraction features, the feature vector is formed.

Then calculate the similarity between the test sample and

each sample in the training set. The formula is as follows:

Sim(di, dj) =

∑M
k=1 Wik ×Wjk√∑M

k=1 W
2
ik

√∑M
k=1 W

2
jk

(1)

In the formula, di is the eigenvector of the ith sample

in the test set, dj is the center vector of the j class

in the training set, M represents the dimension of the

eigenvector, Wk represents the value of the k dimension

of the eigenvector. After calculating the sample similarity,

k training set samples with the largest similarity to the test

samples are selected. In these k neighbors, the weights of

each class are calculated. Then, the weight of each class is

compared, and the sample is determined as the class with

the largest weight.

The value of k. The value of k has an important influence

on the classification results. If the value of k is too small,

the classification results are easy to be disturbed, and the

influence of noise points will be amplified; if the value of k
is too large, more points of other categories may be delimited

as near neighbors, so as to intervene the results. There is an

empirical rule that the value of k is generally lower than the

square root of the number of training samples. It is worth

emphasizing that we adopt a reasonable distance weighted

average method in the final determination of categories. This

kind of weighted average can also effectively reduce the

impact of the setting of k value on the results.

Bi-LSTM-Attention algorithm. Bi-LSTM-Attention al-

gorithm is an improved algorithm based on LSTM model.

Long Short-Term Memory network (LSTM) is a kind of

time recurrent neural network, which can learn long-term

dependence. LSTM has three kinds of thresholds: input gate

ft, forgetting gate it and output gate ot. The forgetting

gate determines which information is to be discarded from

the unit state. xt represents the input word of t time; ct
represents the cell state; c̃t represents the temporary cell

A

ht-1

xt-1

A

ht

xt

A

ht+1

xt+1

Inside A

+×

SigmoidSigmoid Sigmoid tanh

× ×

tanh

Figure 4. LSTM schematic diagram.

state; ht represents the hidden layer state. The calculation

process of LSTM can be summarized as: through forgetting

and memorizing the new information in cell state, the useful

information can be transferred to the subsequent calculation,

while the useless information is discarded, and the hidden

layer state will be output at each time step. Among them,

forgetting, memory and output are controlled by forgetting

gate, memory gate and output gate calculated from the

hidden layer state of the last time and the current input.

See Figure 4.

In the field of text classification, LSTM has a wide range

of applications and excellent performance. However, there

is still a problem for LSTM to model sentences, that is, it

cannot encode the information from the back to the front.

The forward LSTM is combined with the backward LSTM

to form the Bi-LSTM. Bi-LSTM can better capture bi-

directional semantic dependency. As shown in Figure 5, a

set of vectors is obtained from the forward LSTM input

positive order sentences, and a set of vectors is obtained

from the backward LSTM input reverse order sentences.

Finally, the two sets of vectors are spliced in turn. In this

way, the final vector contains all the forward and backward

information. In the Bi-LSTM model, the output vector of the

last time sequence is used as the feature vector and input to

the softmax layer. The process is formulated as follows. hi

represents the output of the ith word.

hi = [hi
R ⊕ hi

L] (2)

The Bi-LSTM-Attention model is improved on this basis:

before output, the attention layer is introduced, the weight of

each time sequence (denoted by W ) is calculated first, then

the vectors of all time sequences are weighted and summed

as feature vectors, and then output to the softmax layer
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for classification. In the experiment, adding attention did

improve the results. Attention model is actually to simulate

the attention of human brain. This kind of model can also

simulate human brain more realistically. Let H represent a

matrix consisting of output vectors[h1, h2, ..., hT ] after two

bidirectional vectors are combined, where T is the sentence

length. The process above is formulated as follows.

α = softmax(WT tanh(H)) (3)

h∗ = tanh(HαT ) (4)

Figure 5. Bi-LSTM schematic diagram.

IV. FEATURE AND CLASSIFIER

A. the Feature Selection of Phishing mail Filter

In the task of filtering out phishing mails, feature selection

should be able to distinguish phishing mails from normal

mails and spam mails. Because the phishing mails are made

up by the attackers who imitate the normal mails carefully, it

is difficult to distinguish the phishing mails from the normal

mails only in semantics. The flaws of a phishing email often

appear in the links that lure victims to click, the HTML text

and JavaScript code implied in emails, etc. [21] Similarly,

we believe that spam mails don‘t contain malicious code or

malicious links that are attractive to click on. Therefore, the

feature extraction method applied in this module focuses on

the above parts rather than the text and semantics of the

email. Based on the above explanation, this module extracts

the following 14 features from the mail samples. If the ith
feature is expressed as Ai, then the email can use the feature

vector E = {A1, A2, ..., A14}.

These features are considered to be effective in deter-

mining whether an email is a phishing email in previous

experiments. Most of these features are based on links that

appear in the body of the message for the recipient to click

on. Because the ultimate goal of phishing emails is to let the

recipient click on the link, a suspicious link indicates that

the email is suspicious.

In addition, if the message contains JavaScript code, it is

possible to achieve the theft of user information, the theft of

Table I
CHARACTERISTIC DISTRIBUTION OF PHISHING MAIL

Num. Features
A1 Whether the website link is based on IP type
A2 Whether the website link domain name registration time is too

short
A3 Does the website link contain a strong inductive language
A4 Is the link domain name the same as the sender’s mailbox domain

name
A5 Whether the display string of link domain name and web page in

”href” matches
A6 Whether there are too many separators in the link
A7 Whether the ”HTTP” protocol appears too many times in the link
A8 Message ID domain name and sender domain name are inconsis-

tent
A9 Special characters in URL
A10 The URL contains a non-standard port
A11 Whether there are words that users pay more attention to in the

subject or content of the message
A12 Whether the message contains JavaScript code
A13 The URL contains a non-standard port
A14 Is the URL using a short address

user cookies and so on. Well designed JavaScript sensitive

code will not appear in normal mails. So if the message

contains JavaScript code, it indicates that the message is

suspicious.

The details in the email header can also provide a

basis for judging whether the email is a phishing email.

Message ID is the unique identifier of the mailbox se-

quence number, which exists in the message header. For

example, ”tencent 3226b9972e1539bc1e151623@QQ.com”

is the message ID of an email sent by Tencent’s QQ email

administrator. Generally, the sender’s email domain name

of an enterprise with its own email server is the same

as the domain name in the message ID. If the message

ID domain name is inconsistent with the sender’s mailbox

domain name, it indicates that the message is suspicious.

B. Distinguish Spam and Normal Mail by Text Classification

The input in this process is plain text extracted from the

mail sample. Before classification, we still need to process

the text and transform it into feature vector. First, we remove

the words with vague meaning in the sample according to the

stoppage dictionary, such as ”the”, ”as”, etc. Then replace

the words with different forms but the same meanings, such

as ”it s” and ”it is”.

After preprocessing the text, TF-IDF is used to represent

the feature vector of the document. TF-IDF describes the

ability of a word to distinguish document content attributes.

The more widely a word appears in a document set, the less

distinguishable it is. On the other hand, the more frequently

a word appears in a document, the stronger its ability to

distinguish the content attributes of the document.

C. The Feature Vector for the Bi-LSTM-Attention Classifier

Before classification, we need to process plain text and

convert it into feature vector. The tool used in this step is
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word2vec. Word2vec is a Google open-source tool for word

vector computing. Word2vec completes the process of using

a shallow neural network to map sparse words into a dense

vector of n dimension (n is generally several hundred). We

use the word2vec API of gensim, an open-source third-party

Python toolkit, to do this.

The specific steps of processing plain text are as follows:

• Load plain text data, divide sentences into word repre-

sentations, and remove low frequency words and stop

words.

• The word vector of the project is generated and saved

by using gensim’s word2vec API. Then, we map the

words and labels of the data set to index representation,

build the ”vocabulary index” mapping table and ”label

index” mapping table, and save them in the file, then

directly load the processing data. For words that are not

in the pre training word vector of word2vec, ”unk” is

used.

• The word vector is read from the pre-trained word

vector model and input into the model as initialization

value.

V. EVALUATION

A. Evaluation Indicator

KNN classifier. For the two classification of KNN classi-

fier, each time is a binary classification problem. In the first

classification, spam and normal mail are regarded as one

class according to their low harm to users, so the sample set

is divided into phishing mail and non phishing mail in the

first classification. The second classification separates spam

and normal mail.

For binary classification, there are four common terms:

false negative(FN), false positive(FP), true negative(TN) and

true positive(TP).

• FN: indicating that the sample is determined to be a

negative sample, but it is actually a positive sample.

• FP: indicating that the sample is determined to be a

positive sample, but in fact it is a negative sample.

• TN: indicating that the sample is determined to be a

negative sample, which is also a negative sample in

fact.

• TP: indicating that the sample is determined to be a

positive sample, in fact, it is also a positive sample.

In order to evaluate the effect of the classifier, we choose

accuracy and false positive rate as the evaluation indexes.

• Accuracy

Accuracy is defined as the percentage of predicted cor-

rect results in the total sample. In binary classification,

the formula is expressed as follows:

Accuracy =
TP + TN

TP + TN + FP + FN
(5)

• False Positive Rate

By definition, the false-positive rate represents the

probability of predicting a negative sample as a positive

one. The formula is as follows:

FalsePositiveRate =
FP

FP + TN
(6)

Bi-LSTM-Attention classifier. For Bi-LSTM-Attention

classifier, the further classification of phishing mails is

actually multiple classification problems. Referring to the

binary classification problem, we calculate the accuracy,

precision, recall and f-beta values as the evaluation indexes

of the classification effect of the classifier.

• Accuracy

The calculation of accuracy rate is the same as that of

binary classification, and it also predicts the percentage

of correct results in the total sample

• Precision

The proportion of correctly predicted positive samples

to all predicted positive samples. In binary classifica-

tion, the formula is as follows:

Precision =
TP

TP + FP
(7)

We use the method of average to extend the concept

of precision rate in binary classification to multivariate

classification, that is, for each type of label, it is re-

garded as a positive sample, while the rest are regarded

as a negative sample. Under this definition, a set of

precision rates corresponding to the tags are calculated.

The average value is regarded as the precision rate of

multivariate classification

• Recall Rate

The proportion of correctly predicted positive samples

to all actual positive samples. In binary classification,

the formula is as follows:

RecallRate =
TP

TP + FN
(8)

The method of average is also used to get the recall

rate of multivariate classification problem.

• fβ
The physical meaning of fβ is to combine the two

scores of precision and recall into one score. In the

process of merging, the weight of recall rate is β times

of accuracy rate. The formula is as follows:

fβ =
(1 + β2)× Precision×Recall

β2 × Precision+Recall
(9)

We calculate the fβ value when the beta value is 1,

that is, precision and recall are equally important. The

calculation method is to calculate fβ for each pair of

precision and recall, and then calculate the average

value.
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B. Classification Effect Evaluation

KNN classifier. The effect of KNN classifier on mail

classification is shown in Table 2. The first line represents

the process of filtering out phishing mails, and the second

line represents the process of distinguishing normal mails

and spam mails by text classification.

Table II
THE EFFECT OF KNN CLASSIFIER

Accuracy FP rate
filtering out phishing mails 95.27% 1.22%
distinguishing normal and spam mails 94.53% 2.58%

Bi-LSTM-Attention classifier. In the process of training

the model, 390 iterations were made. Take 40 times as the

step, and the results of each evaluation index are shown in

Figure 6. The final result is stable around 90%. The results

of the last ten iterations are particularly shown in Figure 7.

Figure 6. Evaluation index results in the iterative process.

Then the test set is used to evaluate the results, and the

final classification results on the test set are shown in Table

3.

Table III
THE EFFECT OF BI-LSTM-ATTENTION CLASSIFIER

Accuracy Precision
91.51% 91.75%
Recall rate fβ
91.49% 91.58%

VI. SUMMARY

We propose a secure e-mail system using KNN algorithm

and improved LSTM algorithm (Bi-LSTM-Attention). We

hope that on the basis of traditional malicious e-mail fil-

tering, we can more actively grasp the characteristics of

e-mail from different attackers. KNN classifier is used to

Figure 7. The results of the last ten iterations.

distinguish normal mail, spam and phishing mail, and Bi-

LSTM-Attention classifier is used to classify phishing mails

according to their attack sources. The result of classification

is relatively good, which has the value of further research

and application.

In the future, we will continue to study and make im-

provements in the following aspects:

• The current Bi-LSTM-Attention classifier has super-

vised learning and known classification categories when

making classification. That is to say, the samples are

manually arranged mails from different organizations

without confusing the results. In the future, we hope

to improve the algorithm to produce semi supervised

learning effect [22], [23]. In this way, for new mail

that does not belong to a known organization, the

system can regard it as a new emerging organization.

The improved classifier will be more conducive to the

practical application of the system.

• In order to further put the system into application, we

will study and use the API provided by the existing

mailbox service to directly access and process users’

mails [24].

• The feature vector of the current Bi-LSTM-Attention

classifier is the processed message body text. In the

future, other features will be considered according to

the experimental results, such as email title, processed

email image information, etc [25], [26].
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