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Abstract—In 2011, Sun et al. [5] proposed a security architecture to ensure

unconditional anonymity for honest users and traceability of misbehaving users for

network authorities in wireless mesh networks (WMNs). It strives to resolve the

conflicts between the anonymity and traceability objectives. In this paper, we

attacked Sun et al. scheme’s traceability. Our analysis showed that trusted

authority (TA) cannot trace the misbehavior client (CL) even if it double-time

deposits the same ticket.

Index Terms—WMNs, cryptanalysis, anonymity, traceability.
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1 INTRODUCTION

ANONYMITY and privacy issues have gained considerable research
efforts in the literature [1], [2], [3], which have focused on
investigating anonymity in different context or application scenar-
ios. Nevertheless, unconditional anonymity may incur insider
attacks since misbehaving users are no longer traceable. Therefore,
traceability is highly desirable, such as in e-cash systems, where it is
used for detecting and tracing double-spenders.

Motivated by resolving the security conflicts of anonymity and
traceability in the emerging WMNs communication systems, Sun
et al. have proposed the initial design of a security architecture
achieving anonymity and traceability in WMNs in [4], [5]. Their
system borrows the restrictive partially blind signature technique
from payment systems [6], [7], [8] and hence can achieve the
anonymity of unlinking user identities from activities, as well as
the traceability of misbehaving users. Furthermore, the proposed
pseudonym technique renders user location information unex-
posed. Unfortunately, we found that their scheme is not as secure
as they claimed. In this paper, we demonstrate that Sun et al.’s
scheme cannot trace the misbehavior clien (CL) even if it double-
time deposits the same ticket.

The rest of this paper is organized as follows: Section 2
introduces some preliminaries. In Section 3, an overview of the
ticket-based anonymity system with traceability property in
WMNs is presented. An attack method to the ticket-based
anonymity system is proposed in Section 4. We conclude in
Section 5.

2 PRELIMINARIES

2.1 IBC from Bilinear Pairings

ID-based cryptography (IBC) allows the public key of an entity to
be derived from its public identity information such as name and

e-mail address, which avoids the use of certificates for public key
verification in the conventional PKI (public key infrastructure) [9].
Boneh and Franklin [10] introduced the first functional and
efficient ID-based encryption scheme based on bilinear pairings
on elliptic curves. Specifically, let GG1 and GG2 be an additive group
and a multiplicative group, respectively, of the same prime order p.
The Discrete Logarithm Problem (DLP) is assumed to be hard in
both GG1 and GG2. Let P denote a random generator of GG1 and
e : GG1 �GG1 ! GG2 denote a bilinear map constructed by modified
Weil or Tate pairing with the following properties:

1. Bilinear: eðaP ; bQÞ ¼ eðP;QÞab, 8P;Q 2 GG1 and 8a; b 2 ZZ�p,
where ZZ�p denotes the multiplicative group of ZZp, the
integers modulo p. In particular, ZZ�p ¼ fxj1 � x � p� 1g
since p is prime.

2. Nondegenerate: 9P;Q 2 GG1 such that eðP;QÞ 6¼ 1.
3. Computable: There exists an efficient algorithm to com-

pute eðP;QÞ; 8P;Q 2 GG1.

2.2 Security Definitions

We give the security concepts that are used in Sun et al.’s scheme

as follows:

. Anonymity (Untraceability): The anonymity of a legitimate
client refers to the untraceability of the client’s network
access activities. The client is said to be anonymous if the
TA, the gateway, and even the collusion of the two cannot
link the client’s network access activities to his real
identity.

. Traceability: A legitimate client is said to be traceable if the
TA is able to link the client’s network access activities to
the client’s real identity if and only if the client
misbehaves, i.e., one or both of the following occurs:
ticket-reuse and multiple-deposit.

. Ticket-reuse: One type of misbehavior of a legitimate client
that refers to the client’s use of a depleted ticket (val = 0).

. Multiple-deposit: One type of misbehavior of a legitimate
client that refers to the client’s disclosure of his valid
ticket and associated secrets to unauthorized entities or
clients with misbehavior history so that these coalescing
clients can gain network access from different gateways
simultaneously.

. Collusion: The colluding of malicious TA and gateway to
trace a legitimate client’s network access activities in the
TA’s domain (i.e., to compromise the client’s anonymity).

. Framing: A type of attack mounted by a malicious TA in
order to revoke a legitimate client’s network access
privilege. In this attack, the TA can generate a false
account number and associate it with the client’s identity.
The TA can then create valid tickets based on the false
account number and commit fraud (i.e., misbehave). By
doing so, the TA is able to falsely accuse the client of
misbehaving and thus revoke his access right.

2.3 Network Architecture

The wireless mesh backbone consists of mesh routers (MRs) and

gateways (GWs) interconnected by ordinary wireless links. Mesh

routers and gateways serve as the access points of the WMN and

the last resorts to the Internet, respectively. Each WMN domain or

trust domain (to be used interchangeably) is managed by a domain

administrator that serves as a trusted authority (TA), e.g., the

central server of a campus WMN. The TA and associated gateways

are connected by high speed wired or wireless links, displayed as

solid and bold dashed lines, respectively. TAs and gateways are
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assumed to be capable of handling computationally intensive
tasks. In addition, they are assumed to be protected in private
places and cannot be easily compromised due to their important
roles in the WMN. The WMNs of interest here are those where the
TA provides free Internet access but requires the clients (CLs) to be
authorized and affiliated members, generally for a long term, as
the employees or students in the case of enterprise and hospital
WMNs or campus WMNs. Such individual WMN domains can be
building blocks of an even larger metropolitan WMN domain.

3 REVIEWING SUN ET AL.’s TICKET-BASED SCHEME

We only restrict Sun et al.’s scheme within the home domain. The
ticket-based security architecture consists of ticket issuance, ticket
deposit, fraud detection, and ticket revocation protocols. Our
paper designed the attack methods on the ticket issuance, ticket
deposit, and fraud detection. So, we omit the ticket revocation
protocol in the section. Some notations are used in Sun.’s scheme.
We list them as follows:
! : single-hop communications;
!! : multi-hop communications;
jj: concatenation;
IDx: the real identity of an entity x;
PSx: the pseudonym self-generated by a client x by using his

real identity IDx;
H1ðIDxÞ=�x: public/private key of the entity x;
PSx=f�x: the self-generated pseudonym/private key pairs based

on the above public/private key pairs;
SIG�x ðmÞ: signature on a message m using �x;
V ERðSIGÞ: verification process;
SKEkðDÞ: symmetric encryption on plaintext D using the

shared secret key k;
HMACkðmÞ: keyed-hash message authentication code on a

message m using k.

3.1 Ticket Issuance

The TA (i.e., Trusted Authority) publishes the parameters within its
trust domain as ðp;GG1;GG2; e; P ; P1; P2; H1; H2; H3; PpubÞ using the
standard IBC (i.e., identity based cryptography) domain initializa-
tion, where ðP; P1; P2Þ are random generators of GG1, and

Ppub ¼ �P
e : GG1 �GG1 ! GG2

H1 : f0; 1g� ! GG1

H2 : GG3
1 �GG5

2 ! ZZ�p

H3 : GG2 �GG2 � IDGW � time! ZZ�p;

the order of GG1 and GG2 is p, GG1 is a Gap Diffie-Hellman group. TA
chooses r 2R ZZ�p and Q 2R GG1, and the client chooses
�; �; �; �; �; �; 	 2R ZZ�p. The ticket issuance protocol is demon-
strated as:

1. CL!! TA:

IDCL;m; t1; HMACkðmjjt1Þ;
2. TA!! CL :

IDTA;X ¼ eðm;�TAÞ; Y ¼ eðP;QÞ; Z ¼ eðm;QÞ;
U ¼ rH1ðIDTAÞ; V ¼ rP ; t2; HMACkðXjjY jjZjjUjjV jjt2Þ;

3. CL!! TA:

IDCL; t3; HMACkðBjjt3Þ;
B ¼ ��1H2ðm0jjU 0jjV 0jjRjjW jjX0jjY 0jjZ0Þ þ �;

4. TA!! CL :

IDTA; 
1 ¼ QþB�TA;


2 ¼ ðrþ BÞ�TA þ rH1ðcÞ; t4; HMACkð
1jj
2jjt4Þ

At the end, the client checks if the following equalities hold:
eðP; 
1Þ ¼ yBY and eðm;
1Þ ¼ XBZ, where y ¼ eðPpub;H1ðIDTAÞÞ.
If the verification succeeds, the client calculates

01 ¼ �
1 þ �H1ðIDTAÞ, 
02 ¼ �
2; 	 ¼ �B, and outputs the
signature ðU 0; V 0; X0; 	; 
01; 
02Þ on ðTN;W; cÞ, where TN ¼ m0.
In Step 3 above, m ¼ u1P1 þ u2P2 ¼ �þ u2P2 6¼ 0, where u1 2R
ZZ�p and u2 ¼ 1, m0 ¼ �m, U 0 ¼ �U þ ��H1ðIDTAÞ � �H1ðcÞ,
V 0 ¼ �V þ �Ppub, R ¼ eðm0; H1ðIDTAÞÞ, W ¼ gv1

1 g
v2
2 , w h e r e

g1 ¼ eðP1; H1ðIDTAÞÞ, g2 ¼ eðP2; H1ðIDTAÞÞ, and v1; v2 2R ZZ�p,
X0 ¼ X�, Y 0 ¼ Y �g� , where g ¼ eðP;H1ðIDTAÞÞ, Z0 ¼ Z��R� . Given
m0, W , the shared information c, and the tuple ðU 0; V 0; X0; 	; 
01; 
02Þ,
the verifier computes:

Y 0 ¼ eðP; 
01ÞeðPpub;H1ðIDTAÞÞ�	

Z0 ¼ eðm0; 
01ÞX0�	

and accepts the signature if

eð
02; P Þ
¼ eðU 0 þH2ðm0jjU 0jjV 0jjRjjW jjX0jjY 0jjZ0ÞH1ðIDTAÞ;

PpubÞeðH1ðcÞ; V 0Þ

holds. c is defined as ðval; exp;misbÞ, where val, exp, and misb

denote the ticket value, expiry date/time, and the client’s
misbehavior level, respectively. c is the commonly agreed informa-
tion negotiated at the beginning of the ticket generation algorithm.
The valid ticket is ticket ¼ fTN;W; c; ðU 0; V 0; X0; 	; 
01; 
02Þg at the
output, where TN is the unique serial number of the ticket which
can be computed from the client’s account number �.
ðU 0; V 0; X0; 	; 
1; 
2Þ is the signature on ðTN;W; cÞ, where W is
necessary for verifying the validity of the signature in the ticket
deposit protocol.

3.2 Ticket Deposit

After obtaining a valid ticket, the client may deposit it anytime the
network service is desired before the ticket expires, using the ticket
deposit protocol shown below. Sun et al.’s scheme restricts the
ticket to being deposited only once at the first gateway according
to val before exp.

1. CL!! GW :

PSCL;m
0;W; c; 
 ¼ ðU 0; V 0; X0; 	; 
01; 
02Þ; t5;

SIG
f�CL
ðm0jjW jjcjj
jjt5Þ;

2. GW !! CL :

IDGW ; d ¼ H3ðRjjW jjIDGW jjT Þ; t6; HMACk0 ðdjjt6Þ;
3. CL!! GW :

PSCL; r1 ¼ dðu1�Þ þ v1;

r2 ¼ d�þ v2; t7; HMACk0 ðr1jjr2jjt7Þ; and
4. GW !! CL :

IDGW ;misb; exp; t8;

SIG�GW ðPSCLjjIDGW jjmisbjjexpjjt8Þ.
At the end, the gateway checks if the equality gr1

1 g
r2
2 ¼ RdW holds.

At the end of Step 1, the gateway will perform V ERð
Þ before Steps
2 and 3 can proceed, and R can be derived as R ¼ eðm0; H1ðIDTAÞÞ
from the received information. T is the date/time the ticket is
deposited. A symmetric key k0 can be derived locally by the gateway
and the client as k0 ¼ eð�GW ; PSCLÞ, and k0 ¼ eðH1ðIDGW Þ;g�CLÞ,
respectively, after learning each other’s ID (or pseudonym). The
deposited ticket record is record ¼ ðticket; r1; r2; T ; rem; logÞ, where
rem and log denote the remaining value of the ticket and the
logged data of the client’s noncompliant behavior, respectively.
The value of rem is initially set to val.

3.3 Fraud Detection

When the TA detects duplicate deposits using the ticket records
reported by gateways, the TA will have the view of at least two
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different challenges from gateways and two corresponding sets of

responses from the same client. By solving the equation sets below

based on these challenges and responses, the TA is able to obtain

the identity information encoded in the message and hence the real

identity of the misbehaving client. The fraud detection protocol is

shown as:

GW ! TA: IDGW ;m
0;W; c; 
 ¼ ðU 0; V 0; X0; 	; 
01; 
02Þ; r1; r2; T ; t9,

HMACk00 ðm0jjW jjcjj
jjr1jjr2jjT jjt9Þ, where k00 is the preshared

symmetric key between the gateway and the TA. The TA performs

V ERð
Þ. If the signature is verified, the TA checks if m0 (or TN)

has been stored. If m0 is not stored, the TA will store the following

information: m0; c; T ; r1; r2 for future fraud detection. If m0 has been

stored, TA will compute the challenge d ¼ H3ðRjjW jjIDGW jjT Þ and

accuse the gateway if d is the same as the stored one. If d is

different, the TA can conclude that misbehavior has occurred and

will reveal the identity information by the two sets of equations:

r1 ¼ dðu1�Þ þ v1; r2 ¼ d�þ v2, r01 ¼ d0ðu1�Þ þ v1; r
0
2 ¼ d0�þ v2. TA

solves for u1 ¼ r1�r01
r2�r02

and obtains the account number � ¼ u1P1 to

reveal the associated identity IDCL.

4 CRYPTANALYSIS OF THE TICKET-BASED SCHEME

In this section, we propose an attack on Sun et al.’s ticket-based

anonymity scheme. We show that any CL can impersonate the TA

to issue a ticket that cannot satisfy the message constraints. This

means that the scheme’s fraud detection cannot hold. We give the

details as follows.

4.1 Forge Attack on the Ticket Issuance Protocol

Let c be the negotiated information. To obtain a ticket that cannot

satisfy the restrictive m0 ¼ �m, the CL performs the following

protocol with TA as follows:

1. CL!! TA :

fIDCL;m; t1; HMACkðmjjt1Þg;
2. TA!! CL :

. TA computes: X ¼ eðm;�TAÞ; Y ¼ eðP;QÞ,
Z ¼ eðm;QÞ; U ¼ rH1ðIDTAÞ; V ¼ rP

. TA sends to CL:

fIDTA;X; Y ; Z; U; V ; t2; HMACkðXjjY jjZjjU jjV jjt2Þg
3. CL!! TA :

. CL computes: 8
01; X0; m0 2 GG1;8	; �; �; � 2 ZZ�p,

Y 0 ¼ eðP; 
01ÞeðPpub; H1ðIDTAÞÞ�	,
Z0 ¼ eðm0; 
01ÞX0�	,
U 0 ¼ �U þ ��H1ðIDTAÞ � �H1ðcÞ,
V 0 ¼ �V þ �Ppub,
R ¼ eðm0; H1ðIDTAÞÞ,
W ¼ gv1

1 g
v2

2 ,

B ¼ ��1H2ðm0jjU 0jjV 0jjRjjW jjX0jjY 0jjZ0Þ þ �,

w h e r e g1 ¼ eðP1; H1ðIDTAÞÞ; g2 ¼ eðP2; H1ðIDTAÞÞ,
v1; v2 2R ZZ�p.

. CL sends to TA: fIDCL;B; t3; HMACkðBjjt3Þg
4. TA!! CL :

. TA computes: 
1 ¼ Qþ B�TA; 
2 ¼ ðrþBÞ�TA þ
rH1ðcÞ

. TA sends to CL: fIDTA; 
1; 
2; t4; HMACkð
1jj
2jjt4Þg
CL computes 
02 ¼ �
2, and outputs the signature

ðU 0; V 0; X0; 	; 
01; 
02Þ on ðTN;W; cÞ, where TN ¼ m0.
The forged signature can pass the verification as follows:
According to the verification procedures, the verifier computes

Y 0 ¼ eðP; 
01ÞeðPpub; H1ðIDTAÞÞ�	; Z0 ¼ eðm0; 
01ÞX0�	:

Based on the forge procedures, Y 0 ¼ Y 0; Z0 ¼ Z0. Thus,

H2ðm0jjU 0jjV 0jjRjjW jjX0jjY 0jjZ0Þ
¼ H2ðm0jjU 0jjV 0jjRjjW jjX0jjY 0jjZ0Þ:

So,

eð
02; P Þ
¼ eð�
2; P Þ
¼ eð�ðrþBÞ�TA þ �rH1ðcÞ; P Þ
¼ eðV 0; H1ðcÞÞeð�ðrþ BÞ�TA � �Ppub; P Þ
¼ eðU 0 þH2ðm0jjU 0jjV 0jjRjjW jjX0jjY 0jjZ0ÞH1ðIDTAÞ;
PpubÞeðH1ðcÞ; V 0Þ

¼ eðU 0 þH2ðm0jjU 0jjV 0jjRjjW jjX0jjY 0jjZ0ÞH1ðIDTAÞ;
PpubÞeðH1ðcÞ; V 0Þ:

Thus, the verifier accepts the forged signature ðU 0; V 0; X0; 	; 
01; 
02Þ
on ðTN;W; cÞ, where TN ¼ m0. As m0 2R GG1, it cannot satisfy the

restrictive m0 ¼ �m.

4.2 Attack on the Traceability

CL computes the unique account number � ¼ u1P1, where

u1 2R ZZ�p, and transmits � to TA and keeps u1 secret. When CL

wants to deposit a coin, CL first proves ownership of his account

� ¼ u1P1 and negotiates a common information c. According to

our designed forge method, CL and TA perform the ticket

issuance protocol, and CL can get a signed ticket M 0 ¼ �uP1 þ �P2

instead of M 0 ¼ �u1P1 þ �P2, where u1 6¼ u 2R ZZ�p. When CL and

TA perform the deposit protocol twice with the same ticket

fM 0;W; cg, TA can get the values:

ticket ¼ fM 0;W; c; ðU 0; V 0; X0; 	; 
01; 
02Þg;
record ¼ ðticket; r1; r2; T ; rem; logÞ;
record0 ¼ ðticket; r01; r02; T 0; rem; logÞ;

d ¼ H3ðRjjW jjIDGW jjT Þ;
d0 ¼ H3ðRjjW jjIDGW jjT 0Þ;

where R ¼ eðm0; H1ðIDTAÞ, and r1 ¼ dðu�Þ þ v1; r2 ¼ d�þ v2,

r01 ¼ d0ðu�Þ þ v1, r02 ¼ d0�þ v2. TA can solve for u ¼ r1�r01
r2�r02

. As u

has no any relationship with u1, the information u cannot serve as a

proof to trace the dishonest double-deposit, i.e., the traceability

cannot be satisfied. Fraud detection fails.

5 CONCLUSION

We analyzed a ticket-based anonymity scheme in Sun et al.’s

security architecture. Our attack showed that the client can

impersonate the TA to sign some tickets that cannot satisfy the

restrictivity. Based on the forge attack, we analyzed the fraud

detection. Our analysis showed that Sun et al.’s ticket-based

anonymity scheme cannot satisfy the traceability.
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