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Observer-Based Event-Triggered Approach for
Stochastic Networked Control Systems Under
Denial of Service Attacks

Ning Zhao *“, Peng Shi

and Jonathon Chambers

Abstraci—In this article, we investigate the stability
analysis and controller synthesis problems for a class
of stochastic networked control systems under aperiodic
denial-of-service (DoS) jamming attacks. First, an observer
is constructed to estimate the unmeasurable states, and
then a new adaptive event-triggered mechanism on the ba-
sis of the observer is proposed to eliminate the adverse
effects of DoS attacks and schedule the transmission in-
stants so as to realize a reduction of transmission burden
in the network. Under the proposed event-driven communi-
cation scheme, an observer-based controller is designed,
and a new switched system with time-varying delays is
introduced. Conditions for the underlying systems to be
mean-square exponentially stable with a weighted L.-gain
are established. Also, conditions to co-design the observer,
the controller, and the event-triggered scheme are devel-
oped. A mass-spring-damper mechanical system is used to
demonstrate the effectiveness and advantages of the new
design techniques.

Index Terms—Denial-of-service (DoS) attacks, mean-
square exponential stability, networked control systems
(NCSs), weighted L.-gain.

[. INTRODUCTION

ETWORKED control systems (NCSs) have been exten-
N sively studied over the past 20 years and have been widely
applied in many fields, such as automotive automation, tactile
collaboration on the Internet, transport networks, intelligent
buildings, and unmanned aerial vehicles [1]-[8]. In NCSs, the
communication network among the sensor, the controller, and
the actuator is open and public, and because of its openness,
there exist quite a few security vulnerabilities and threats, and
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the potential for the transmitted data to be manipulated by hostile
intruders is enormous. Special attention has been recently raised
with respect to network security problems in NCSs, especially
from the perspective of control and some instructive results have
been achieved [9]-[14].

When it comes to network security, a key issue is to gain a
deeper understanding of cyber threat actors. Cyberattacks are
classified into denial-of-service (DoS) attacks [9] and deception
attacks [14]. The former aims to make a network resource
inaccessible to its intended users by continually sending super-
fluous requests to cause network congestion or paralysis; and
the latter attempts to destroy the integrity of the transmitted
data by injecting false or misleading information to mask the
original data. Compared with deception attacks, DoS attacks
need no prior knowledge of the system, but they can seriously
affect the timeliness of information exchange and lead to system
performance degradation or even instability. Many efforts have
been made to design security measures against DoS attacks.
For example, in [15]-[17], a probabilistic data packet dropping
model was introduced to characterize the impact of DoS attacks
and optimal defense strategies were developed to compensate
the undesirable effects caused by attacks. Note that this attack
modelling approach has its limitations because DoS attacks do
notnecessarily follow a probability distribution. The motivations
behind such malicious acts are relatively rare and can be difficult
to prove. In [9], [18], DoS attacks were modeled as a pulsewidth
modulated signal due to their energy-constrained nature, detec-
tion evasion techniques, and ease of implementation, which are
recognized as a form of periodic DoS jamming attacks. In this
model, attacks alternate between sleeping and jamming states in
a periodic fashion, and the frequency and duration of DoS off/on
transitions have to be known in advance. Furthermore, within the
framework of aperiodic jamming, DoS attacks with constraints
on upper bounds of frequency and duration were investigated,
and an impulsive controller with predictor and observer was
proposed in [10] to maximize tolerance to DoS attacks. For the
same attack model, the work in [11] studied a sampling-logic-
based control strategy to ensure the input-to-state stability of the
closed-loop NCS. Motivated by these discoveries, in this article,
we will explore the challenges posed by aperiodic DoS jamming
attacks and propose new countermeasures to prevent the success
of DoS attacks in NCSs.

2325-5870 © 2020 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
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To reduce the communication burden and increase the
network resource utilization efficiency, approaches to avoid
continuous communication has become an effective and at-
tractive solution. In contrast with traditional time-triggered ap-
proaches, event-triggered approaches can adjust the sampling
rate according to system dynamics and actual demands and
have raised major concerns [19]-[22]. However, only a few
studies have taken DoS attacks into consideration. Specifically,
the work in [12] developed a periodic event-triggered mecha-
nism to assist in the realization of exponential stability for an
NCS subject to DoS attacks. In [18], a periodic event-triggered
scheme and a state feedback controller were devised to solve
the exponential stability problem for an NCS under uncertainty,
quantization, and DoS attacks. It is worth noting that the full
information of system states was assumed to be available in
the above-mentioned studies. Such an assumption is somewhat
conservative in control engineering applications, since system
states are usually partially known based on measurable system
outputs. Therefore, it is of paramount importance to develop a
new event-triggered mechanism and control strategy by means
of an appropriate state observer such that the communication
burden can be greatly alleviated while preserving the desired
performance of an NCS under DoS attacks. To the best of our
knowledge, observer-based attack-resilient techniques have not
yet been sufficiently explored in literature, which motivates our
current work. In addition, due to complex and uncertain internal
and external environments, it is more reasonable to consider the
NCS as a stochastic system, instead of a deterministic system.
Another motivation of this article is to provide stochastic NCSs
with safety-oriented and resource-saving countermeasures as
well as a systematic performance analysis method.

In this article, we aim to address the problems of mean-square
exponential stability and weighted L,-gain performance analy-
sis for a class of nonlinear stochastic NCSs with unmeasurable
states and subject to dual-channel aperiodic DoS jamming at-
tacks. The main idea of this article is to transfer the concerned
NCS to a switched system with time-varying delays by develop-
ing new state observer, event-triggered communication scheme
and control strategy, and establishing a method to integrate the
proposed techniques into a unified framework. The main results
from this article are as follows:

1) Different from [12], [18] with a periodic attack model
and a constant event-triggered threshold, an improved
observer-based adaptive event-triggered mechanism is
presented in this article to reduce the amount of trans-
mitted data packets as well as the frequency of control
updates, while resisting malicious aperiodic attacks so as
to help maintain the desired control performance.

2) A secure controller is designed to guarantee that the
resultant closed-loop system is not only exponentially
stable in the mean-square sense but also fulfills a weighted
Lo-gain performance level by resorting to the input de-
lay approach, switched system approach, and stochastic
analysis techniques.

3) A solution for jointly designing the observer gain, the
control gain, and event-triggered parameters is provided.

Notation: Let R™*™ be a set of n X m real matrices. For a
symmetric matrix R € R R > 0 (R > 0) means that R
is positive definite (semidefinite). The sign He(R) denotes R +
R The symbol  represents the symmetric term in a symmetric
block matrix. Define ||p||;, = sup_j,<s<o ||©(8)|], where || - ||
denotes the Euclidean norm on R,

[l. PROBLEM FORMULATION AND PRELIMINARIES
A. System Description

Consider a nonlinear stochastic NCS described by

da(t) = [Ax(t) + Bu(t) + Byw(t)]dt + Dy(z(t))dw(t),
y(t) = Cz(t)+Ev(t)

(1
where z(t) € R™, u(t) € R™, w(t) € RP, y(t) € RY, and
v(t) € RY are state vector, control input, external disturbance,
measurement output, and measurement noise, respectively. The
diffusion scaling ¥(-) : R™ — R is a nonlinear function which
satisfies |[¢(z(t))[|* < x||z(t)]|* for all z € R™ with x >0
being a known constant. w(¢) is a 1-D Brownian motion having
properties of E{dw(t)} = 0 and E{dw?(t)} = dt. A, B, By,
C, D and E are known matrices with appropriate dimensions.
Here, (i) state vector () is unmeasurable; (ii) rank(B) = m;
and (iii) pairs (A4, B) and (C, A) are controllable and observable,
respectively.

B. Aperiodic DoS Jamming Attacks

Inspired by [9], dual-channel aperiodic DoS jamming attacks
are considered in this section. The attacks intend to block
communication channels intermittently and their damage exists
in both sensor-to-controller and controller-to-actuator channels.
The attack model is as follows:

0, t € [dn,dn + $pn),

2)
1, te [dn + 5n7d71,+1) (

WDOS(t) = {

where time sequences {d,, },en and {s;, } nen satisfy 0 = dp <
d0+50§d1<"'<dn—1<dn—1+3n—1gdn<"' for
n € N. During the nth time interval, [d,,, d,, + s,) represents
the sleeping period over which attacks are not in action, and
communication is possible, while [d,, + S, d,,11) denotes the
jamming period where attacks are active and communication is
denied.

For any ¢ > t, > 0, let n(¢, t.) represent the total number of
DoS OFF/ON transitions occurring over interval [t,,t), and let
TI(t,t.) denote the sets of attack duration over interval [t,,t).
Similar to [11], some limitations are imposed on both DoS
frequency and duration by adding the following assumptions.

Assumption 1 (DoS frequency): For any t > t, > 0, there
exist v1 > 0 and Tpy > 0 such that

t—t.

n(t,ty) < v + .
(tt.) YT,
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Assumption 2 (DoS duration): For any t > t, > 0, there
exist vo > 0 and Tpo > 1 such that
t—t,
ITI(t, t.)| < vy + .
Tpa

C. An Observer-Based Adaptive Event-Triggered
Scheme Against DoS Attacks

In this section, we will design an observer to estimate system
states, since states of system (1) are imperfectly measurable.
Based on the observer, an adaptive event-triggered mechanism
that is resilient against DoS attacks will be implemented. For
clarity, we first introduce the operation process of an NCS under
DoS attacks. As shown in Fig. 1, the measurable output y(¢)
is periodically sampled by the sampler with a sampling period
h > 0. Then, the sampled data y(kh), k € N, is instantly sent to
the observer which is in charge of generating the estimated state
Z(kh). At each sampling time, an event-triggered mechanism
is adopted to determine the releasing instant of the estimated
state. Whether state Z:(kh) is allowed to be released depends on
a predefined event-triggered condition embedded in the event
detector. If the event-triggered condition is not satisfied at time
instant ¢;h (i € N, ¢; € N), then the estimated state Z(¢;h) is
authorized to be transmitted through the communication net-
work. Let {toh(= 0),t1h,t2h, ...} C N be the releasing time
sequence, where t; h and ¢; 1.1 h denote current and next releasing
time instants, respectively.

For all ¢t € [t;h,t;4+1h), the observer is given as

2(t) = A&(t) + Bu(t) + L(y(t;h + jh) — Ca(t;h + jh))
3)
where j € {j € N|t;h + jh < t;11h}, £(t) € R™ is the esti-
mated state vector, and L. € R™*9 is the observer gain matrix to
be determined later.

In order to save communication resources, an observer—based
adaptive event-triggered scheme is proposed to determine when
the newly estimated state will be sent out to the controller. The
corresponding event-triggered condition is defined as

tigih =t;h+ min {jhle’ (t;h + jh)We(t;h + jh)
JEN, j>1

> o(tih + jh)aT (t;h)Ta(t;h)} )

.
Sampler 0 2k 3h 4h Sh 6h (7h Sh O9h 10k 1k 7h 18k
th 4h t.h th t;h th i W
Event _jpo o y == e e : Hre
Detector  fo,h 1, L i,h 1,,h hoh H foh
igialelal sl s ial ps A LA 5 i
S ey o
d, dy+s, d, di+s, d,
— — A——
#, o 74, 7,

Figure 2. Transmission instants under aperiodic DoS attacks. x: Trans-
mission instants.

where e(t;h + jh) = &(t;h) — &(t;h + jh), ¥ € R™™ > 0 s
a weighting matrix to be designed, and threshold o (¢;h + jh) €
[c0,01] is a dynamic variable which changes according to the
following adaptive law:

o(tih + jh) = o0 + (o1 — 00) e~ &t n)|=[l&(tihtih)||~2
)
where k1 > 0 and ko > 1 are two constants being used to adjust
the sensitivity of the threshold and 0 < 0y < o7 < 1.

Note that due to the aperiodic occurrence of DoS attacks (2),
data transmission via the communication network is interrupted
at different intervals. This makes event-triggered condition (4)
notapplicable to the stability problem of the system (1). To tackle
the problem, a new attack-resilient event-triggered condition
is developed based on adaptive event-triggered condition (4),
which is presented as follows:

tint1h € {t,h satisfying (4)|t,h € Hin, t, € N}U{d,}
(6)

where H1 ,, := [dy, dy, + Sy), and t; ,, 1 h represents the time
instant when the estimated state is successfully transmitted to the
controller for i € Z(n) = {0, 1, ...,4(n)} and i(n) = max{i €
N|dn + 8p > ti’n+1h}.

An example of event-triggered time instants for data trans-
mission under DoS attacks (2) is depicted in Fig. 2.

Remark 1: In this article, the event-triggered scheme (4) is
presented for attack-free scenarios. Compared with traditional
event-triggered schemes where dedicated hardware for contin-
uous state monitoring is required and the threshold parameter is
always defined as a constant value. The event-triggered scheme
developed in this article is established based on the sampled data
as well as a dynamic threshold parameter. As such, the minimum
time interval between two consecutive transmission instants is
no less than a sampling period. The Zeno phenomenon can be
absolutely ruled out, without additional theoretical analysis and
calculation. For the improvement and expansion of scheme (4)
related to attack scenarios, the resilient event-triggered scheme
(6) is proposed and employed as a security countermeasure to
prevent DoS attacks. The scheme (6) allows the sampled data to
be released immediately when attacks switch from active mode
to sleep mode. It can realize compensation to the attack inflicted
performance penalties by appropriately increasing the amount
of the released data.

Remark 2: In contrast to the related works [12], [18],
a dynamic threshold introduced in (5) is incorporated into
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attack-resilient event-triggered scheme (6), which not only coun-
teracts serious dual-channel DoS attacks, but also overcome the
bad effects caused by the error between the latest releasing
data and the current sampled data with a small cost. More
specifically, in adaptive rule (5), the threshold o (¢;h + jh) is
dynamically adjusted according to |||Z(¢;h)|| — || (t:h + Jh)]|]
and two adjustable parameters x; and ko, which indicates that
adaptive rule (5) provides more flexibility for the threshold
in changing with the evolution of the system. As the value
of [||Z(t;h)|| — ||Z(tih + jh)||| gets bigger, the threshold gets
smaller. Then, scheme (6) uses a smaller threshold value to speed
up the frequency of triggers, ensuring that the controller can be
updated frequently enough to achieve a better system perfor-
mance. On the contrary, the threshold becomes bigger when
the value of |||@(¢;h)|| — ||Z(t;h 4 jh)||| becomes smaller. The
scheme (6) uses a larger threshold value to obtain a lower fre-
quency of event triggers, which can save more communication
bandwidth.

D. Secure Controller Design and Switched System
Formulation

When dual-channel DoS attacks occur, the data packet re-
leased by the event-triggered scheme is lost and unable to arrive
at the controller. The control signal generated by the controller is
intercepted and cannot reach the actuator successfully as well. In
this case, it is quite essential to develop a secure control strategy
for the considered NCS (1) to achieve the desired closed-loop
performance even though attacks exist in the network commu-
nication. The control input u(t) based on the observer state is

u(®) :{Kj(ti,n-i-lh)v t € [tint1h, tivine1h) N Han,
0m><17 te %Q,n
(N
where Hsa ., == [dy, + Sp, dp+1), and K € R™*™ is the control
gain matrix to be designed later.

Under control strategy (7), in order to analyze the system
stability by virtue of the input delay method and the switched
system approach, our primary aim is to convert NCS (1) under
attacks (2) and event-triggered communication mechanism (6)
to a switched system with time delays. For this purpose, we
divide interval H; ,, into the following subintervals:

My, = U it FE

, i,n
where
]:ik,n = [ti,n+1h + (k - 1)h7 ti,n+1h + kh)7
]f == 172,...,771‘7”,
in+1
Flmth = [tgrh + 0inh, tisng1h),

3)
]:Zk(”)’" - [ti(”)’"""lh + (k - 1)h7ti(n)7n+1h + kh)a
k= 17 2, e 77’]2-(”)"”,
i(n),n 1
]:27(7(11),)& e [titn), 1P+ Nign)nhs di + 81)

in which Min £ max{k S N‘ti’rnﬁi»lh + kh < ti+17n+1h} for
i € L, — {i(n)} and n;(,) £ max{k € Nltin),nr1h +kh <
dp + Sp}-

Now, we define two piecewise functions, which are input
delay 7; ,, (t) and measurement error e; ,, (t). The corresponding
definitions are as follows:

t—tint1h,t € [ti nt1h, tins1h + h),
t —tins1h —hyt € [tiny1h + hytini1h + 2 h),
Tin(t) =9
t—ti nt1h — Minh,t € [tins1h + Tinh,
tins1h + (i + 1)h),

where )i, = 15i, for i € Z, — {i(n)} and (), = max{k €
N|ti(n),n+1h + kh < dn+1}.

0,t e F}

‘%(ti,n+1h) - j(ti,nJrlh +h),t € ,7:1.27"’
ein(t) = 1.
#(tims1h) — E(tiniih +minh),t € Flm b

According to the definitions of 7; ,,(¢) and e; ,(t), the suc-
cessfully transmitted data Z(¢; ,41h) is rewritten as, for ¢ €
]:ka NHin

j(ti,n+1h) = ei,n(t) + i‘(t — Tz'yn(t)). (9)

LetZ(t) = z(t) — 2(t) be the estimation error. By integrating
(1) with (3), the following error system is reformulated:

d&(t) = [AZ(t) — LCF(t — Tyn(t)) + Buw(?)
— LEv(t — 750 (t))]dt + Dip(a(t))dw(t).  (10)

Based on (1), (7), (9), and (10), by denoting &(t) =
[T () 2T ()T andw(t) = [wT(t) vT(t — 7in(t))]", an aug-
mented switched system with time delays is created as follows:
[A1€(t) + A1€(t — Tin (1)) + Erein(t)
+Byw(t)]dt + Dip(x(t))dew, t € FF, 0 Hin,

d¢(t) = [A2&(t) + Agf(t — Tz‘,n(t)) + wa(t)]dt
+D1/)(x(t))d’w, t € Han,
£(6) = ¢(9), 6 € [~h,0]
(11
where

A 0 - BK —BK
A1:A2:|:0 an:|7‘41: |:0 LC:|7
nxn nxn

o= [(on Onn) 5y 2 [ BK]

Onxn _LC Onxn
n Bwonxv N o D
b= 5] o= [5)

Before proceeding, the main purpose to be achieved in this
article is summarized below.

The objective of this article is to design observer (3), attack-
resilient event generator (6) and security-oriented controller (7)
such that the system described by (11) meets the following two
requirements:

1) The closed-loop system (11) with @w(t) = 0(p44)x1 is
exponentially stable in the mean-square sense, which
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implies that for any initial condition, there exist constants
v > 1 and v > 0 such that

E{[lEOI*} < ve™llell, t 2 0. (12)

2) Under zero initial condition, for given o > 0 and ¥ > 0,
the measurement output satisfies

| e BT s <3 [ ot salss
0 0
for any nonzero w(t).

[ll. MAIN RESULTS

‘We now state and establish the first result in this article.
Theorem 1:Let v > 0, x > 0, p; >0 (j =1,2), and ma-
trices L and K be given. For scalars o1 € [0,1), Tp1 > 0,
Tpa > 1, >0, >1(j=1,2)and h > 0 satisfying
2(a1 + az)h +In(pipz)  2(a1 + as)

Ai=20q1 — — >0
' T Tpo (14

if there exist matrices ¥ > 0, P; > 0,Q; > 0, R; > 0, Z; > 0,
S;j, M;and N; (j = 1,2) with appropriate dimensions such that
forj=1,2

Py < 1o Py, Py < pye®@rte2)hpy (15)
GG < mz—jG3j,¢€{Q, R, Z}, (16)
DTPjD —p;I <0, (17
— | & Ejie
== i <0 18
’ { * :m] 1o
where
i1 1
= 7 ) T A _ | 511 L2
S ="n+Tp+T5 = { Zk Tj‘zJ

Vi = He{P;A;} + pjxtan + Q5 — 2(—1) a; P;
Ti12 = [P1A1 Ogpxan PLEY PBy |,
To12 = [ P2A2 Ogpson PaBu ],
Voo = diag{alf’TJ/F, —e 2l (o1 — 1)7, —72[p+v}
I'=[In ~L], i = [T Oauxzutpr))
Iy = [Onxan In Onx(pio) | »
To2o = diag{02nx2n, —€>** " Qa, =7’ L0 },
Ty = [S;+M; —M; + N, —S; — N; 0;],
O; = O((8=j)n-+p+o)x((2—s)n+p+o);
— | hE8; hEM, REN; BEXTPT Gy
X1 = [A1 Ay Ozpsan B By |,
= [Az A3 O2nx2n Bu |,
Gy =[C Ogeio-ipn E]",
C= [Coqxn] , E= [quzo E] )

oo = diag{Zj2, )3, 5j4, Zj5, Zj6 )
—1)I(4—94 .
— _ (=D’ 2)esh R,

=, = _e(*l)j(4*23')%’12].7

then system (11) is mean-square exponentially stable with a

Lo-gain level 4 = v+/2a€Cug /A, where ¢ = (2(ay + a)h +
In(pp2))vr + 2(aq + ag)vs.

Proof: Construct a Lyapunov—Krasovskii functional candi-
date for system (11) as

19)

where

VO = [ a8 Qe
0 t
Vi) = o /t+ g(tas)fJT(S)ijj(s)dsdv,

0 st
Vj4(t) = /41 /th g(t,s)ij(s)ijj(s)dsdv,
fi(#) = AjE(t) + AE(t — Tin (1))
+ Ejei,n(t) + wa(t)v

g(t7 S) = e(fl)j2aj(t78).

When j = 1, by using the weak infinitesimal operator £ and
the Leibniz—Newton formula of the integration form, we can get
that

E{LV} (1)} = E{-201 V] (t) + 201&] (1) Pr&a (1)
+267 () Puf(t) + 4" (2(t) DT PLDY (x(t))

(20a)
E{LV(t)} = E{—2a:, V2 (t) + €T () Q:1&(2)
—e 2 heT(t — R)QE(t — D)}, (20b)
B{LV (1) < E{ 90 V() + hfT (R (1)
— e 2l fT(s)le(s)ds}
t—h
n E{QnT(t)Sl (6() — €t — h)
-/ f(s)ds> } (200)

B{LVA (1)) < E{ o Vi) + T2 ()
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— 672041h ! fT(S)Zlf(S)dS}

t—h

+ E{Q’/]T(t)Ml (f(t) — f(t - Ti,n(t))

_ /:m(t) f(s)ds>}

+ E{QnT(t)J\H (€t — Tun(t)) — £t — B)

where 7(t)=[¢"(t) £" (t=7in(t) £ (t = h) e, (w" (£)]T.
By applying Young’s inequality and Jenson’s inequality to deal
with integral terms in (20c) and (20d), we have

(20d)

t

— 2E{771(t)51 fi(s)ds}
< he?* PE{n; (6)S1 Ry STm ()}

+ 6720(1 hE{

t
R A,

t

— 2E{771(t)M1/ fi(s)ds}

t—7; n (1)

< he* ™ ME{n ()M Zy M T (1)}

t
+e 2 hE{/ ‘ ()ff(S)Zlﬁ(s)ds},

t—Tin (t)

— 2E{n.(t)\; / fi(s)ds}

t—h
< he**  ME{n () N1 Zy P NE i ()}

et hE{ /t :ﬁ’"(t) T ()24 fl(s)ds}. 21
From (17), one can obtain
(@)D PDY(x(t) < prxa’ (Hz(t).  (22)
From (4) and (9), one can see that
el (OWe;n(t) < o1(ein(t) + &t — 1ia(t)" ¥
X (ein(t) +2(t—Tin(t).  (23)

Then, for analyzing the weighted Lo-gain performance of
system (11), we construct O(t) = yT (t)y(t) — v2w™ (t)w(t).
Combining (20a)—(23) yields

E{LVi(t) +O(t)}
< E{—20,Vi(t)[Z111 + he** "(S R{IST + My Z7 P MY
+ N1 Zy'NT) + GiGT + hXT (R + Z1) X1 ()}

Taking the Schur complement of the matrix =; < 0in (18), we
obtain

S+ he® M(SiRTST + My Z P MT + Ny ZNT)
+G1GT + hXT(Ry + Z1) X1 < 0
which implies
E{LVi(t) + 201 Vi (t) + O(t)} < 0. (24)

Using the same analysis method as mentioned in case j = 1,
along the trajectory of system (11) with j = 2, we obtain

E{LV,(t) + O(t)}
< E{20é2‘/2(t) + 772(t)[5211 + h(SgRngQT + M2Z51Mg
+ NQZ;lN;) + GQGg + hXQT(RQ + ZQ)XQ]T]Q(t)}

where  m(t) = [€7(t) €7 (t —Tin(t)) €7 (t—h) w" ()],
Invoking =5 < 0 1in (18), we deduce that
E{LVa(t) — 202Va(t) + O(t)} < 0. (25)

Furthermore, we choose a piecewise Lyapunov functional as
follows:

V(t) _ ‘/1<t); te Hl,ny
Vg(t), te ’H27n.

By (24) and (25) with @(t) = 0(g+)x1, there holds

e—2a1(t—dn)E{‘/1(dn)}, t S Hl,n7
e202(t=dn=s)B{Vy(d, + s,)}, t € Ho .
(26)

E{V()} < {

Let ¢ = %" with § = 2(a + ). In what follows, we first
analyze the weighted L,-gain performance of system (11). For
any nonzero w(t), two cases are considered as follows:

Case 1:1f t € Hy ., it follows from (15), (16), and (24) that

E{V(t)}

t
< e—2a1(t—dn)E{V1(dn)}_/ e 2= E(O)(s)}ds
dn

t

< e 2BV} — [ e O IB(O(s) s
dn

S Iulze*zal(t*(dn,1+sn,1))+5(dn7(dn,1+8n71))

X E{VQ(dn,1 + Snfl)}

dn,
s /
dp-1+8n-1

— /t e’2a1(t’s)E{9(s)}ds

dn

6720‘1 (tfs)+5(dnfs)E{@(8)}dS

< e 2eat+r(t0) 1 (0) — V(1)

27

Authorized licensed use limited to: Cornell University Library. Downloaded on May 23,2021 at 20:27:28 UTC from IEEE Xplore. Restrictions apply.



164 IEEE TRANSACTIONS ON CONTROL OF NETWORK SYSTEMS, VOL. 8, NO. 1, MARCH 2021

where

Vi) =p2 Y
k=1

dp
6720‘1 (tfs)-i-r(t,s)E{@(S)}dS
dg-1+Sk-1

n=l edy+sy
+Z/ 6_2“1(t_s)"”"(t’s)E{@(s)}ds
k=0 " dx

t
+ / e 2= E{O(s)}ds (28)
dn

and r(t, s) = n(t, s) In(eprp2) + 0|II(¢, s)|. Under zero initial
condition, from (27), we have V; (¢) < 0. By virtue of Assump-
tions 1 and 2, we obtain

t
Vi (t) < poef / e =g (5)w(s)ds (29)
0

where Vi 5 (t) is obtained from V() by replacing O(s) with
w” (s)w(s). On the other hand, we know

t
Vi () > / e 201ty (5)y(s)ds (30)
0

where V) ,(t) is obtained from V) (t) by replacing ©(s) with
yT'(s)y(s). Then, it follows from (29) and (30) that:

| e B ) s

0
¢

< 72ugec/ e )57 (5)w(s)ds. 31)
0

The integration of both sides of (31) from ¢ = 0 to oo yields

/ T 2By (s)y(s) s < 72 / T (s)(s)ds. (32)
0 0

Case 2: If t € Hs ,,, by similar procedures as in Case 1, it can
be derived that

E{V(t)} < e 0OV (0)/up = Va(t).  (33)
where
1 <& di+sk
Vi) == > [ eI B o) s
H2 =0 Jdx
—|—Z/ 6720‘1(tfs)J”“(t’s)E{@(s)}ds
=1V dk-1+SK-1

t
+ / 6_2(“(t_s)+r(t’s)E{@(s)}ds.
dp+5sn

By similar procedure used in Case 1, we can obtain (32).
Therefore, it can be concluded that the system (11) possesses
a weighted Lo-gain level 7.

Next, the exponential stability of the system (11) will be
proven in a disturbance-free situation based on the above dis-
cussion. For Case 1 (¢ € H1 ), using (27) and Assumptions 1
and 2 yields

E{V(t)} <e‘e*Vi(0). (34)

For Case 2 (t € Ha ), applying (33) and Assumptions 1 and
2, we have
1
E{V(t)} < —ee *V1(0). (35)
2
Let dl - minje{lﬂ}{)"min(Pj)}s d2 - maxje{l,Q}{kmax(Pj)},
andds = do + himax(Q1) + %kmax(Rl + Z1). By the defini-

tion of functional V; (¢) in (19), we know that there exists a scalar
© > 1 such that

E{V(t)} > diE{||¢(1)[I*}, V1(0) < Odsl¢ll7.  (36)

Combining (34), (35), and (36) yields

Bl < 28 jol .
1
Therefore, system (11) with @w(t) = 0(,4v)x1 is mean-square
exponentially stable, which completes the proof. |

Note that Theorem 1 provides sufficient conditions for system
(11) to realize the mean-square exponential stability with a
weighted Lo-gain performance level. Based on Theorem 1, we
can conclude the following result to implement the joint-design
of observer gain L in (3), weighting matrix ¥ in (6), and control
gain K in (7).

Theorem 2: Assume thaty > 0, x > 0,¢; > 0,p; >0 (j =
1,2) are known. For scalars o1 € [0,1), Tpy > 0, Tpe > 1,
a; >0, u; >1(j=1,2) and h > 0 satisfying (14), if there
exist matrices ¥ > 0, P; > 0,Q; >0,R; > 0,7; >0,J >0,
S;, M;,N; (j =1,2), L, W and U with appropriate dimensions
such that (15), (17), and the following LMIs hold:

‘:;1 + (CJETJEZ 5iTUTBTB 0(15n+p+v)><n

* He{—BTBW} BTPf’i —-WTBT | <0
* * —J
(37)
:;2 _ [:211 :;212] <0 (38)
* D222

where gl = [0n><2n In _In 0n><2n In 0n><(8n+p+v)]» 52T =
(In Onx(i2n4ptv) In Onxn), Pr = diag{Pi1, P2}, P> =
diag{ P21, P12}, Z, and =, are obtained from =; and =
by replacing P11 BK, P1oLC, —P;(R; + Z;)~' P; with BU,
LC, —2¢,P; + €2(R; + Zj), then system (11) is mean-square
exponentially stable with a weighted Lo-gain. Furthermore,
observer gain matrix L and control gain matrix K are obtained
as L= Pt Land K = W~'U.

Proof: By Schur complement and Lemma 2 in [23], condition
(37) can be rewritten as

[él +&7J& EMUTBTB (39)

* A33 :| <0
where As3=He{—BT BW}+ A3, A33=(P11B—BW)TJ !
(P11 B — BW). Applying Lemma 2 in [23], one has

{51 +&ETJ& ElT(WlU)T]
o <0.
* —Ags
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u(r)

»
\

Figure 3.
system.

Schematic diagram of the mass-spring-damper mechanical

Using Schur complement, we have
2+ &858+ Fow )T (B - BW) gt
x (P B—BW)WUE& <0

which yields

2| + He{& (P B — BW)W™UE Y < 0. (40)
Since  ((R1 + Zl)i%Pl —v1(Ry + Zl)%)T((R1 + Z1)7%P1
—v1(Ry + Z1)%) > 0, it is clear that

7P1(R1 -+ 21)71P1 S 72'01P1 +U%(R1 -+ Zl)

(41)

Define L = P2l and U = W K. Based on (40) and (41), con-
dition (18) with j = 1 can be guaranteed. Similarly, based on
(38) and (41), condition (18) with j = 2 holds. This ends the
proof. ]

Remark 3: The optimal performance level v.,;, can be ob-
tained by solving the following minimization problem:

~Ymin = min{vy|y satisfying LMIs (37) and (38)}.  (42)

Remark 4: 1t should be mentioned that Theorem 2 gives an
LMI-based solution to co-design the observer, the event trigger,
and the controller for the stochastic NCS under aperiodic DoS
attacks. Note that the nonlinear terms in Theorem 1 cannot be
dealt with effectively by the congruent transformation presented
in most existing literature. In this article, a new method is
introduced to eliminate the coupling terms in Theorem 1. As a
result, Theorem 2 is deduced and gain matrices L, ¥, and K can
be calculated simultaneously. The proposed decoupled method
can also be applied to handle the nonlinear matrix inequality in
[22, Theor. 7] when gain matrices are not known in advance.

V. AN ILLUSTRATIVE EXAMPLE

In this section, a mass-spring-damper mechanical system (see
Fig. 3) is used to illustrate the effectiveness and applicability of
the proposed approaches. According to Newton’s second law,
the dynamic equation is governed by

mzZ(t) + cz(t) + kz(t) = u(t)

where m, z(t), ¢, k, and u(t) is the mass, the displacement, the
damping coefficient, the spring stiffness and the external force,
respectively. By introducing 21 (t) = z(t) and 22(t) = £(t), one

—— E{[jz(1)I[*}
DoS

E{[lz(®)]1*}

0 5 10 15 20
Times[sec]

Figure 4. Trajectory of E{||z(¢)||?}.

has

{:‘m(t) = 25(t), 43)

io(t) = =Lz (t) — Saa(t) + Lu(t).

Let 2(t) = [21(t) 22(t)]T, m = 2, k = ¢ = 4, system (43) can
be transformed into (1) with

a= ]88 ]m= 8] =[]

0.4 0 1" 2
p=[Wou) o= o) o=[A]

The w(t) in (1) is taken as a zero-mean Wiener process
with ¢ (z(t)) = 1.5||(t)|| sin(z(¢)). Then, it can be confirmed
that x = 2.25. Choose Tp1 =2, Tpo =2, a1 =0.2, a9 =
0.1, 41 = po = 1.02and h = 0.1 5. According to (14), we know
that A = 0.0502. By Assumptions 1 and 2, it can be obtained
that the allowable maximum values of attack frequency and
duration are TQ—SI =10 Hz and Tz—gz = 10 s. We assume that
attack frequency n(t,0) = 8 and attack duration |II(¢,0)| = 8 s.
The corresponding aperiodic DoS attacks are depicted in Fig. 4
(or Figs. 6-8). Set 0y = 0.35, 01 = 0.4, v1 = v = 8§, p1 = 30,
p2 = 40 and v = 1. By solving LMIs (37) and (38) in Theorem
2, matrices ¥, K and L are obtained as

v [0.5990 0.9742

0.9742 5.3704} , K =[—-0.0116 —0.1278]

L= [24990 —2.8125]" .

The evolution of E{||x(t)||?}, the relationship between the
releasing instants and the inner-event intervals under event-
triggered scheme (6) with k1 = 0.1 and Ko = 1, system state
x(t), observer state #(t) and control input u(¢) are shown in
Figs. 4-8, respectively. From Figs. 4 and 6, it can be seen that
the mass-spring-damper mechanical system is stabilized by the
designed controller. Results in Fig. 5 indicate that the proposed
event-triggered scheme can eliminate the adverse effects of
aperiodic DoS attacks while reducing the amount of transmitted
data. Compared with the resultin [12], the number of transmitted
data packets generated by our proposed event-triggered scheme
(6) is declined by 7.
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25

—© trigger instant

o]

The release instants and release interval

JIiIn;

5 10 15 20
Times[sec]

Figure 5. Releasing instants and intervals.
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Figure 6. State responses z(t).
2w
151
1
0.5
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-0.5
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15}
- || ‘
0 5 10 15 20
Times[sec]
Figure 7.  State estimations z(t).

Next, we will evaluate the weighted Lo-gain performance of
the closed-loop control system. The external disturbance is given
as
w(t) = cos(t), t € [0, 8],

0, else.

By a simple calculation, we achieve that

Jo~ e yT(s)y(s)d
Jo~ @™ (s)w(s)ds

"~ 0.6938 < 5 — 2.8229  (44)

04— —— : —
u(t)
0.35F DosS ||

Control input

5 10 15 20
Times[sec]

Figure 8.  Control input u(t).

TABLE |
OBTAINED 7ypnin WITH DIFFERENT VALUES OF o

o1 0.1 0.25 0.4 0.55
Ymin 0.8475 0.8558 0.8581 0.8584
TABLE Il

OBTAINED ~nin, WITH DIFFERENT VALUES OF A

h 0.02
0.7667

0.05 0.1
0.7966 0.8581

0.12
0.8892

Ymin

which indicates that conditions in Theorem 2 ensure the required
degree of disturbance attenuation and further demonstrates that
our proposed approaches are effective.

By setting different event-triggered threshold oy, the min-
imum Ls-gain performance level can be estimated by solv-
ing optimization problem (42). The relation between o; and
Ymin 18 revealed in Table I , from which we can observe that
Ymin becomes smaller with the decreasing of 1. Moreover, by
Theorem 2 and Remark 3, one can discover the link between
the sampling period h and the admissible smallest value of ~.
As can be seen from Table II, a smaller h will lead to a better
system performance.

V. CONCLUSION

This article has addressed the resilient controller design prob-
lem for stochastic NCSs by considering aperiodic DoS jamming
attacks at communication channels. An observer-based adaptive
event generator was proposed and adopted to reduce the utiliza-
tion of communication resources while alleviating the impact
of aperiodic DoS attacks. A secure controller was designed
and implemented to guarantee the resulting switched system
to be mean-square exponentially stable with a desired L,-gain
performance level. A co-design criterion of the observer, the
controller, and the event-triggered parameters were provided.
The availability and advantages of the new design techniquesin a
mass-spring-damper mechanical system were verified. Based on
our current work, further investigation will focus on distributed
NCSs and networked interconnected systems.
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