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Abstract — The present-day world has become all dependent
on cyberspace for every aspect of daily living. The use of
cyberspace is rising with each passing day. The world is spending
more time on the Internet than ever before. As a result, the risks
of cyber threats and cybercrimes are increasing. The term 'cyber
threat' is referred to as the illegal activity performed using the
Internet. Cybercriminals are changing their techniques with
time to pass through the wall of protection. Conventional
techniques are not capable of detecting zero-day attacks and
sophisticated attacks. Thus far, heaps of machine learning
techniques have been developed to detect the cybercrimes and
battle against cyber threats. The objective of this research work
is to present the evaluation of some of the widely used machine
learning techniques used to detect some of the most threatening
cyber threats to the cyberspace. Three primary machine learning
techniques are mainly investigated, including deep belief
network, decision tree and support vector machine. We have
presented a brief exploration to gauge the performance of these
machine learning techniques in the spam detection, intrusion
detection and malware detection based on frequently used and
benchmark datasets.
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I. INTRODUCTION

The cyberspace refers to the global environment that
facilitates the sharing of electronic resources from all over the
world. Resources can be an electronic document, audio, video,
image, and tweet. The cyberspace incorporates a wide range
of components, including the Internet, technically skilled
users, system resources, data and untrained users. The
cyberspace is providing a global arena to infinitely gain access
to information and resources. At present, the cyberspace is
playing the leading role in data transfer and information
exchange with all its vastly growing losses and gains. After
2017 the cyberspace gained more popularity. Internet usage
has risen 81% in developed countries and still growing all
over the globe [1]. The elevating cyberspace has also given
rise to the risks of cybercrimes and cyber threats.

With the growing range of cyber threats, cyber security has
also made a considerable number of enhancements to compete
against cybercrimes. The cyber security refers to a set of
technologies, technology experts and processes that are used
to make safety measures to protect the cyberspace from
cybercriminals [2]. There are two main approaches of cyber
security, i.e., conventional cyber security and automated cyber
security. There are numerous downsides of conventional cyber
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security which contributes to strengthening cybercrimes,
including unqualified users, the weak configuration of system
resources and limited access to clean data [3]. The future of
cyber security is all about automated cyber security. Advanced
and automated cyber security techniques are highly needed.
They possess the ability to learn from experience to detect
new polymorphic cyberattacks to keep pace with the evolving
cybercrimes [4].

The cyber threat is an act in which someone will try or
attend to steal the information, violate the integrity rules and
harm the computing device or network. Cyber threats include
phishing, malware, attack on IoT devices, denial of service
attack, spam, intrusion on network or mobile device, financial
fraud, ransomware, to name a few [5, 6]. Malware detection,
intrusion detection and spam detection are discussed in this

paper.

An email that is unwanted or unsolicited is called spam
email. Spam emails are mostly used for advertisement or
spreading fraudulent material. It occupies the network and
computer resources such as the bandwidth of network,
memory and wastage of time [7]. Another cyber threat is
malware. Malware, as a short for malicious software, is a
software that is installed on a computer to disrupt its operation
and harm the electronic data. Viruses, worms, ransomware,
adware, spyware, malvertising, and Trojan horse are
considered as significant types of malware [8]. Malign
intrusions over the computer network and devices are another
cyber threat to cyberspace. These intrusions are used to
identify and scan the vulnerabilities of a network or computer
system. An intrusion detection system (IDS) is used to protect
against these intrusions. There are three classifications of
intrusions, namely, signature/misuse-based, anomaly-based
and hybrid [9, 10].

Machine learning (ML) is the most effective and
fundamental strategy to compete against cyber threats and
overcome the limitations of conventional security systems
[11]. Despite having all its charms, machine learning
techniques have their constraints and limitations. Machine
learning is a subclass of artificial intelligence (AI) [12]. The
fascinating quality of machine learning techniques is that
machine learning techniques do not need to be explicitly
programmed as they can automatically learn from their
experience to generate the results [13].

On the strength of all the benefits of machine learning
techniques, ML techniques are expanding their scope in
almost every area of life, including cyber security [14],
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medical science [15, 16], educational purposes [17, 18],
intrusion detection [19, 20], spam detection [21, 22] and
malware detection [23]. Almost all famous machine learning
techniques have been applied to detect and classify different
cyber threats. Commonly used machine learning techniques
are decision tree, random forest, naive Bayes, support vector
machine, K-nearest neighbor, deep belief network, artificial
neural network, K-mean, to name a few [24, 25]. However, we
have considered the decision tree, deep belief network, and
support vector machine techniques for this article. We have
provided a comparison of machine learning techniques based
on frequently used and benchmark datasets.

II. LITERATURE REVIEW

Authors in [26] analyzed the applications of widely used
machine learning techniques to protect the cyberspace from
cybercriminals. The authors also depicted various obstacles
faced during the implementation of machine learning
techniques. The work concluded that although the machine
learning techniques are expanding various ways to protect
cyberspace against cybercriminals, still there is an immense
number of advancements needed to protect the classifiers from
adversarial attacks. Machine learning classifiers themselves
are incredibly vulnerable to cyber threats and adversarial
attacks.

Authors in [27] bestowed a brief review of several
publications related to the implementation of machine learning
models to enhance cyber security. They addressed some
commonly faced barriers to machine learning techniques in
finding appropriate datasets with most efficient applicability
for a specific security problem.

Authors in [28] presented a brief performance comparison
of different machine learning techniques, specifically in
anomaly detection. They gauged the performance efficiency of
feature selection in ML for IDS. They claimed that the
convolutional neural network (CNN) classifier is an underused
classifier and it could have brought vast advancements in
cyber security if it was used to its full potential.

Authors in [29] analyzed the role of various machine
learning techniques in spam detection, malware detection and
intrusion detection. They claimed that there is no machine
learning technique that is not vulnerable to cyberattacks.
Every machine learning technique is still struggling to keep a
pace with continuously upgrading cybercrimes.

Authors in [30] proposed a novel machine learning
technique for spam detection in text messages using content-
based features. They concluded that the proposed averaged
neural network and content-based feature selection outplayed
most of the recent machine learning techniques in terms of
accuracy on the same dataset. Authors in [31] stated that the
signature-based classification techniques generate results with
high error rates when it comes to mobile malware detection.
They proposed an image-based deep learning technique for
mobile malware detection, aiming to demonstrate the
discrimination between the family of malicious attributes and
the legitimate attributes by obtaining grey-scale images.

Authors in [32] came up with a statistical semi-supervised
machine learning technique for intrusion detection in Android
mobile devices. The increase in data traffic will also give rise
to cybercrimes. Consequently, to protect Android mobile
devices against advanced cybercrimes, more advanced
machine learning techniques are needed to be developed to
detect malicious activities.

In this paper, we have provided a comprehensive review of
widely used machine learning techniques to gauge the
performance of machine learning techniques to detect some
widely known cybercrimes. We have analyzed three widely
used machine learning techniques, namely: decision tree, deep
belief network and support vector machine. Most of the
review articles only focused on a particular threat. However,
we have considered three major cyber threats. An intrusion
detection, spam detection and malware detection are
considered for this study. We have provided a comprehensive
comparison to see the performance of each classifier based on
frequently wused datasets. We have mentioned the
computational complexity of each classifier. The following
section will discuss the fundamentals of machine learning, an
overview of considered classifiers and evaluation criteria to
evaluate the performance of a classifier. The discussion
section will discuss cyber threats and provide the performance
evaluation in the form of accuracy, recall and precision.
Lastly, the conclusion section will conclude the study.

III. FUNDAMENTALS OF MACHINE LEARNING

Artificial intelligence is a branch of computer science based
on simulation of the human brain by an artificial entity to
automate a necessary process. Machine learning is a sub-
branch of Al It achieves a specific goal by using the results
from experience without explicitly being programmed. Hence
machine learning does not require to be fed explicitly with data
[33]. There are three sub-branches of machine learning,
namely, supervised learning, unsupervised learning and semi-
supervised learning. In supervised learning, the targeted
class/label is known in advance, whereas the targeted classes
are unknown in unsupervised learning. Unsupervised learning
divides the data into different clusters based on the similarity
between data objects. Semi-supervised learning combines
characteristics of both: supervised learning and unsupervised
learning.

Decision tree, random forest, naive Bayes, support vector
machine, K-nearest neighbour, deep belief network, artificial
neural network, K-mean are widely used learning techniques to
detect cyber threats. We have considered three techniques that
are decision tree, deep belief network, and support vector
machine. We have briefly described each technique below.

A deep belief network (DBN) is a complex representation
of middle layers of Restricted Boltzmann Machine (RBM).
Deep belief network follows a greedy approach. Every layer
communicates with the previous layer and the next layer. In
each layer of the deep belief network, the nodes do not
communicate laterally with other nodes. In a deep belief
network, every layer is assigned with both input and output
tasks, excluding the first layer and the last layer. The end layer
is the classifier layer. The computation complexity of DBN is
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O((ntN)k) where k is the number of iterations, n represents the
number of records, and N is the number of parameters in DBN
[34].

Decision tree (DT) is a supervised machine learning
technique. The main components of a decision tree are nodes,
paths and leaf nodes. A node can be a root node or an
intermediate node. Decision tree follows the if-then rule to find
the best suitable root node at each level. Leaf node or terminal
node is an ending node. The decision class is denoted by the
leaf node [35]. The time complexity of DT is O(mn?) where n
represents the number of instances and m shows the number of
attributes [36, 37].

TABLE L. CONFUSION MATRIX

Predicted as Predicted as
Normal Attack
Actual Labeling as T F
Normal Positive Negative
Actual Labeling as Fo. T
Attack Positive Negative

Support vector machine (SVM) is another widely used
supervised machine learning model. SVM works to find
hyperplane with most suitable dataset distribution by
classifying the data into two classes on both sides of the
hyperplane. Both sides of the hyperplane donate a separate
class. The class of every data point depends on the side of the
hyperplane it lands. Support vector machine has a high
consumption of space and time to handle larger and noisier
datasets [25]. The computational complexity of SVM is O(n?)
where n represents the number of instances [38, 39].

A matrix that is used to evaluate the performance of
machine learning classifier is called a confusion matrix [40], as
depicted in Table 1. Tpesiive means the number of normal
instances that are correctly classified as normal. Tnegative means
the number of attack instances that are correctly classified as an
attack. Fnegative means the number of normal instances that are
misclassified as an attack. Fpositive means the number of attack
instances that are misclassified as normal.

Precision

The precision is a percentage of the total number of
positive instances classified to the total number of positive
instances.

PreCISlon: Thositive / (TPosmve + FPosluve) (1)

Error Rate

The error rate (ERate) is a percentage of the total number
of misclassified instances to all instances of the dataset.

ERate = (Frositive + Fregative)’ (Tnegative T Frositive T Fregative T Trosisive)  (2)

Recall

The recall is a percentage of correctly classified positive
instances to the total number of positive instances classified in
the dataset.

Recall = TPosluve / (TPosmve + FNegauve) (3)

IV. DISCUSSION AND PERFORMANCE EVALAUTION

There is a wide range of cybercrimes that try to breach the
privacy of user’s data daily on a computer network or mobile
devices. An extensive range of machine learning techniques
have been developed to battle against cybercrimes. However
those techniques are still lagging a step behind as compared to
cybercrimes. In our review, we have mainly focused on the
detection of three cardinal cyber threats, namely: IDS, malware
detection and spam detection. We have considered three
learning models that are decision tree, support vector machine,
and deep belief network. Datasets play an important role in
completing all the significant tasks as the results are all
dependent on the type and size of the dataset. The diversity of
the dataset helped to evaluate the performance of the classifier
in the training and testing phases. Real-time and diverse
datasets produce better results than a customized dataset. In
this review, we have considered frequently used and
benchmark datasets that are KDD CUP 99 [41], Spambase
[42], Twitter dataset [43], Enron [44], NSL-KDD [45],
DARPA [46], and malware datasets [47]. We have compared
the performance of the machine learning models on detecting
these cyber threats.

TABLE II. PERFORMANCE RESULTS OF SPAM DETECTION USING MACHINE LEARNING MODELS

Cyber Learnin Published . Performance Results
lelreat Modelg Dataset Reference Year Sub-Domain Precision | Accuracy Recall
Support Spambase [48] 2011 Email Spam 93.12 % 96.90 % 95.00 %
Vcor 50— T301¢ | Sam Twems | 979104 [ ox 149 [ ontive
. . pam Tweets . 0 . o . o
Machine | Twitter Dataset [51] 2015 Spam Tweets 9520% | 93.60 %
Enron [52] 2016 Email Spam 98.00 % 96.00 % 94.00 %
Spam Decision [52] 2016 Email Spam 98.00 % 96.00 % 94.00 %
Detection Tree Spamb [53] 2014 Email Spam 91.51 % 92.08 % 88.08 %
pambase [54] 2014 Email Spam - 9427% | 91.02%
Enron [55] 2016 Email Spam 96.49 % 95.86 % 95.61 %
DBN [56] 2016 Email Spam 98.39 % 97.50 % 98.02 %
Spambase [57] 2007 Email Spam 94.94 % 97.43 % 96.47 %
[58] 2018 Email Spam 96.00 % 89.20 % -
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We have taken accuracy, recall and precision as evaluation
factors to measure the performance of classification models.
Table 2, Table 3, and Table 4 present the performance of three
learning models for spam detection, malware detection, and
intrusion detection, respectively. Cyber Threat and Learning
Model columns are self-explanatory. Dataset column shows the
frequently used and benchmark dataset for each particular
threat. Reference column depicts the citation of specific paper
that shows the evaluation results. Values for the sub-domain
column is different for each cyber threat. Performance results
column shows the performance results of each cited article.
Following sub-sections will present the discussion on each
cyber threat.

A.  Spam Detection

Spam is a threat to computer and network resources. It is a
term used for an unwanted message. Spam can be in different
mediums. It can be in the form of text messages, images and
videos on mobile devices [59]. Spam tweets and spam emails
are the mediums that are mostly used over the computing
devices and network. Spam messages consume a lot of network
resources, such as bandwidth. Spam emails in the form of
unnecessary advertisements consume a lot of time. Machine
learning techniques have been applied in the literature to
distinguish between a genuine email and a spam email, as
shown in Table 2. SVM and DT have shown a good accuracy
of 96.90 % [48]. However, DBN has outperformed with a

precision value of 98.39 % using Enron dataset [56]. DBN also
outperformed in terms of recall and precision over SVM and
DT. On Spambase dataset, SVM performed better than DT
with an accuracy of 96.90 % [48]. Using Enron dataset, the
decision tree has shown better precision than SVM and similar
precision to DBN [52]. It is apparent from Table 2 that DBN
has performed better than other learning models for these
particular datasets. Based on the above evaluation metrics, the
authors recommend using DBN for spam detection.

B. Intrusion Detection

Malign intrusions over the computer network and devices
are another cyber threat to cyberspace. These intrusions are
used to identify the vulnerabilities of a network [60]. Intrusions
identify the weakness within a computer system for further
attacks. An intrusion detection system is used to protect against
these intrusions. There are three classifications of intrusions,
namely, signature/misuse-based, anomaly-based and hybrid
[61]. The intrusions can be detected on the network or a host
computer. Conventional techniques are unable to cope with the
pace to detect intrusions. Commonly used datasets are DARPA
and KDD versions. However, these datasets are older for more
than fifteen years. Table 3 presents the evaluation results of
intrusion detection. DBN performed better than SVM and DT
in terms of accuracy. DBN has shown better accuracy results of
96.70 % using NSL-KDD dataset [62].

TABLE III. PERFORMANCE RESULTS OF INTRUSION DETECTION SYSTEM USING MACHINE LEARNING MODELS

Cyber Learning Published . Performance Results
Threat Model Dataset Reference Year Sub-Domain Precision Accuracy Recall
S NSL-KDD [63] 2019 Anomaly-Based - 89.70 % -
\l,fg;f [41] 2014 Hybrid-Based | 74.00 % 8237 % 82.00 %
Machine DARPA [64] 2007 Hybrid-Based - 69.80 % -
[65] 2014 Anomaly-Based - 95.11 % -
Intrusi Decisi KDD [66] 2018 Misuse-Based - 99.96 % -
Dr;g:t‘i‘;i "TCr‘Zg’“ [67] 2017 Hybrid-Based - 86.29% | 78.00 %
NSL-KDD [68] 2019 Hybrid-Based - 93.40 % -
[69] 2017 Hybrid-Based 91.15% 90.30 % 90.31 %
KDD [61] 2015 Anomaly-Based - 97.50 % -
DBN NSL-KDD [62] 2015 Hybrid-Based 97.90 % 96.70 % -
7 7 Anomaly-Base . o . () 5. o
0 201 ly d | 88.60 % 90.40 % 95.30 %
TABLE IV. PERFORMANCE RESULTS OF MALWARE DETECTION USING MACHINE LEARNING MODELS
Cyber Learning Published . Performance Results
Threat Model Dataset Reference Year Sub-Domain Precision | Accuracy Recall
[71] 2017 Static - 94.37 % -
S\;‘fg‘;‘: Malware Dataset [72] 2013 Dynamic - 95.00 % -
Machine [73] 2015 Dynamic - 97.10 % -
Enron [52] 2016 Static 84.74 % 91.00 % 100 %
. Custom [74] 2016 Static 99.40 % 99.90 % -
Malware Decision 73] 2017 Stati 270 %
Detection Tree atic - Al -
Malware Dataset [76] 2014 Static 97.90 % - 96.70 %
Custom [77] 2016 Dynamic 78.08 % 71.00 % 59.09 %
DEN usto [77] 2016 Static 83.00 % 89.03% | 98.18%
KDD CUP99 [77] 2016 Hybrid 95.77 % 96.76 % 97.84 %
[78] 2015 Hybrid - 91.40 % 95.34 %
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However, the decision tree has shown outstanding
accuracy of 99.96 % and better than DBN and SVM using
KDD dataset [66]. The decision tree has shown the best
efficiency among the learning classifiers of 99.96 %
regardless of the dataset [66]. DBN has reported the best
recall and precision values of 9530 % and 97.90 %,
respectively [62, 70]. Based on the considered articles, the
decision tree is recommended as the best learning classifier
for intrusion detection, as depicted in Table 3.

C.  Malware detection

Malware, short for malicious software, is a software that
is installed on a computer to disrupt its operation and harm
the electronic data. Viruses, worms, ransomware, adware,
spyware, malvertising, and Trojan horse are considered as
significant types of malware [79]. Malware interrupts the
normal flow of computer operations. With a growing pace of
usage of computing and mobile devices, the cybercriminal is
finding it easy to compromise the integrity of data. Malware
also disrupts the availability of computer and network
resources. Machine learning techniques are being used to
detect malware. The performance of each learning classifier
is depicted in Table 4. Static detection is a sub-domain of
malware detection in which applications are tested for
malware without executing them. However, in dynamic
detection, the applications or software are tested by
executing them. Hybrid detection is a mixture of both static
and dynamic detection [80]. The decision tree has shown
overall best accuracy of 99.90 % on custom data collected by
the author [74]. However, on a malware dataset, SVM
performed better than decision tree in terms of accuracy.
SVM reported the best recall value of 100% [52]. SVM is
recommended based upon the cited papers to detect and
classify applications from malware.

V. CONCLUSION

Cyber threats are increasing at a growing pace. The
conventional security techniques are not capable enough of
coping with these threats. Machine learning techniques are
being applied to overcome the limitations of conventional
security systems. Machine learning techniques are playing
their role at both ends: at defender-end and attacker-end. We
have presented a performance comparison of three learning
models to detect and classify the intrusion, spam and
malware. We have considered frequently used and
benchmark datasets to compare the evaluation results in
terms of recall, precision, and accuracy. In the previous
section, we have discussed and concluded that we cannot
recommend a particular learning technique for every cyber
threat detection. Different learning models are being used for
specific different cyber threats. On the other hand, there is a
vast number of authors who have worked to highlight the
constraints faced by machine learning techniques. We have
observed and suggested that there is a dare need of latest
benchmark dataset to test the latest advancement in the field
of machine learning for cyber threat detection. Available
datasets lack in terms of diversity and sophisticated attacks
and contain missing values. There is a need for specific and
customized learning models specifically designed for

security purposes. In future, we will focus on analyzing more
learning techniques for cyber threat detection.

REFERENCES

[1] "ICT Facts and Figures 2017." Telecommunication Development
Bureau,International Telecommunication Union (ITU), Technical Report.
https://www.itu.int/en/ITU-D/Statistics/Pages/facts/default.aspx (accessed
October 09, 2019).

[2] "What is Cyber-Security?" https://www.kaspersky.com.au/resource-
center/definitions/what-is-cyber-security (accessed January 11, 2020).

[3] F. Farahmand, S. B. Navathe, P. H. Enslow, and G. P. Sharp, "Managing
vulnerabilities of information systems to security incidents," in Proceedings of
the 5th international conference on Electronic commerce, 2003: ACM, pp. 348-
354.

[4] P. Szor, The Art of Computer Virus Research and Defense: ART COMP VIRUS
RES DEFENSE _pl. Pearson Education, 2005.

[5] M. Jump, "Fighting Cyberthreats with Technology Solutions," Biomedical
instrumentation & technology, vol. 53, no. 1, pp. 38-43, 2019.

[6] N. Kostyuk and C. Wayne, "Communicating Cybersecurity: Citizen Risk
Perception of Cyber Threats," 2019.

[71 A. K. Jain, D. Goel, S. Agarwal, Y. Singh, and G. Bajaj, "Predicting Spam
Messages Using Back Propagation Neural Network," Wireless Personal
Communications, vol. 110, no. 1, pp. 403-422, 2020.

[8] "Malware Types and Classifications." https://www.lastline.com/blog/malware-
types-and-classifications/ (accessed April 18,2020).

[9] N. Sultana, N. Chilamkurti, W. Peng, and R. Alhadad, "Survey on SDN based
network intrusion detection system using machine learning approaches," Peer-to-
Peer Networking and Applications, vol. 12, no. 2, pp. 493-501, 2019.

[10] M. Pradhan, C. K. Nayak, and S. K. Pradhan, "Intrusion Detection System (IDS)
and Their Types," in Securing the Internet of Things: Concepts, Methodologies,
Tools, and Applications: 1GI Global, 2020, pp. 481-497.

[11] 1. Firdausi, A. Erwin, and A. S. Nugroho, "Analysis of machine learning
techniques used in behavior-based malware detection," in 2010 second
international — conference on advances in computing, control, and
telecommunication technologies, 2010: IEEE, pp. 201-203.

[12] A. V. Joshi, Machine Learning and Artificial Intelligence. Springer, 2020.

[13] D. Michie, D. J. Spiegelhalter, and C. Taylor, "Machine learning," Neural and
Statistical Classification, vol. 13, 1994.

[14] K. Shaukat, A. Rubab, I. Shehzadi, and R. Igbal, "A Socio-Technological
analysis of Cyber Crime and Cyber Security in Pakistan," Transylvanian Review,
vol. 1, no. 3, 2017.

[15] K. Shaukat, N. Masood, A. B. Shafaat, K. Jabbar, H. Shabbir, and S. Shabbir,
"Dengue fever in perspective of clustering algorithms," arXiv preprint
arXiv:1511.07353, 2015.

[16] K. Shaukat, N. Masood, S. Mehreen, and U. Azmeen, "Dengue fever prediction:
A data mining problem," Journal of Data Mining in Genomics & Proteomics,
vol. 2015, 2015.

[17] K. Shaukat, I. Nawaz, and S. Zaheer, Students Performance: A Data Mining
Perspective. LAP Lambert Academic Publishing, 2017.

[18] K. Shaukat, 1. Nawaz, S. Aslam, S. Zaheer, and U. Shaukat, "Student's
performance in the context of data mining," in 2016 19th International Multi-
Topic Conference (INMIC), 2016: IEEE, pp. 1-8.

[19] S. Dey, Q. Ye, and S. Sampalli, "A machine learning based intrusion detection
scheme for data fusion in mobile clouds involving heterogeneous client
networks," Information Fusion, vol. 49, pp. 205-215, 2019.

[20] B. Geluvaraj, P. Satwik, and T. A. Kumar, "The future of cybersecurity: Major
role of artificial intelligence, machine learning, and deep learning in cyberspace,"
in International Conference on Computer Networks and Communication
Technologies, 2019: Springer, pp. 739-747.

[21] A. A. Alurkar ef al., "A Comparative Analysis and Discussion of Email Spam
Classification Methods Using Machine Learning Techniques," Applied Machine
Learning for Smart Data Analysis, p. 185,2019.

[22] E. G. Dada, J. S. Bassi, H. Chiroma, A. O. Adetunmbi, and O. E. Ajibuwa,
"Machine learning for email spam filtering: review, approaches and open
research problems," Heliyon, vol. 5, no. 6, p. 01802, 2019.

[23] P. Jain, "Machine Learning versus Deep Learning for Malware Detection," 2019.

[24] P. Thiyagarajan, "A Review on Cyber Security Mechanisms Using Machine and
Deep Learning Algorithms," in Handbook of Research on Machine and Deep
Learning Applications for Cyber Security: IGI Global, 2020, pp. 23-41.

[25] S. S. Iyer and S. Rajagopal, "Applications of Machine Learning in Cyber
Security Domain," in Handbook of Research on Machine and Deep Learning
Applications for Cyber Security: IGI Global, 2020, pp. 64-82.

[26] V. Ford and A. Siraj, "Applications of machine learning in cyber security," in
Proceedings of the 27th International Conference on Computer Applications in
Industry and Engineering, 2014.

[27] H. Jiang, J. Nagra, and P. Ahammad, "Sok: Applying machine learning in
security-a survey," arXiv preprint arXiv:1611.03186, 2016.

[28] E. Hodo, X. Bellekens, A. Hamilton, C. Tachtatzis, and R. Atkinson, "Shallow
and deep networks intrusion detection system: A taxonomy and survey," arXiv
preprint arXiv:1701.02145, 2017.

Authorized licensed use limited to: San Francisco State Univ. Downloaded on June 18,2021 at 21:37:56 UTC from IEEE Xplore. Restrictions apply.



[29] G. Apruzzese, M. Colajanni, L. Ferretti, A. Guido, and M. Marchetti, "On the
effectiveness of machine and deep learning for cyber security," in 2018 10th
International Conference on Cyber Conflict (CyCon), 2018: IEEE, pp. 371-390.

[30] S. Sheikhi, M. Kheirabadi, and A. Bazzazi, "An Effective Model for SMS Spam
Detection Using Content-based Features and Averaged Neural Network,"
International Journal of Engineering, vol. 33, no. 2, pp. 221-228, 2020.

[31] F. Mercaldo and A. Santone, "Deep learning for image-based mobile malware
detection," Journal of Computer Virology and Hacking Techniques, pp. 1-15,
2020.

[32] J. Ribeiro, F. B. Saghezchi, G. Mantas, J. Rodriguez, S. J. Shepherd, and R. A.
Abd-Alhameed, "An autonomous host-based intrusion detection system for
android mobile devices," Mobile Networks and Applications, vol. 25, no. 1, pp.
164-172, 2020.

[33] C. Chen et al., "A performance evaluation of machine learning-based streaming
spam tweets detection," [EEE Transactions on Computational social systems,
vol. 2, no. 3, pp. 65-76, 2015.

[34] Z. Chen, S. Liu, K. Jiang, H. Xu, and X. Cheng, "A data imputation method
based on deep belief network," in 2015 IEEE International Conference on
Computer and  Information Technology;  Ubiquitous Computing and
Communications; Dependable, Autonomic and Secure Computing; Pervasive
Intelligence and Computing, 2015: TEEE, pp. 1238-1243.

[35] D. M. Farid, N. Harbi, and M. Z. Rahman, "Combining naive bayes and decision
tree for adaptive intrusion detection," arXiv preprint arXiv:1005.4496, 2010.

[36] Q. J. Ross, "C4. 5: programs for machine learning," San Mateo, CA, 1993.

[37] P. S. Oliveto, J. He, and X. Yao, "Time complexity of evolutionary algorithms

for combinatorial optimization: A decade of results," International Journal of

Automation and Computing, vol. 4, no. 3, pp. 281-293, 2007.

[38] C. J. Burges, "A tutorial on support vector machines for pattern recognition,"
Data mining and knowledge discovery, vol. 2, no. 2, pp. 121-167, 1998.

[39] G. D. Forney, "The viterbi algorithm," Proceedings of the IEEE, vol. 61, no. 3,
pp. 268-278, 1973.

[40] X. Deng, Q. Liu, Y. Deng, and S. Mahadevan, "An improved method to construct
basic probability assignment based on the confusion matrix for classification
problem," Information Sciences, vol. 340, pp. 250-261, 2016.

[41] M. S. Pervez and D. M. Farid, "Feature selection and intrusion classification in
NSL-KDD cup 99 dataset employing SVMs," in The 8th International
Conference on Software, Knowledge, Information Management and Applications
(SKIMA 2014), 2014: 1IEEE, pp. 1-6.

[42] "Spambase Dataset. Center for Machine Learning and Intelligent Systems at UC
Irvine." https://archive.ics.uci.edu/ml/datasets/Spambase (accessed January 31,
2020).

[43] D. Gunawan, R. F. Rahmat, A. Putra, and M. F. Pasha, "Filtering Spam Text
Messages by Using Twitter-LDA Algorithm," in 2018 IEEE International
Conference on Communication, Networks and Satellite (Comnetsat), 2018: IEEE,
pp. 1-6.

[44] B.Klimt and Y. Yang, "Introducing the Enron corpus," in CEAS, 2004.

[45] B. Ingre and A. Yadav, "Performance analysis of NSL-KDD dataset using
ANN," in 2015 International Conference on Signal Processing and
Communication Engineering Systems, 2015: IEEE, pp. 92-96.

[46] A. Chahal and R. Nagpal, "Performance of Snort on Darpa Dataset and Diferent
False Alert Reduction Techniques," in 3rd International Conference on
Electrical, Electronics, Engineering Trends, Communication, Optimization and
Sciences (EEECOS).

[47] H. Kim, T. Cho, G.-J. Ahn, and J. H. Y1, "Risk assessment of mobile applications
based on machine learned malware dataset," Multimedia Tools and Applications,
vol. 77, no. 4, pp. 5027-5042, 2018.

[48] W. Awad, S. J. I. J. o. C. S. ELseuofi, and I. Technology, "Machine learning
methods for spam e-mail classification," vol. 3, no. 1, pp. 173-184, 2011.

[49] R. Karthika and P. J. W. T. C. Visalakshi, "A hybrid ACO based feature selection
method for email spam classification," vol. 14, pp. 171-177, 2015.

[50] G. Jain, M. Sharma, and B. J. I. J. o. K. D. i. B. Agarwal, "Spam detection on
social media using semantic convolutional neural network," vol. 8, no. 1, pp. 12-
26, 2018.

[51] C. Chen et al., "A performance evaluation of machine learning-based streaming
spam tweets detection," vol. 2, no. 3, pp. 65-76, 2015.

[52] Z. Khan and U. Qamar, "Text Mining Approach to Detect Spam in Emails," in
The International Conference on Innovations in Intelligent Systems and
Computing Technologies (ICIISCT2016), 2016, p. 45.

[53] S. A. Saab, N. Mitri, and M. Awad, "Ham or spam? A comparative study for
some content-based classification algorithms for email filtering," in MELECON
2014-2014 17th IEEE Mediterranean Electrotechnical Conference, 2014: 1EEE,
pp. 339-343.

[54] Y. Zhang, S. Wang, P. Phillips, and G. J. K.-B. S. Ji, "Binary PSO with mutation
operator for feature selection using decision tree applied to spam detection," vol.
64, pp. 22-31, 2014.

[55] A. Tyagi, "Content Based Spam Classification-A Deep Learning Approach,"
University of Calgary, 2016.

[56] I. J. Alkaht and B. J. I. R. C. S. Al-Khatib, "Filtering SPAM Using Several
Stages Neural Networks," vol. 11, p. 2, 2016.

[57]1 G. Tzortzis and A. Likas, "Deep belief networks for spam filtering," in 79th
IEEE International Conference on Tools with Artificial Intelligence (ICTAI
2007), 2007, vol. 2: IEEE, pp. 306-309.

[58] Y. Rizk, N. Hajj, N. Mitri, M. J. A. C. Awad, and Informatics, "Deep belief
networks and cortical algorithms: A comparative study for supervised
classification," 2018.

[59] A. Sharaff, N. K. Nagwani, and A. Dhadse, "Comparative study of classification
algorithms for spam email detection,”" in Emerging research in computing,
information, communication and applications: Springer, 2016, pp. 237-244.

[60] C. Yin, Y. Zhu, J. Fei, and X. He, "A deep learning approach for intrusion
detection using recurrent neural networks," leee Access, vol. 5, pp. 21954-21961,
2017.

[61] M. Z. Alom, V. Bontupalli, and T. M. Taha, "Intrusion detection using deep
belief networks," in 2015 National Aerospace and Electronics Conference
(NAECON), 2015: IEEE, pp. 339-344.

[62] S. Jo, H. Sung, and B. Ahn, "A comparative study on the performance of
intrusion detection using decision tree and artificial neural network models,"
Journal of the Korea Society of Digital Industry and Information Management,
vol. 11, no. 4, pp. 33-45, 2015.

[63] J. Lee, J. Kim, I. Kim, and K. Han, "Cyber Threat Detection Based on Artificial
Neural Networks Using Event Profiles," I[EEE Access, vol. 7, pp. 165607-
165626, 2019.

[64] L. Khan, M. Awad, and B. Thuraisingham, "A new intrusion detection system
using support vector machines and hierarchical clustering," The VLDB journal,
vol. 16, no. 4, pp. 507-521, 2007.

[65] R. Kokila, S. T. Selvi, and K. Govindarajan, "DDoS detection and analysis in
SDN-based environment using support vector machine classifier," in 2014 Sixth
International Conference on Advanced Computing (ICoAC), 2014: IEEE, pp.
205-210.

[66] P. Mishra, V. Varadharajan, U. Tupakula, E. S. J. I. C. S. Pilli, and Tutorials, "A
detailed investigation and analysis of using machine learning techniques for
intrusion detection," vol. 21, no. 1, pp. 686-728, 2018.

[67] J. Kevric, S. Jukic, A. J. N. C. Subasi, and Applications, "An effective combining
classifier approach using tree algorithms for network intrusion detection,”" vol.
28, no. 1, pp. 1051-1058, 2017.

[68] A. Ahmim, L. Maglaras, M. A. Ferrag, M. Derdour, and H. Janicke, "A novel
hierarchical intrusion detection system based on decision tree and rules-based
models," in 2019 15th International Conference on Distributed Computing in
Sensor Systems (DCOSS), 2019: IEEE, pp. 228-233.

[69] B. Ingre, A. Yadav, and A. K. Soni, "Decision tree based intrusion detection
system for NSL-KDD dataset," in International Conference on Information and
Communication Technology for Intelligent Systems, 2017: Springer, pp. 207-218.

[70] D. Kwon, H. Kim, J. Kim, S. C. Suh, I. Kim, and K. J. Kim, "A survey of deep
learning-based network anomaly detection," Cluster Computing, pp. 1-13, 2017.

[71] Y. Cheng, W. Fan, W. Huang, and J. An, "A Shellcode Detection Method Based
on Full Native API Sequence and Support Vector Machine," in JOP Conference
Series: Materials Science and Engineering, 2017, vol. 242, no. 1: IOP
Publishing, p. 012124.

[72] A. Mohaisen and O. Alrawi, "Unveiling zeus: automated classification of
malware samples," in Proceedings of the 22nd International Conference on
World Wide Web, 2013: ACM, pp. 829-832.

[73] P. Shijo and A. J. P. C. S. Salim, "Integrated static and dynamic analysis for
malware detection," vol. 46, pp. 804-811, 2015.

[74] Q. Jamil and M. A. Shah, "Analysis of machine learning solutions to detect
malware in android," in 2016 Sixth International Conference on Innovative
Computing Technology (INTECH), 2016: IEEE, pp. 226-232.

[75] D. Moon, H. Im, I. Kim, and J. H. Park, "DTB-IDS: an intrusion detection
system based on decision tree using behavior analysis for preventing APT
attacks," The Journal of supercomputing, vol. 73, no. 7, pp. 2881-2895, 2017.

[76] Z. Salehi, A. Sami, M. J. C. F. Ghiasi, and Security, "Using feature generation
from API calls for malware detection," vol. 2014, no. 9, pp. 9-18, 2014.

[77] Z. Yuan, Y. Lu, Y. J. T. S. Xue, and Technology, "Droiddetector: android
malware characterization and detection using deep learning," vol. 21, no. 1, pp.
114-123, 2016.

[78] Y. Li, R. Ma, R. J. L. J. 0. S. Jiao, and 1. Applications, "A hybrid malicious code
detection method based on deep learning," vol. 9, no. 5, pp. 205-216, 2015.

[79] R. Vinayakumar, M. Alazab, K. Soman, P. Poornachandran, and S.
Venkatraman, "Robust intelligent malware detection using deep learning," /EEE
Access, vol. 7, pp. 46717-46738, 2019.

[80] A. Damodaran, F. Di Troia, C. A. Visaggio, T. H. Austin, and M. Stamp, "A
comparison of static, dynamic, and hybrid analysis for malware detection,"
Journal of Computer Virology and Hacking Techniques, vol. 13, no. 1, pp. 1-12,
2017.

Authorized licensed use limited to: San Francisco State Univ. Downloaded on June 18,2021 at 21:37:56 UTC from IEEE Xplore. Restrictions apply.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /blex
    /blsy
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /Cmb10
    /CMB10
    /Cmbsy10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /Cmbx10
    /CMBX10
    /Cmbx12
    /CMBX12
    /Cmbx5
    /CMBX5
    /Cmbx6
    /CMBX6
    /Cmbx7
    /CMBX7
    /Cmbx8
    /CMBX8
    /Cmbx9
    /CMBX9
    /Cmbxsl10
    /CMBXSL10
    /Cmbxti10
    /CMBXTI10
    /Cmcsc10
    /CMCSC10
    /Cmcsc8
    /CMCSC8
    /Cmcsc9
    /CMCSC9
    /Cmdunh10
    /CMDUNH10
    /Cmex10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /Cmff10
    /CMFF10
    /Cmfi10
    /CMFI10
    /Cmfib8
    /CMFIB8
    /Cminch
    /CMINCH
    /Cmitt10
    /CMITT10
    /Cmmi10
    /CMMI10
    /Cmmi12
    /CMMI12
    /Cmmi5
    /CMMI5
    /Cmmi6
    /CMMI6
    /Cmmi7
    /CMMI7
    /Cmmi8
    /CMMI8
    /Cmmi9
    /CMMI9
    /Cmmib10
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /Cmr10
    /CMR10
    /Cmr12
    /CMR12
    /Cmr17
    /CMR17
    /Cmr5
    /CMR5
    /Cmr6
    /CMR6
    /Cmr7
    /CMR7
    /Cmr8
    /CMR8
    /Cmr9
    /CMR9
    /Cmsl10
    /CMSL10
    /Cmsl12
    /CMSL12
    /Cmsl8
    /CMSL8
    /Cmsl9
    /CMSL9
    /Cmsltt10
    /CMSLTT10
    /Cmss10
    /CMSS10
    /Cmss12
    /CMSS12
    /Cmss17
    /CMSS17
    /Cmss8
    /CMSS8
    /Cmss9
    /CMSS9
    /Cmssbx10
    /CMSSBX10
    /Cmssdc10
    /CMSSDC10
    /Cmssi10
    /CMSSI10
    /Cmssi12
    /CMSSI12
    /Cmssi17
    /CMSSI17
    /Cmssi8
    /CMSSI8
    /Cmssi9
    /CMSSI9
    /Cmssq8
    /CMSSQ8
    /Cmssqi8
    /CMSSQI8
    /Cmsy10
    /CMSY10
    /Cmsy5
    /CMSY5
    /Cmsy6
    /CMSY6
    /Cmsy7
    /CMSY7
    /Cmsy8
    /CMSY8
    /Cmsy9
    /CMSY9
    /Cmtcsc10
    /CMTCSC10
    /Cmtex10
    /CMTEX10
    /Cmtex8
    /CMTEX8
    /Cmtex9
    /CMTEX9
    /Cmti10
    /CMTI10
    /Cmti12
    /CMTI12
    /Cmti7
    /CMTI7
    /Cmti8
    /CMTI8
    /Cmti9
    /CMTI9
    /Cmtt10
    /CMTT10
    /Cmtt12
    /CMTT12
    /Cmtt8
    /CMTT8
    /Cmtt9
    /CMTT9
    /Cmu10
    /CMU10
    /Cmvtt10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Dcb10
    /Dcbx10
    /Dcbxsl10
    /Dcbxti10
    /Dccsc10
    /Dcitt10
    /Dcr10
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /DoulosSIL
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KristenITC-Regular
    /KrutiDev040Bold
    /KrutiDev040BoldItalic
    /KrutiDev040Condensed
    /KrutiDev040Italic
    /KrutiDev040Thin
    /KrutiDev040Wide
    /KrutiDev060
    /KrutiDev060Bold
    /KrutiDev060BoldItalic
    /KrutiDev060Condensed
    /KrutiDev060Italic
    /KrutiDev060Thin
    /KrutiDev060Wide
    /KrutiDev070
    /KrutiDev070Condensed
    /KrutiDev070Italic
    /KrutiDev070Thin
    /KrutiDev070Wide
    /KrutiDev080
    /KrutiDev080Condensed
    /KrutiDev080Italic
    /KrutiDev080Wide
    /KrutiDev090
    /KrutiDev090Bold
    /KrutiDev090BoldItalic
    /KrutiDev090Condensed
    /KrutiDev090Italic
    /KrutiDev090Thin
    /KrutiDev090Wide
    /KrutiDev100
    /KrutiDev100Bold
    /KrutiDev100BoldItalic
    /KrutiDev100Condensed
    /KrutiDev100Italic
    /KrutiDev100Thin
    /KrutiDev100Wide
    /KrutiDev120
    /KrutiDev120Condensed
    /KrutiDev120Thin
    /KrutiDev120Wide
    /KrutiDev130
    /KrutiDev130Condensed
    /KrutiDev130Thin
    /KrutiDev130Wide
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MTExtraTiger
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SILDoulosIPA
    /SimHei
    /SimSun
    /SimSun-PUA
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /SymbolTiger
    /SymbolTigerExpert
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Tiger
    /TigerExpert
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata pogodnih za pouzdani prikaz i ispis poslovnih dokumenata koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


